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Abstract

While the virtual, remote, and technological nature of e-commerce brings convenience, it also creates
a pattern of rights infringement mainly based on “big data killing”, personal information leakage, and
false advertising by merchants due to information asymmetry and unequal technological power. This
seriously damages the legitimate rights and interests of consumers who are in a disadvantaged posi-
tion in terms of information and ability. This article aims to systematically explain the new risks and
challenges faced by consumer rights in the context of the booming development of online shopping
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in China. In order to deeply analyze the specific manifestations and root causes of these problems,
and to propose systematic countermeasures from three aspects: strengthening platform supervi-
sion, enhancing consumer rights awareness, and facilitating diversified dispute resolution mecha-
nisms, in order to arouse attention from all parties and jointly build a safe, fair, and trustworthy e-
commerce consumption environment. This not only concerns individual rights relief, but also is a
strategic necessity to ensure the healthy development of the digital economy and enhance national
competitiveness.
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