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Abstract

Numerous elements such as virtual currencies and personal information have made the economic
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attributes and inherent risks of digital assets increasingly prominent. This article proposes a pro-
tection framework characterized by technological defense, legal safeguards, and legal constraints
based on the features of consumers’ digital assets and the ways in which risks are transmitted. It
establishes a tripartite model involving consumers, platforms, and asset flows, along with risk com-
petition strategies. By using risk disclosure and platform responsibility to establish equilibrium
points for the system, variable settings and simulation calculations were conducted to explore the
impact of different responsibility structures, consumer literacy, and platform incentives on risk
management and system performance. This provides solutions and recommendations for the se-
cure management of digital assets and the optimization of financial models.
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Table 1. Key parameter settings for the consumer digital asset risk financial model
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Table 2. Comparison of equilibrium investment and risk probability under different responsibility structures
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Table 3. Comparison of the impact of consumer literacy levels on risk and system performance
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Table 4. Comparison of equilibrium results under different incentive mechanisms
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