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Abstract

With the in-depth development of the e-commerce economy, the elderly group’s online usage dura-
tion and proportion of e-commerce consumption have been continuously increasing, and they have
gradually become an important part of the e-commerce market. However, fraud behaviors relying
on e-commerce operation logic and technical tools have also surged accordingly, such as live-
streaming emotional inducement fraud, Al virtual image-related financial fraud, private domain
health-targeted fraud, and small-amount invisible deduction fraud. These frauds pose a serious
threat to the property security of the elderly and also disrupt the order of the e-commerce market.
Based on e-commerce economic scenarios, this paper systematically sorts out four typical current
situations of e-commerce consumption fraud against the elderly, and deeply analyzes the insuffi-
cient adaptability of the prevention system in aspects such as e-commerce-specific laws and regu-
lations, full-link supervision, scenario-based publicity and education, technical protection, and el-
derly-friendly transformation. On this basis, targeted optimization strategies are proposed from
four dimensions: improving the coordination of cross-scenario laws and regulations in e-commerce,
constructing a full-link supervision and data sharing mechanism, promoting scenario-based e-com-
merce publicity and education, and optimizing technical protection and safe elderly-friendly trans-
formation. The purpose is to provide practical references for improving the prevention system of e-
commerce consumption fraud against the elderly, help the elderly integrate into the digital con-
sumption ecosystem safely, and promote the healthy and sustainable development of the elderly e-
commerce consumption market and the silver economy.
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