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Abstract

Against the backdrop of e-commerce deeply permeating daily life, crimes involving the infringement
of citizens’ personal information exhibit characteristics of chain-based operations, technological so-
phistication, and concealment. These offenses have formed a black-market ecosystem encompassing
“information acquisition-decryption and resale-targeted exploitation”, posing a severe threat to

WESIH: &8 HFRESFEUARNAG BIEAEEMEI]. BT ESITFL, 2025, 14(12): 2305-2310.
DOI: 10.12677/ecl.2025.14124116


https://www.hanspub.org/journal/ecl
https://doi.org/10.12677/ecl.2025.14124116
https://doi.org/10.12677/ecl.2025.14124116
https://www.hanspub.org/

Rig

citizens’ property security and the order of the digital marketplace. This paper examines the imple-
mentation of the Criminal Law and relevant judicial interpretations, analyzing typical patterns of such
crimes in the e-commerce sector and challenges in judicial adjudication. It reveals practical difficul-
ties within the current regulatory framework regarding pre-trial coordination, liability attribution,
and evidence standards. Compared to existing research focusing on single-dimensional regulatory
recommendations, this paper proposes a three-dimensional collaborative regulatory approach—
“legislative supplementation, judicial adaptation, and enforcement closure”—based on the judicial in-
terpretations of the Supreme People’s Court and Supreme People’s Procuratorate, as well as recent
landmark cases. It highlights three key innovations: “graded determination of platform liability”,
“standardization of electronic evidence chains”, and “institutionalization of cross-departmental coor-
dination mechanisms”. These innovations provide more practical theoretical support and operational
guidance for addressing challenges in criminal protection of personal information within e-commerce
contexts.
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