E-Commerce Letters H3-7 Rj25i¥ig, 2025, 14(12), 2745-2750 Hans X
Published Online December 2025 in Hans. https://www.hanspub.org/journal/ecl
https://doi.org/10.12677/ecl.2025.14124172

HFHFIE T AERR%T

— AR {7 B

T
S

SEMR SR EBE, S SHFH

ks HEA: 2025411 H3H; B 20254E11H21H; KA HEA: 20254E12 4 17H

HE

BEERTRSBRARELTTRRIRRE, MESANEARZOHT, EHREXREN R, hEgs
MNME BRI EME™IRDEER . A SCUMKSIAAG], RAFR T BTFRFSHEMNEERI HE. XEH
Skt T RIS K M SATHAT T RERER, HUMET U (MNEBRIEE) AR LHRALERT GRS
A B R ML SRR IR . BETT, ASCAERRSCAR. ATIAEE. My R BN ANEE,
ABIST T AR E R $EXPURFER RS, BIRE T —EX RSB . @il
AN SRS ERUTBBERCE, SR aRS RENH LERTIIEE, BdHEaRS
BARBAE LAE LN FHE, FHIETAIH U A E SRHEGIE DRTHR T8 . BTG RERN, BTHS
MNE BRI BRFRE A TEER, Tk, MDESRENNER, UREAEA. BRAFER. Tk
SERBFLTFRRE N AR KA YL .

XK ia

HTRES, W& PARRRY, (DAEBRPE)

Research on the Protection of Personal
Information in the Field of E-Commerce

—Taking Online Payment as an Example

Jie Yang

School of Law, Guizhou University, Guiyang Guizhou

Received: November 3, 2025; accepted: November 21, 2025; published: December 17, 2025

Abstract

With e-commerce becoming a key driver of China's economic development, online payment, as its
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core component, brings significant convenience while also posing severe challenges to personal in-
formation protection. This paper takes online payment as a case study to systematically examine
the issue of personal information protection in e-commerce. The article begins with a brief overview
of e-commerce and online payment, followed by an analysis of the current protection landscape,
which consists of a legislative safeguard system centered on the “Personal Information Protection
Law” and industry self-regulation mechanisms. Subsequently, the study delves into the existing
challenges in the current protection framework from four dimensions: legal provisions, industry gov-
ernance, corporate internal compliance, and regulatory oversight. To address these issues, the re-
search proposes a set of corresponding practical measures: refining rules and integrating systems
to improve legal provisions, establishing industry self-regulation and supervision mechanisms to
strengthen industry governance, enhancing internal compliance and technological empowerment
to reinforce corporate responsibility, and innovating collaborative supervision and technological en-
forcement to boost regulatory efficiency. The findings indicate that personal information protection
in e-commerce urgently requires the construction of a comprehensive system spanning legal, in-
dustry, corporate, and regulatory dimensions, with the rule of law as the foundation and technology
as the means, to achieve a balanced development between digital economy growth and personal
rights protection.

Keywords

E-Commerce, Online Payment, Personal Information Protection, “Personal Information Protection
Act”

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5|8

FER TG RO BRGS0 B 5N, RER R 7RSI 1 EeUk . R, H
1 R G AR TR Z R e A B AU S5 RIS, AR A O SCHER I SO T, O A
AR S AR AR X . ORBE AR SRS L B BRI LR R U, B
AT NG BRI IR RAESRAENE . P RIVE S RIIEE B2 A R[] AT 2 b TR SO
ARG B R — B84, SR XA, ATk, kS E S AR TS RG A, U Z X 2%
SATIZ — KU 75 s ATk Ailky HLOGHRT] 2 T3 A IR AN BB AR o AN SCHE B A i TS A 1,
HEME—AZZR. SEMFEFEIEER, RAAATRAERGIE SBEE ERAE. BT, &3
BT SR TR AR T 2SR — Bk Hm RS S 755, B AR RGN A NE BRI EOR R E . Bl
KSR, T AT 2 e R 25

2. BFEFESME MR
2.1. BFESHARSHHE

MR 45, W Tl B S5 B 2 4 B e i BRI S A B TR B . 1RE E X Gt R s
2024 47, AEM EREH 155,225 1076, b EFGK 7.2%. Hr, Seppwg s B RS 130,816 14T,
WK 6.5%, SR MEHELTNILEN 26.8%, HIEAERGEF MM HRME. BFESUR
TP PR FRARAC Zh A AP R R BL AR, 2R 7 AR R LSS BN

DOI: 10.12677/ecl.2025.14124172 2746 HLF 7 55 Ve


https://doi.org/10.12677/ecl.2025.14124172
http://creativecommons.org/licenses/by/4.0/

ZEN

TR AR 2], TR TR IE R SRR S AR
2.2. MR S

P2 AT A P i HLR Y R Bl AR SE I REORTE , RO ANHAT I 7 ST . ERE T RS
JRAZ G B M 1T — B, R AN AT Bk ) S B S At Vi o AR P R LI Y 2% 45 J2 Py (CNNIC) B, ik
2025 48 6 J1, REMZSAT P MBEIE 102242, HMREEARR 91.0%. R BETHLKE k4R
AL TR 55 IR AR, AP B 2% SO TS B TR EVE S G, BBl R B SR B T, 3K
FELSAPP G UISATE . USSR ARImIL, Rl R S S5 W B KW £ A B3], K
WAARBE: —J7H, BERE TR MER BATIKS . 25 ISR EBURI N NG T
T, Homsk, EEMRE R RIS i T RIS RS . BAER P AL . IERRAnl, P4 SO AT B
NEISEE IR e & IS F DS 351

3. MG TPAGRFRIPIR
3.1. MERP

WECHELIER T —ER R0 W . i) NG R RT R ERIE R, M5 T IE R
BEFRAE 1S AR A

R B R, 2021 48 11 A 1 HIERSERR he NRITHEA NG BRYE) ARG BEME
o EHISLTEL A - FET ORI B BACEIN, S RZ SO AT G AL B P R E T AR
2. A\ KRR ZHIEFEEMERWNHI “BENNEE”, ERAAERA
FrsE I H IANTE 7 L BEE[4], JERBU™AS IRITIE RIS TE T, Al a8, ONSAHE BRM T EmE
FI ORI AR

FELTTOURM E, (T RSE) WBHUE 78T RSaEEN I NE BRI R (55 %4
IREEDTHE:  (WIZg2eaid) MIARAL 1 OGHEAS B LAl Ve itiia & 3 I Bi AL 5 SR 2 Al 2R . el
EERERAE, BB )T 2025 48 10 3 15 HAEATH) (i NRICAE SN IE H3a 44k ) Wl RlE 5+
=5 “REHEF MM NEE LB, NE T ARG IRE . 2B F MG EE AL, 15
A CFEMNEE, s R s AT, SO SIS BRI AR R AR SR O R 4
dh B R 55 IR RIS AT AT N, IONATanE AR R T SO AT (S M S8 AT N dR A1t 13 Y
EEUT

FEME PILIZ T, E S RE 7 TARANE AL T SRS HOGH T TR 8T R L e 1730,
XHEFE AL B NAE BT G 3T AR N IRM S E e AT, TR T R A T .

3.2, (TARIP

PRt s Ah, ATk A RS Al P9 a BEAE S A MG B ORS rh th i B M

— 5T, EEMESAT G, WSS BUESOATEE, RO RS VA EUE AT S AT
CIEPHE BN AR . ROHEBLEHE RS H (DPO). il 5E N A 22 4 FLYE . X 0
THATBIAL R I 55

T T, AT B SRR R AEVE T o BSOS 502 S UL S AR AT AT ML XU 3R 75 5 #
HESEEAR TS, eSO B IR TR R Sy S B 2 e pn . BRAh, 7R DS BRYED Bz T, R
FE IR “SFIIN 3HE, MUFZEERBA ST N, EFNILFEALEENN NGB b
AT IR, IR T “CFEEE + TR + TEBRE T 2 ERT R

DOI: 10.12677/ecl.2025.14124172 2747 TR 4TS


https://doi.org/10.12677/ecl.2025.14124172

(ZEN

4. MELZATPABRRIPELENOE
4.1. ZENXAEH

FHRUE T ECH AR GEA L . HATERESRTHEE RS IMEBT (RiEd)  (DAEE R
%) AWM LEE) F2 RS T E . XA UL LER A = RGe0E, SBUNLE L
BV S RSB P R S R NEESCIE, 0 T & FUE R 5 il T AN 2 1

A AR MR SR ESRAE A Fr il . R (NG RORIIERD) WAL 7L “ R - R ARG
AN EALERIN, ABAE RSO — BRI Srb, AR FoE e BRI | e B Aol 55 R
ks “E/NLEJRIN T, ol N BRSNS E RIS S B0 SR & RO MERE (5], X e ]
Ayt BB 4R 51 -

4.2. T B BAEER

T B EA L o M SIAHZE A ERA TN IR T, REEEEA MM N EENE. A
FIe B A RS SR, KR P 5 BB AT R A AL PR B AR 2n ALY, 47k AR TR A 2
ERES BT RS B A

ATWARERAT /1 5 R B LSS . BAR T ESATEE 2 54T T (D ASUAHE BRI 165D 51
PRbRE, AES LI 20 A AR HE B SEPR AT RCR AT R LS . RIS, 82 g I L AT AL
ATEHE, MELU DR AR S M AR N SR AR B P A5 8, RPN 5% AR A5 A A R e Ak 31 A Y
EZN(DE

4.3. W ER

A P RS AR B AR IR o AR P R s R R A S R P S XU R 2 — . i, 2025
Y], BORFE 2 BHLH Ambulance Victoria AAT [ — k%7 UL A0SR A S8k ik B 4. — 24 A0 DR T AE
BUHRAT, MAEHT A R TREURE R BRI E, AN, THEBMBATIK S, XRGEE M
E PN A B A ERN 53 TAT A M5 5 HAFAE ™ AR« BAh, S ST, U /ML, FE 252
BHARBN FAHXNAZ, RGPV REET, 5NN Bk B bR

ANV P A s 5 R S B AT ARG . ESRPRIR AR, ER Al AR BE LLE T BRI 77 B AT
HRINS, HBEAERERSHPRATN. w2018 4F “SCATEFERAEM” , IUTEEA BRI
Aik “CRERE CERRIRS PR 7 kT, BERT DL “ BN =T IRIMHOUE R, AR A SRR R
FEJ7E B A RRA” o XMl BN A G FE T R P E R, ARFEEZRER . XM
FEE” [6]8k “ i [F R Bk, SEB Rt P B A BRI G RN e AN A R RN

4.4. BIINXER

T E TS S A PEE R . PSSO AT WG, LA, mipliE o m%L
AR BAR (M NEERINE) SNk CaWImh T ERMERT S E A, EESKES, £
S W R BESE SR ) BEAR R A AE . X 7T e B B R B [7), AT REDRIAS R B T T A ) A2
HERREA —, gl A R IN I, IF R s St 0 B AR O

AT IS B RE A7 S PGE R IR Al TS bR ST 1A 0 28 S A BOR AN (1 K A s 3, i
EERT T [FVRE T i B AR BE ) 5 HGEBHEA R Bk . AHF TR, B0 Rk 1T T REAFAE BOR AT BR
IHERRBARA RO DL, X PR BRI EIEAT RIS AT o o teAh, — SRR IR H S
RFBHIN ] ERTREAF AN e, A 2 T 7 95 X .

DOI: 10.12677/ecl.2025.14124172 2748 TR 4TS


https://doi.org/10.12677/ecl.2025.14124172

ZEN

5. M T AR RIPHOSSRIE

Xt EIR PR B VYR JE T G, AR R E RGUMLRNA TR, B A BRI 2 SR 1
MNE BRI N .

5.0. ERAULRNEREER

DI 0 B ) B, I AHESIVE R SOA N “ AL TR o) “ A ARNITI 8 7 e . e
WA, BAHIEBA @A R e o G000 5B B A O, X B EEA N EVER |
“HPFRBEABERE” « “EAA NP EORER” SRS HEMT A€, R EE I RT B
FRMG - RE . HIRGIAGFACR NS], X SATIE . B st AR5,
BOEZ RN NG B . (ARG, SRTHEMR AT AENE, A58 RN A2 N SRk F R R 1 A AT by
W BB CPAEERTE) CBTRSE) (A IEHZEFER) MO INLIEEE, kR
TERNERLE RN, MEATEG —. AN NG BRPE R R

5.2. MEBERESIEENSG

NTRAMTAL BEEHLRIRAN R, e AT ML 5 R R, R B L R A O R T

Fi— W IHEAT S AR ERAT ML A Lo il rh SO R 2 S AT WSk, 1) E R 48 ST
MNGE BRI AL, HEILREMVIE SRR X PR AL T ATFERY, FHELEA
Wy BRI SRR, TR U -

F AT A ERI MR A I SR G AR . AT MRS BT G, R E S E
EACEE S WA 2 AL S MO N AN R A4 B, IFLE B 53 A RV BEAT I8 4, S IBG 75 b 55 PR 1
K m B A L A

5.3. BURIEEMERR@EE

BRSBTS IR 5 T R, A ZIURE DR S5 MRS AR A 9 SEBRAT B

B EE e e AR A, FRRRKET G, BT ESE (DAERR
PR A\ GFHE RIS NAE B IR L5 o HRER ST B U B BN HH 2 1T HEL
& ORI 5 (DPOYAVAR ST (KT A R LA, 5 T R i 22 v vH 5 U PP A o P38 A s ALB R B 42 ok
XPEE N B BIR SE  BOR BN, IR LA (0 P A AR R A 5, Ok 3 T BE T IRl
R0 5 B/ NE B . AT “ Bt RIRSAL” 5 “BROARDRRAL” B 727> R BIEACRI ST LT I BT 4R
B A NG BRIV D EZIRAN I b . FRITTX T APP I SR E AT AL WA “ SN =
FREMKE” AP ERIN 2R SRR SRV, BRI AE TR 0 A (AT 32 N AT IRAL. ) BB A BUR
EEL ORI RAUEM . R, SFEENBIREEAD, SOVFRIBEREE . B SRR AL

54. BIFEERASRAPEHHE

MR A S REI PR, ML AU [ B AR

F— MEETI FEPGENLE: R RMEIPSGEEDRT, BRT. TES. T )R85
125, WL “BiRZe2RaPAE” o LIRSS (1) HIES I MZ S NG B R
POEIHE S EEME; () PHAE R R BB AT TR G HIEITE): 3) @BOME R ENER) “ M4 5C
fHEM S REEERETE 7, HESHNREREE 5ENEE: 4 AIUTRERTEN R ER SRS
Sz EEI

DOI: 10.12677/ecl.2025.14124172 2749 TR 4TS


https://doi.org/10.12677/ecl.2025.14124172

(ZEN

B g hakbeitE: BT ES RRE R AGETR R, IR IE S E AR, @R
Ktk EER.

B, BRERIETG: WITRZRFTEAEE S, KIS A RUIRDLAT e . A5t
HEE

S0, BRI RHEN AKCE: WS R TR A R . N TR RS T B, Bl mK
FREERHY, TR AL S BN RS, X RIS 6 1o A PSS AT 2 S I 5 RS TE . [F]
I, IR S Z PIEN ST HORER I, R A5 O e s SR TH X B R B i i AT ik
P55 AALRE

6. &t

AHFC A28 SRS, RN T LT 7 55 U A A AE SR IBLIR . PhS . B 7R,
TR RERRNT T, MR NEEZe AR MR SRS B, T2
— MNP RAEE. BOR. @R E R TR

AT, WE AL R IR 7B EE M TR et (EI3E R 2R B A7 55t A v S i 473 T s
EEL SR BORKE S5 S 2 mER . ARKRY TIE, DAGEBERS . JISLHE F
X FRME DA BREDIRFAEHER . X—HEZRBLL (DAERRIIE) A% S R A R
b, DAJedER RN T ER 4, DG ATl R T 2 7e3ia R B S8, I DA IR [ Bl
DS REPAE iR

MEAH 2 T ME. 2T, A REA RN AW AR S, AR RO B T R T R,
BESLIRAEAN NG B HEHORI B, SEEUR R 5 % 4 1A I Eh A1

SE WK

(1] FRs, R 20 byl 238 BGaER Y 0 B AL (0], S LS i 0, 2025(8): 71-73.

[2] Abk. BUFLUHHE S R 55 e  ER JR S ERER AR (T]. R ILARAE, 2025(20): 55-57.

[3] ¥ #FEHFE R NRENE AT wFBOR S0 R RN HESH, 2024(32): 37-39.
] FlE, shiEig. 5 R R W EAR S & A [T]. VAT, 2024(20): 7-10.

1 BAZERG. s/ R IE AR R ER AR 1], YRR T I, 2023, 45(4): 360-377.
]

WA E, DRUE, AR FETIARBLS AL &5 I MR RECEE R FREMT T[], (55 5 B4R, 2024, 14(5):
75-90.

[7] ZEE5E, M. B SRl A 1) 32 B2 a8 R e I [I]. ARSIk, 2017(18): 187-188.
[8] FBHEA. N ABHERIA AR ], S EAAS I 5 R 2B W, 2025(9): 88-90.

DOI: 10.12677/ecl.2025.14124172 2750 TR 4TS


https://doi.org/10.12677/ecl.2025.14124172

	电子商务领域下个人信息的保护研究
	——以网络支付为例
	摘  要
	关键词
	Research on the Protection of Personal Information in the Field of E-Commerce
	—Taking Online Payment as an Example
	Abstract
	Keywords
	1. 引言
	2. 电子商务与网络支付概述
	2.1. 电子商务的发展与特征
	2.2. 网络支付的模式与核心地位

	3. 网络支付下个人信息保护现状
	3.1. 立法保护
	3.2. 行业保护

	4. 网络支付下个人信息保护存在的问题
	4.1. 法律文本层面
	4.2. 行业自身治理层面
	4.3. 企业层面
	4.4. 部门机关层面

	5. 网络支付下个人信息保护的实践措施
	5.1. 推动细化规则与整合体系
	5.2. 构建自律标准与监督机制
	5.3. 强化内控合规与技术赋能
	5.4. 创新监管模式与提升执法效能

	6. 结论
	参考文献

