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Abstract

Against the backdrop of deepening database marketing and enterprise informatisation, corporate
data collections have transcended their role as mere information carriers, evolving into core assets
and novel objects of property rights imbued with immense commercial value. However, the existing
criminal law framework faces formidable challenges in safeguarding such data property rights. This
paper aims to systematically analyse this predicament and explore potential solutions. The article
first defines the legal essence of corporate data property rights, arguing for their status as a third
category of property rights alongside property rights and intellectual property rights. It then clari-
fies the necessity of criminal law intervention from the perspectives of protecting legal interests
and addressing societal harm. Subsequently, by tracing the shift in judicial practice from copyright
law to unfair competition law, it reveals the inherent limitations of the current protection model
dominated by general provisions of unfair competition law, including unclear ownership, insuffi-
cient prevention, and uncertain standards. This paper incisively argues that the root of these diffi-
culties lies in a structural conflict between the inherent tangible and exclusive nature of traditional
criminal law’s concept of “property” and the intangible and replicable attributes of data. This di-
rectly leads to judicial challenges such as disputes over the characterisation of data theft, the am-
biguous status of virtual property, and difficulties in determining the value of criminal proceeds. To
address these challenges, this paper ultimately constructs a systematic improvement pathway: leg-
islatively, rights should be established first to clarify the legal status of data property rights; judi-
cially, proactive interpretation should expand the scope of “property” and “possession”; in regula-
tion, property crimes and specialised offences should be applied synergistically, while exploring
ways to fill loopholes in acts such as “unlawful use”; and in supporting measures, a multi-dimen-
sional value assessment system and a composite standard for balancing interests should be estab-
lished. This research provides theoretical reference and path guidance for bridging the gap between
industrial-era criminal law and information-era realities, thereby constructing a forward-looking
and effective criminal law protection system for data property rights.
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Figure 1. The path to improve the criminal law protection system of data property rights
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