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Abstract

The e-commerce sector is a major hotspot for phishing. Creating a sense of urgency in emails is a
common tactic used by phishing scammers, which significantly impacts consumers’ online security
behaviors. As one of the factors influencing consumers’ final behavior, the effect of overconfidence,
which is affected by characteristics of urgency cues in phishing emails remains unknown. This study
combines the S-0-R model to investigate how the visual saliency of urgency cues affects consumers’
overconfidence. Researchers designed an email legitimacy judgment task and applied eye-tracking
technology, dividing visual saliency of urgency cues into high and low visual saliency groups for an
intergroup experiment. Research findings indicate that the visual saliency of urgency cues significantly
reduces consumers’ overconfidence levels, thereby inhibiting unsafe consumer behaviors. Consum-
ers’ visual attention to urgency cues mediates this effect. This study enriches the literature on in-
formation security in the e-commerce domain and holds significant implications for enhancing phish-
ing defense efforts among consumers and e-commerce platforms.
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Figure 1. Research model
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Figure 2. Examples of visual saliency of urgency cues in email
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Figure 4. Overconfidence under different visual saliency
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Table 5. Linear regression analysis of visual attention and overconfidence
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