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Abstract

E-commerce platforms have long handled highly sensitive data and high-value cryptographic keys
in processes such as payment signing, order privacy protection, fulfillment evidence preservation,
after-sales arbitration, and regulatory forensics. First, to address risks arising from centralized key
custody in e-commerce—such as key misuse, insider privilege abuse, and single points of failure—
this paper proposes a critical data protection mechanism that integrates secret sharing with verifiable
transparency logs. High-value key material is stored in a distributed manner as shares and used col-
laboratively under a threshold scheme, while a tamper-evident audit evidence chain enhances ex
post accountability. Second, we build a unified architecture covering order payments, refund arbitra-
tion, merchant settlement, and compliance forensics, and present an integrated protocol suite for key
generation, cooperative threshold key usage, append-only evidence logging, and verifiable auditing,
together with a commitment-consistency mechanism to constrain malicious participants or incon-
sistent distribution. Finally, under a unified threat model, we supplement security and performance
evaluation methods from four objectives—confidentiality, integrity, availability, and auditability—
and quantify how the threshold, node availability, and log proof length affect service latency and
failure modes, providing an effective path toward security infrastructure for “distributed trust and
verifiable governance” in e-commerce.
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Figure 1. Schematic diagram of the architecture
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