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Abstract

In the context of the digital economy, cross-border data flows have become a key driver of global
economic and trade development, while their security regulation faces multiple practical chal-
lenges. This paper systematically analyzes the practical dilemmas in China’s cross-border data flow
security regulation, based on driving factors such as data intrinsic characteristics, economic secu-
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rity needs, and legal system construction. The main issues include ambiguous criteria for identify-
ing core regulatory targets, conservative corporate strategies caused by overlapping compliance
pathways, and institutional lag in emerging technological sectors. Addressing these problems, the
paper proposes establishing actionable classification guidelines for “critical data” and “critical in-
formation infrastructure”, developing risk-based differentiated regulatory processes, and creating
adynamic regulatory framework oriented toward technological innovation. These measures aim to
promote lawful and orderly cross-border data flows while ensuring data security, thereby support-
ing China’s high-quality digital economy development and high-level international economic and
trade cooperation.
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