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Abstract

In an uncertain network security environment, e-commerce platforms not only face data security
risks, but also deal with channel intrusion by upstream manufacturers, which aggravates the difficulty
of formulating information sharing strategies. Based on this, this paper considers the impact of data
security risk propagation on the information sharing strategy of the e-commerce platform under the
manufacturer’s channel intrusion for the secondary supply chain composed of a single manufacturer
and a single e-commerce platform. The study found that: (1) In the case of channel intrusion by the
manufacturer in the form of resale, the e-commerce platform hides information. (2) In the case of
manufacturer’s channel intrusion in the form of consignment, when the commission rate is low and
the impact of data security risk is small or the commission rate is large and the loss caused by hacker
attack is small, the e-commerce platform will share information. (3) Considering the platform supply
chain with manufacturer channel intrusion, the negative impact of data security risk communication
on the value of manufacturer information sharing is greater than that on the value of e-commerce
platform information sharing. The research conclusions of this paper can provide reference for the
optimal information sharing decision-making of e-commerce platform considering manufacturer
channel intrusion under uncertain network security environment.
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Figure 1. Supply chain model of manufacturer channel intrusion considering data security risk propagation
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Table 1. Supply chain security status and market size reduction in the case of hidden information
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Figure 2. The impact of data security risk propagation probability on the value of information sharing in the case of manufacturer’s
resale channel invasion
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Figure 3. The impact of data security risk propagation probability on the value of information sharing in the case of manufacturer’s
consignment channel intrusion
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