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Abstract

Against the backdrop of rapid e-commerce development, data has become a core production factor
for platforms. Public data scraping frequently occurs in scenarios such as e-commerce price monitor-
ing and competitor analysis, sparking commercial competition disputes while challenging existing
criminal regulatory frameworks. Although crawling activities possess technical neutrality, malicious
scraping that infringes upon e-commerce platform rights readily crosses civil-criminal boundaries.
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While publicly available data may be accessible to the public, it retains certain legal confidentiality
protections. Thus, scraping may still constitute infringement of data rights and even jeopardize com-
puter information system security. Current judicial practice adopts a dual regulatory approach for
criminal and civil remedies. To address issues like ambiguous criminalization thresholds and unclear
data ownership, authorities should uphold the principles of technological neutrality and criminal re-
straint. They must prudently define the boundaries for criminal intervention while refining quantita-
tive harm assessment systems to achieve a balance between data circulation and security protection.
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