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Abstract

The deep application of Al face-swapping technology in the live streaming e-commerce sector has,
while empowering industry innovation, also triggered a series of consumer rights protection issues
due to technology misuse. Drawing on consumer behavior theory, this paper systematically explores
the influence mechanisms of Al face-swapping live streaming on consumer behavior and the corre-
sponding governance paths. The study finds that Al face-swapping live streaming affects consumer
behavior through three mechanisms: the cognitive path, the emotional path, and the trust path. The
cognitive path manifests as a disruption in information processing and trust construction, leaving
consumers facing a dilemma of identity uncertainty and a state of trust vacuum. The emotional path
exhibits a dual effect of emotional arousal and emotional deception, leading consumers to experi-
ence a dynamic game between emotional immersion and rational vigilance. The trust path is char-
acterized by a misalignment between authenticity perception and credibility evaluation, potentially
causing consumers to form false trust based on erroneous cues. Based on the mechanism analysis,
this paper proposes a four-in-one governance framework encompassing technological governance,
legal regulation, platform self-discipline, and consumer empowerment, emphasizing the replace-
ment of interpersonal trust with institutional trust as the core pathway for governance transition.
This research provides a theoretical perspective for understanding the impact of Al technology on
consumer behavior in e-commerce, as well as practical implications for regulating the application
of Al face-swapping technology and protecting consumer rights.
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