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Abstract

To address the issues of abnormal behaviors such as malicious click fraud, fake interactions, and ma-
licious exploitation of platform discounts in e-commerce live streaming scenarios, which disrupt
transaction order and user experience, this paper constructs an e-commerce live streaming abnormal
behavior recognition model integrating multi-dimensional interaction features. Unlike traditional
methods primarily relying on static transaction features like transaction amount, consumption fre-
quency, and recent consumption time, this study combines real-time interaction features of live
streaming scenarios with account association features, introducing variables such as danmu fre-
quency, dwell time, and device IP clustering degree to form an improved feature system tailored for
e-commerce live streaming. To tackle the extreme imbalance of positive and negative samples in risk
control scenarios, the SMOTE algorithm is employed for oversampling and balancing. Systematic com-
parisons were conducted among logistic regression, random forest, and XGBoost models in classifica-
tion tasks. Experiments demonstrate that the XGBoost model with SMOTE processing achieves the
best abnormal recognition performance, with an F1-score of 0.976 and an AUC close to 1.0. Further
SHAP interpretability analysis reveals that danmu frequency and device IP clustering degree contrib-
ute significantly to model prediction results, indicating that interaction features and network associ-
ation features play a stronger discriminative role than single transaction features in e-commerce live
streaming abnormal behavior recognition. Based on these findings, this paper further proposes real-
time streaming computation monitoring, account relationship graph association analysis, and hierar-
chical risk control strategies, providing reference for abnormal behavior identification and risk man-
agement in e-commerce live streaming platforms.
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Figure 1. Improved RFM model multidimensional feature correlation heatmap
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Table 1. Comparison of evaluation results of three machine learning models on the test set

=1 ZHSRF I RBENIKE ERT SR

Model Accuracy Precision Recall F1-score AUC
Logistic Regression 0.988667 0.910744 0.975221 0.941880 0.998653
Random Forest 0.995333 0.973545 0.976991 0.975265 0.999763
XGBoost 0.995500 0.975265 0.976991 0.976127 0.999554
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Figure 2. Confusion matrix of three models
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Figure 3. Comparison of ROC curve and PR curve of the model
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Figure 4. SHAP feature importance analysis of XGBoost model
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