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Abstract

The popularization of artificial intelligence technology promotes the upgrading of e-commerce plat-
forms, but the deepfake technology derived from it is maliciously abused, threatening the order of the
e-commerce market and consumers’ rights and interests. Deepfake technology is based on the genera-
tive adversarial network, which can synthesize high-fidelity audio and video. In the e-commerce scene,
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both buyers and sellers have abusive behaviors, which have the characteristics of low cost, strong
concealment, and multi-dimensional infringement, and impact the traditional e-commerce trust
mechanism and platform supervision. However, the current platform faces multiple dilemmas in
regulating merchants’ deepfake activities. To this end, platforms should improve the reporting mech-
anism, such as platform rights relief, strengthen platform supervision and industry self-discipline,
build a collaborative governance structure, and reduce the cost of rights protection for merchants
and consumers to ensure the standardized development of the e-commerce industry.
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