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Abstract

With the rapid advancement of information technology, embedded systems have evolved from tra-
ditional single-function controllers into the core computing platforms that support the Internet of
Things (IoT), industrial Internet, smart vehicles, and consumer electronics. As the fundamental soft-
ware of embedded devices, the Embedded Operating System (EOS) plays a crucial role in resource

MES|IMH: TKiE, 2R, BRRE. A EE REBAR KGR RARAR S B RERS, 2025, 2(4): 213-222.
DOI: 10.12677/etis.2025.24019


https://www.hanspub.org/journal/etis
https://doi.org/10.12677/etis.2025.24019
https://doi.org/10.12677/etis.2025.24019
https://www.hanspub.org/

ST

scheduling, security isolation, and intelligent collaboration. Its performance, reliability, and secu-
rity directly determine the system'’s real-time responsiveness, energy efficiency, and trustworthi-
ness. This paper systematically reviews the current research status and future trends of embedded
operating systems. It summarizes recent progress in embedded system security technologies—in-
cluding system architecture design, vulnerability defense, fuzz testing, and formal verification. From
the perspective of performance, it analyzes key techniques such as scheduling optimization, energy-
efficient management, and cache-algorithm co-design. In the domain of file systems, it explores ef-
ficient file management and flash memory optimization strategies for resource-constrained devices.
Finally, the paper discusses future development directions toward intelligent, ubiquitous, and Rust-
based secure embedded operating systems. The study indicates that embedded operating systems
are transitioning from the traditional focus on “lightweight and real-time” features to a new era
characterized by “security, intelligence, and ubiquity,” becoming a cornerstone of the Internet of
Everything.
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Figure 1. Timeline of embedded operating system development
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Figure 2. Classification of security technologies for embedded operating systems
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Figure 3. Scheduling optimization in embedded operating systems
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Figure 4. File system optimization techniques in embedded operating systems
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