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Abstract

The rise of online finance has brought vast development space for electronic payments, but secu-
rity issues are increasingly prominent. This article focuses on the security of electronic payments
and analyzes the main challenges they face. Through case analysis, the root cause of security is-
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sues was revealed. Meanwhile, this article explores the key technologies for electronic payment
security and reviews relevant regulations. Finally, targeted optimization strategies were proposed
to balance user experience and security, providing reference for the healthy development of the
electronic payment industry.
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