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Abstract: Mobile terminal is currently a fast developing area, among which Android holds quite a big market share.
But Android faces huge security threats due to its platform openness, especialy threats from spam SMS. This
dissertation researches on spam SMS problems and proposes a method by combining blacklist and Bayesian Algorithm
on the detection of spam SMS. By testing the implemented system, the purpose of filtering and effectively resisting
harassment from spam SM S has been achieved.

K eywords: Mobile Terminal; Android; Spam SMS Detection; Bayesian Algorithm

/.

Android &R IFFEEN LG EHR

? rﬁ; 1,2, ?E%’éi 1,2, iiﬁ:ﬁ 1,2
PHT R R RS TR, AR

2R T RHE K B R e R L, AR
Email: vince-32@126.com

WA H . 201242 H 3 H; EEHM: 201242 A 28 H; FAHHMA: 201243 H 2 H
W OE. YaiBsiXumiRE e, He Android P& PLEFF O SR TR KT M0 4. 4R Android
A BT, RGeS+ o5l, JTHEk B RSREE B A5 7B Android &
TR I PR 7 SR A5 TR P ), IR X B SRR AS A M HE T 45 A SE 44 S 0 DL Sy R I v .. ARSI R 4
2R GEIR B pESIRAEE I H Y, A SRR 35 56 5 P

KHBIA: Bzh%n: Android; BLIEAEARTN DI RE

Ik

1. 5l GAEHMAETHITL. BG4 Android ~F & Bz ke

R T Tk Android T TVRIIE, IR KR, AR
T T RIS, Bk pRpe  SORRPTREOER R
s AL SRR SR, (A ASCIOALGAI T 5654 Android °F &
PGS R . BRI R e, | T I P 7 3 A5 s 58 — S5 M b SR A 1) i A
BAL BE [T 2 33 o 22 Jo PR AE B8 7 2 T PUAATIECA s 5 = 7 45 H )k b SR A3 A I 77 92 e
PR OUREE ORI S IR R (SP i b, TEport  ARIUSEIL: SRS SR AR I AR A T I O
MBS AT AT RO, P DR RN BT ERAHIE, M A E
L0 UL I A B BRI . A S IR,

Copyright © 2012 Hanspub 16



Android 1~ 5 457 5 HE 5 A I e B v F 7T

2. IR
2.1 WIRFRENEXREE

Ll fE B RAEICE AR sk Ay
CEMERAR, BCREIRE AN IR FIEE E B EE
BE, mipmEErzE, BEHaRmeas, Bk
BUE LR LA T

1) kN AR VSRR AR E SR T s 5D
MISRIE, e B 2 7 P R a7 4, JFH,
RN RS LR EONRER D TR T N iE
W&, XAk aif RS 7ARK I S f

2) FA T 5 A LA 6 P 5 R A AE A
JTHE S, FP A REEA S B Sk, AR AR
FMLAT NSRS % T G AT, W BN .
H, SRR R E D 2 2 IREERIE,
X PR — R BRI, TR S T EARBLAE S A
A4

3) SHRIEI R AN PR IS R S
LA R, 0GR, B
FEAA 2 W A TF R I X, (HE G H AR
Mo

B S IRA AT g5 Android “F & 1% B FE A
iy, WHEREE A SRR T IR
PR MR, — B R PR R AR AR, AR
AT AL S IO BT, BUEF LA 0.

2.2. BERFEIERRAR

57 3 A RS I A K 2 A 2 1 B SRR A
MR HTFHRE AR, bR Ry
R EEPEARGIEE R, AT
PLUEIE S VLR FHLEh R H ik, 2T b il
FEER P R ZEIE L .

SCHR[A] 70 HT 1 TR Bl g i, RS Il
TRAEBE R R — Tl SP Fl sl A ik i) 4 15 £
AT, — FORRI AN B N P R . iR
REASLIN B A R B G A5 AN N B SP ] 32 RIS et
ATIEDE . ARSI CAE PR TTE, 5 R A AL
I 1) A A PR AL e, IR B BRME U A sl . %07
PRI TR N F1 o B A this S pe el A
IR SOL BRI B, W RS, i T
SE AR A s . BOTE M TS E R, shaie

Copyright © 2012 Hanspub

o0t FLAE IR 45 2 R BR A b A 481

B R F AL & DL R F- LT e i) H#ss KA %
Fr A R B3 T R AT . AR LA A
FORIE TR, — S5 5 A I - B 5 N 1 1 3%
JLAB A A o

SCHR[B] 5 T BE AL B S 4 B T — o S 3 3 R A
K77, EAE k-means (k = 2) BRHLH AL L1
INT AAN B AR, R ) B R S B R AL IE B AR
Yo (Ao TR T R BRI AE A r IE W B 5
B o3 B RREAR S B )5 B, /£ SMSC(HH &
JR 55 Hh ) SEEIL T R A HAE R S R, SIT R R
B8 o %5 VR REAE i 4 2 () 5 T AR AL 3 2K 0
15, (A EARREIX 40 K B R 3% 1 1E & 445 AB R a5

SCHR[E]4 T —F T CAPTCHA BSEALHI 1Y
B SR RS . CAPTCHA & —F EEIIX /0 iH 5
MU S BAEAL, FRATTF B A5 FH (9 56 UE A B e —
b WS o 1% SCHRAE SMSC 3 N\ 7 CAPTCHA B81IF
ARG, Y SMSC RGN, HE JehpLEs: - A f
SO, A RRISIE RS RIBSE RN W R AN ER
BIE T IIERAE, WA R AN REE, &K E
N EHURE T, %0768 X o NSRS,
X RS B R AR R ORISR o (HZ 7 1R AT 2
REMNEE, SREFHE8, B R ARk
B RE IR

José Maria Gémez Hidalgo 21041 1 BILA % Az
BRI 792, g AR SR MR A AT, ML 3S
e S BE R LU AR 7732, b DU B SRR
PAERE T 5N e (s R 4. (B
AR HE— RN Z 0] 1) FH DL e 7 2R 28 B A
P RS .

R X IA Android ~F 5 (1938 7 4 6 A5 1 8 T
A 360 FHLE L. S FHE L), Hir
e 3k R FH R 3 T A R 2 i g8, FR
RPN TN B4 RS e By, Hab R
fi%.

3. Android E & BB IER N ARG

SCHR[7) 284 WA 2% 1 1005 i (R 72 DL
- SRS EEI) — AR A N Ty i, F BB 10 B
T 6 AT HUIR K A REAF B2 IR N 2 7 i B 7 3%
BRI RGHR O T AT Y. 94N, RA AL thAE

17



Android 1~ 5 457 5 HE 5 A I e B v F 7T

DL 1) 38 T DRAIE BB it 8. Rt AR 3
Zia BAA L], R TR THLER S 1 Android
SRR E R ITE, IR TN .

3.1 Rgakigit

AR T HLER 22 2 1 Android ~F & 33
BRI ARSRL G 7 BA NI AN IR, it
AT LI R AE R o

AL PR SRR B, GBI R P N B A ST
(ELFE BN SR PRI R AW A7 =), TEUE
A I PR A NSRG4 T VTS, DT T it 58 56
BN P B B TP gk B Ok
E YN SEER

SEFHLAR S ST BRI iR SE B L R A, AR SR
R T HUER5 I e ) DU S 28 Bk, kM5 402K
NP FEAE R HE RS IS . DU SR S I 72
e H eSS IR AE FEAAE RN GREE N ZR o 4%, I
SR5E a8 55 A — R AAE A S 247 0K

R H5 2 44 BEUAL 1) R0 66 T AL 38 2% ST IR I 7 v 1
BB, RGBT AT B AE ST
Hd R AR, Service 54 DL K Broadcast Receiver
B,

FRAE S 23 8 T B N5 N8 TR P
BINTT I B R R IGE R, SRR
VCHE I S 45 5 Service BB 1% D B 43 A BE 44 B AN T
T BRI KR 4 S L R R T VEIEAT
VCRCHIE o DU 20 28 R FH B e i kAT I 25,
GUFEENFRS, SERON R E K42 Broadcast
Receiver 5 USRI AT (5 SRl , AR A e 45 SR
SE S A I PR -

IR B A e BRI RE, MBIl — 4
ERT T R R . S fili/k Broadcast Receiver
MR AR AT B B A e 25 A i JEAR S5 o id IR
% OHE, Ms4T Service AT B 4 B L ECAE
fFordndfe. Horp B A RUCHCAE (S o Kar se ik, JF
A& T B2 IR A #4758 2D 1 R
)i, Broadcast Receiver U HE 6 45 JL ik et o
Ffs. RGUBAREREWTE LR,

3.2. RGIFLHEIT
AR SCHRE A 9 THLES 5 2 (£ Android “F £ 473

18

I FISMS
R
System
= Broadcast
BAF S RaEEE | Receiver | Ti-m| broadcast
Receiver
l—l—l Rt
FrhimA | | FANEHF Service [«
A A A
BaE| | wwist sk K/ 5t
y Y
7 P
k=G SR I e
S S St

Database

Figure 1. System overall architecture
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Table 1. Blacklist filter test
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Table 2. Bayesian classifier test
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Figure 2. Filter spam SMStest in background
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