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Abstract

With the rapid development of information technology, network security vulnerabilities have be-
come a significant challenge for Internet applications. This paper proposes a blockchain-based
vulnerability scanning system, utilizing core technologies such as distributed ledger technology,
block structure, encryption algorithms, and smart contracts. It addresses the security, transpa-
rency, and trust issues present in traditional vulnerability scanning methods. Firstly, distributed
ledger technology is employed to enhance security, ensuring the transparency and trustworthi-
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ness of the vulnerability scanning process. Secondly, the immutability of blockchain is utilized to
achieve traceability and tamper-proofing of vulnerability detection history records. Finally, the
decentralized nature of blockchain technology effectively reduces the risk of single point failures.
Utilizing blockchain-based vulnerability scanning enables online detection of vulnerabilities, di-
rectory and port scanning, viewing of all historical records, traceability, and reliability. This en-
hances the security and reliability of enterprise networks, providing a secure and comprehensive
solution for enterprise network security.
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Figure 1. System module
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URL 57530d6d-75d1-4689-ae68-ed5960358d0b.node5.buuoj.cn E=: ] sOFFms "REE
B%
WO R:

117.21.200. 176: 25 this port is open:
117.21.200. 176: 82 this port 1s open:
117.21.200.176: 80 this port is open
117.21.200. 176: 81 this port is open
117.21.200.176: 110 this port 1s open:

Open ports: [25, 82, 80, 10]
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Figure 3. Port scan interface
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Figure 4. Information leak scan interface

B4 ERMEFREAE

SQL FENFRIR

FE R 24 TE s g 5 B4R R GE P ) AR R, 5327 CPU B S RIKERAEST, i EAER W R S b Al
KPR, SEURARIEA—EZEZF . ZRAN T MR RS 5 RAEEREL, TR
XTI R RGN SRR oK

FERFXFE I R GEREAT IR TRAS I, 32— 2P 51N SQL IE N IR IRAS AR /e 28 0 EL By o iRk
VAR ENL ARG EiafT, Hd “ndl” R T ARG RS 2 IR B SEPR T AL T “nd2”
TR T XA RTINTT . 5 XSS IR ABHIAF K/, SQL NI K I bR 5E 45 [7] I £
X 2 AN 1 2% 22 i T O RO BEAT A, IR ORIy o B RT DAAE PR 281G OB B FR) SR it 23 AT R ST RIS ATAR
BN, A RO X BB 2 2 1A A K R [5]

T & 2, ZBEH AR REVE R 301, RENS 45 & SERRRORE NI DU AT A BE X R R .
BREMIE B s, 1 R R ERYEAIm A . XA BTG 08 T RGRRRIERE, WBIRE TR
o I A PR B 1 AN R

SQL {E A K ARIURE «

1) W ZEME Web SRR, Real AR R B e B K Thae, WSSl RME. 1P
CPNIRBUR) £

DOI: 10.12677/hjdm.2024.142008 99 B 540


https://doi.org/10.12677/hjdm.2024.142008

5 %

B SQL v AL m & A H N, DL A AA AE T AE I SQL YA N TR AL o ASCHN 03 FH 451 7 A0 5 «

BN SQL AT A&, U1 OR '1'="1"; -

Sl G I E Yt ) &, W1 UNION SELECT * FROM users--

i F Gt Fn i L% Jiiﬁu)\k_/)ﬁE’JIﬁiﬂiﬁg,11[1%27%20UNION%ZOSELECT%ZO*%ZOFROM%ZOusers--

2) R RIE B H bR Web SRR T B% NI i, QA P SRR HRIESE . X v LA
HFE KL HTTP iER 84T 10 T2 (40 OWASP ZAP. Burp Suite 255k H 3L A 7€ il

3) Kdr Web N FHARFHIMARL, DAMEEEBAFEEER) SQL VENIRIFZESR . i LR 7T -

a) MIRE T SWIAARMSE R, W RN 58 T sEE B AT 8.

b) Z&7A SQL iR i e B IREME B

c)ﬁﬁﬁﬁﬁﬁ@,ﬁﬁ%mﬁngmSmJ%&

WS R I LER) SQL VENIRIF, #E— IR ur Hn] R HPE . X v RS HAT 3 m R Bt ) &, 3R
BURGEE, B SEUREIITZE . W5 hEhg R

URL 530d6d-75d1-4689-2e68-2d5960358d0b.nodes buucj.cn:81/ =y SQUBEA

B

TFIERER: http: //57530d6d—75d1 -4689-2e68- edﬁBﬁUE)&BdUb nodeb. buuoj. cn 81/
BIAER SQLE A ¢ http: //57530d6d-75d1-4689-2e68-ed5960358d0b. node5. bunoj. cn: 81/

Figure 5. SQL vulnerability scanning
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