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Abstract

Graph Neural Networks (GNNs) have been widely adopted in fraud detection due to their excep-
tional data representation capabilities and their ability to explore complex relationships in social
networks. This paper introduces a novel graph data augmentation algorithm, the semi-learnable
heuristic link prediction algorithm, which leverages rich label information to address network in-
formation loss caused by insufficient data and artificial manipulation, such as fraud camouflage.
Based on this algorithm, we propose a fraud detection model: Link Enhanced Dice-loss Consistent
Balanced Fraud Detector (LE-DCBFD). We evaluated the LE-DCBFD model on two public real-world
fraud detection datasets, Amazon and Yelp. The results show that this model outperforms multiple
baseline models, with the fraud detection performance on the larger Yelp dataset improving by over
10%. In the ablation experiments, it also surpasses the DCBFD model without our proposed Link
Enhancer (a link prediction algorithm), which confirms the importance of the Link Enhancer for
performance improvement. Even when using a smaller training dataset, LE-DCBFD demonstrates
superiority, proving that it is more effective than DCBFD.
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BRI 2% (GCN), il >k H 2 2 Jo B AR -5 AN R 15 B AHELZ R, GraphConsis [15]41 CARE-GNN
[16]55 M ) L33 T- G2 i Oy 35 S BN ARIBRFIE A — B R . GraphConsis 12 1 E R ICHRAN . ABJE RAEAN
IR R NI EEOR, T CARE-GNN TS 1 ARALL A R0 &1 5 0 B4 AN OC R IR A AT JB SR G 4 o X A
BEAVE MR DA AEAS— B0n) 8 E 38 R B B RUR . A S8 H B A T R RS 2R 1) SRS e,
FHOVHTERL )N T B, DL b M AL BRRFAEAS — SR . PRI, ARSCHR HE A2 B 7E SEIUARFAIE — B
XKD L AFR <RI —BURVER I 28 (FCFD)” .

Ak, CFTNet [23]5% H =20 W 4% e S 52 7 VA s s, (5 AR EVERI . PCGNN [13] 41
SCN_GNN [24]38 3 AN [F] {4 SR A M S i 1 30VEAS I F 353 A7 7 (1 23 ASPAfif il /. 1IDGL [25]5I N T —
TR 2 ) R U SRR, BT TR AR BT IR AR RS, DR RIS I . SRR
FE R TN AT 1) R A T Bz — o AR F T B AL T SRAE 50250 SIS0 [B) ) ~F- 487, A Pt
ARV o S 7Y e 808 A A R A AN ) R 4% JEL S, Y i AR ST IR VE R I . 455 A
PEH I 408, BIE I ZRREAN AR B 1) 5%, BAEIRAE B e g I SEVETERE, A BT PR ¢
B

Z AR5 N [26]48 HE RE AR 3 SR DU R n] 2 2] 8 R B HE TN AR WLNM 271/ 57, FRATTE fE &
Th— NPT, DR EEE A R AURVE S Dy e ) f . (Rl AR SCER AT S 1 B (0 B T A%
B, ORI IR R 48 T8 R UL Islam S5 N [281sk &5 17 Jk 75 s 0 ARACARE 1) 5 6 st e 70 7
o XETTEAARZ TR, ILFEARE(CN) [29]. F IS BC(RA) [301FI4s REEFE R (JA) [31]. BLAF,
TR ANBARAE H R B R TR 52 TV A% AR O PR, FER T PR AT 5 2 R R R R TION v%, B WLNM
[271F0—FhEr i p-ZE S & PR (SEAL) [32]. WLNM 3 N T —Fh e T Bt 44k i bk G 75 Weisfeiler-
Lehman (WL) EIFriC B, ZEEMH TREE TN, N2 AR a1 2 o) Ja s CaE e . SEAL )12
M fa R AT G — B —/MESE T, JFER T R ERE T EE N SR CNER.

ZE L RTIR, B R RE R IO B2 DAL B T ERVERS AT 55, T2 ) 1 i3 ke B 4 T VR Ok
HEWERIME R, IR — 80U A AR B . I, AWFIT H AR TF R 1 mT 2 5 1 JE ke s\
T, Btk gia kA TTIESIRE S ARG, RAAREE BN IRBR % — 8005 k- iE, 12
FH A R 2 U AT B e F00I 9 B VR0 A S 2 SO AR A e P SR AR RS 7] R . 52 CARE-GNN
[16]hR 25 B AIAR LA FE B A2 I A, P ARAKG BT mOEAT B A28, B M 2R P . AR FbR 25— 2K
(O HRVERS AR, 288 1)~ ok ] B AL SRR S, RRAE bR 2 — Bk I i 45 A P2 th i e s i ds 5
A A0 T B A R0 AT S SRR 83 B o

ARSI F BT T

1) $RH TR A N BEBE SR 2% (Link Enhancer) (1 7] 2% 2] 2 8 & CRER: TN 507k . 200K e ok 2B
BTN 5 R A R S M A EE A, FRRIFBR A5 B ARALTT 5 - BEBRRN SRR . I 1159 30 1) 5 i =
HERARNR R T 1280 A 808z .

2) FHEEEIG R AR S T HRVERIN, R T —Rheir A SRR IO D) e R VERS I #E ——LE-DCBFD. %
FEIG R A5 F2 U A VB BRI it S 0 PRI 2, DA ok DN 5HE 25 2R SO VE I P 3 S BURRAAEAS — 0] L

3) T R AR R RIS XU AN Dice #UR AL, B IESR SR BT T AL S AR B
e

DOI: 10.12677/hjdm.2025.154026 297 EAC/EE e


https://doi.org/10.12677/hjdm.2025.154026

TR

4) £ Amazon A1 Yelp A AFFHARAE LHET T 528, 25 RRUIFHEH 07 R 800, 58T
T () SEHE B KT
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Figure 1. Schematic diagram of the link prediction module
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Figure 2. The model framework of this paper
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4.1.1. ¥iEwE

AW FEAE 2 B (IR VEARS I 4 4 Yelp [36]41 Amazon [37] Xt LE-DCBFD A 3E4T 1 SZiE k. 75
AR A AR 2 00 REH: LA B NPT IVE SR, O KEMRTIE ATt teis, 7 H
BT e AT T ML ATk g R A, DR A2 B SR R T A 2 e . Yelp B4R Yelp LoeFil)E
AE T VRPE BSOS A EEEE, b4 14 5% AERAFE . FAIERER—A 32 4EMHHIE R &.
Amazon FHEE G E IRALAM P WIEe, K Y 9.5% B FE . ZEEEE P R KR A —
A 25 AEHRFIE M &

Table 2. Descriptive statistical data of Yelp and Amazon

%2 2. Yelp #1 Amazon BOEIR M it 803R

EIETES 1S (R EY) KR il Avgs' AvgS'
ALL 3,846,979 0.77 0.07
45,954 R-U-R 49,315 0.83 0.09
velp (14.5%) R-T-R 573,616 0.79 0.05
R-S-R 3,402,743 0.77 0.07
ALL 4,398,392 0.65 0.05
U-p-U 175,608 0.61 0.19

Amazon 11,944
(9.5%) U-s-u 3,566,479 0.64 0.04
U-V-U 1,036,737 0.71 0.03

e 2 s, A& Yelp RS, VEMEPHEEEZ NMERE BAEERHS, QAP 7M. PR SCA
AR T EERRH, PR RSN AL R T = MARRA L R: 1) R-U-R: %K RIEHF
—H P RAIVEL: 2) R-S-R: 1%k RIEHRT R — 7= fh s HAH L2 0P 4 (1~5 V8 EIN)1IvFie; 3) R-T-
R: %K RIEHAE[F — A H RATIIR R — 7= 5 I 26118

XFT Amazon £, I PEEIFRELON T AL HFESL T Yelp BURER B =FOCR, G 1)
U-P-U: ZRREEE /DX —FMFE ST e s 2)U-S-V: R REZE—ANEDH—IK
AFER P HIHFs 3) U-V-U: %58 RIERAE VR SORMALRE J5 THIHE 4 7T 5% AE P, FERAALE
i [ TF-IDF HHATFE & . 1Ak, 4% 51 1 T Graph Cosis [5]42 H! H-F- B4 AEARBLEE AP I AR5 AR A =,
WA R (A5) A X (16) TR -

(I, ~x}) o

Avgs'?) = 15

Vgo, (u,\%:eEr |Er| ( )
1-I(u ~v))

Avas®) — ( 16

\"o] r (u,\%‘éEr |Er| ( )

HEARAS)F, d AREERLERE . EARA6)T, I() Bt E, &7 A v AU ARZSASHE, 1
ZEREUE AN 1, BN 0.
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412 ZWGE
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R, F#H%E T CARE-GNN [15]1 i st 4h B . PCGNN [17]88 DL K A SC 4R HY i) LE-DCBFD #5:7Y
¥I7E PyTorch HisBil, Ff[RIFEAE Python 3.9.13 LigfT. SRR HMTFENIECE W . 16 GB WfE. 2 12
RIERE /R (R)E 42 (TM)i5-12500 3.00 GHz 4L FE 2%, 64 fi2 Windows #:1E R4 .

4.1.3. MEREIRFR

ASCHE T AN P TRRVEAG I £ P15 23 2 00 . Rt FRATTHE 8 T AN 40 28 M REFE 4% : ROC-
AUC [43](f5i#% AUC)FIH [ [44]. AUC F5bmilid i+ 552 T/ERHIE(ROC) B4R N (AR SR VA% — 4>
FAERNPERE, ZH RN EREARHESZ & T ORI . AUC [MEAT 0 3 1 2 [, AUC fEH#mE %
TN R AT . [Pl Ze e bR S A TR A T A E R AR A . R, RN TE U I SEA
DI VE e AT, DRI e R Al o F A [ B BR bR 2 — o T RIS AR bR A (17 s

Recall = _TP (7)
TP+FN

Hrf, TP AIEN B3R BREAERE . TP ZoRH RG0SR, BIGOERFIN Y IESR M IEREA ;s FN R it
PR, BRI TR I IEFEAS
414 IHSHGE

Table 3. Model parameter settings
3 BESHRE

rle hop A 4 ©) num_neigh embed_dim out_dim
Amazon [1,1,1] 3 3 0.5 0.7 2 32 128
Yelp [0.005, 0.005, 0.005] 3 0.5 0.1 0.6 5 32 64

% 3B TN EBHRE LU S HOR E, Mg BREAE 4.2 T rihit. EESEEFEN
5 IR 7 A, A, BERETIONEL 2R 1, o A1 FEBREL hop. BEHE3E NZERE out_dim. AfELLE, /7 PCGNN [22]
WA, ZAER AT LE GitHub (https://github.com/PonderLY/PC-GNN) F A FF 3k HL .

4.2. SERRLERELE

TEVEAT I RE W IR AR S A SR R R AT T LA e S AN RS I R 4R, 3l v B T A
R GEFRFR, SRR RRTER 4 F1L 5 F. 54k, LE-DCBFD HAY I EE R T 78 e Hds 4 k14
T 10 IRBENIRIEE IS AT T3 45 BRARHER 2 . ER P, AT AR RRENERE, FRIZGRRIKE
PERE. HR¥EL 4 F15L 5 I %dE, DCBFD RILHIRAEMERE. [FI, K LE-DCBFD 5 PCGNN #47 1Lt
B JPBVERERFE o WHS R S N . FERORVER) T RFEISEI0 45 MR, HLas 2= S 5ik(nk
TR A R RIS ) AL B A T S B R A AR, 41 GCN. GAT. RGCN 1 GraphSAGE 4%, £
FE T L DN IRVER IR S AL, 40 GeniePath. Player2Vec il GraphConsis 25, Hrf, ¥
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Table 4. Test set performance (%) for fraud detection using Amazon training datasets of different proportions

= 4. SR AREEEHI(E 5L ) Amazon D2 B R S HEA T ERVEAR I AU SR 14 BE (%)

Metric AUC Recall
Train % 5% 10% 20% 40% 5% 10% 20% 40%
DT 85.52 90.95 89.40 88.55 85.52 90.95 89.40 88.55
LR 86.53 85.79 93.00 93.56 86.87 87.97 89.74 88.78
SvC 93.15 93.49 94.02 94.81 86.16 87.62 87.94 88.98
GCN 74.44 75.25 75.13 74.34 65.54 67.81 66.15 67.45
GAT 73.89 74.55 72.10 75.16 63.22 65.84 67.13 65.51
RGCN 75.12 74.13 75.58 74.68 64.23 67.22 65.08 67.68
GraphSAGE 70.71 73.97 73.97 75.27 69.09 69.36 70.30 70.16
GeniePath 71.56 72.23 71.89 72.65 65.56 66.63 65.08 65.41
Player2Vec 76.86 75.73 74.55 56.94 50.00 50.00 50.00 50.00
SemiGNN 70.25 76.21 73.98 70.35 63.29 63.32 61.28 62.89
GraphConsis 85.46 85.29 85.50 85.50 85.49 85.38 85.59 85.53
CARE-GNN 89.54 89.44 89.45 89.73 88.34 88.29 88.27 88.48
PCGNN 93.01 94.62 95.17 95.86 87.00 88.21 87.72 90.30
DCBFD 94.80 94.84 94.86 95.11 89.39 89.84 88.97 89.27
LE-DCBFD 95.57 £0.000 95.27 £0.002 95.38+0.001 95.60+0.001 89.71+0.002 89.86+0.002 89.32+0.002 89.69 +0.002

(2.75) (0.69) (0.22) (-0.27) (3.11) (1.88) (1.82) (-0.68)

AR SCHE H R VEARS I LE-DCBFD AT 5t PCGNN A7 F B HE 5 38 R PR RE S T LA 55
TERUIEEE K1) Yelp $dE4E, LE-DCBFD fAI7E AUC Febr L3R TE T4 9%, 78 A [BIRiE s L1
T T %) 12%. 7E Amazon FiE4Er, HAE AUC FIE RIRFEFR FIJSCELT 29 1% I3t . Fik4h
JEMTHL R, LE-DCBFD #ill 73 Fs A, B2, ATLLHAH LE-DCBFD f:2Y & & $2 T 7 IR VEAG I
PERE, RIEAE AL B R B S ARG 0 0 B T, thResh HARE IS .

Table 5. Test set performance (%) for fraud detection using Yelp training datasets of different proportions

5. FXARELGI(E )R Yelp MIZREIREHITHIER N AN 14 5E (%)

Metric AUC Recall
Train % 5% 10% 20% 40% 5% 10% 20% 40%
DT 63.21 65.43 67.04 68.51 63.21 65.43 67.04 68.51
LR 73.91 74.60 74.19 75.24 68.14 68.45 68.38 69.13
SvC 76.48 78.35 80.00 81.41 69.42 71.46 72.84 73.56
GCN 54.98 50.94 53.15 52.47 53.12 51.10 53.87 50.81
GAT 56.23 55.45 57.69 56.24 54.68 52.34 53.20 54.52
RGCN 50.21 55.12 55.05 53.38 50.38 51.75 50.92 50.43
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GraphSAGE 53.82 54.20 56.12 54.00 54.25 52.23 52.69 52.86
GeniePath 56.33 56.29 57.32 55.91 52.33 54.35 54.84 50.94
Player2Vec 51.03 50.15 51.56 53.65 50.00 50.00 50.00 50.00
SemiGNN 53.73 51.68 51.55 51.58 52.28 52.57 52.16 50.59
GraphConsis 61.58 62.07 62.31 62.07 62.60 62.08 62.35 62.08
CARE-GNN 71.26 73.31 74.45 75.70 67.53 67.77 68.60 71.92
PCGNN 75.17 77.13 78.43 81.69 69.46 63.04 71.03 74.20
DCBFD 82.17 82.17 82.11 82.25 74.59 7454 74.55 74.86

LE-DCBED 85.22+0.001 85.10+0.001 85.13+0.001 85.24+0.001 77.69+0.005 77.56+0.004 77.33+0.006 77.42+0.002

(13.37) (10.33) (8.54) (11.85) (23.03) (8.87) (8.54) (4.35)

4.3. jHRASCIE

3 4 LE-DCBFD Bi%U7E Amazon F1 Yelp - [ % 3 5 28 T ML 56, JBR T E AN AR B 46 1,
A0 FERE Y SR AR 1K) LE-DCBFD AL 5 AV, & B 41 5 25 1) DCBFD AL ML e X B 23 #7 « 5245 R o,
FRicA « o 7 BIVEREII ARG L m T hridoh “+7 B4, Rl Elgad fR s 100 MRt xX—iE
ATEONIRR . XIEREHER T, FERE RS M I BRI T AR AL B VEAT N BIRE ST, TSR E T 145
P A RIS N . ] 4 JROR T HUR B A SE IR 45 . FTLAE ITER A R B4 Faxs
VA AUC AT B2 48ARIT, A SCHE H 2 G451 2% BR 5L ce_dice REAERIALA BIRARERE . LU SR
A XA R, T ER S Dice 4512k MR REAR 72
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Figure 3. The link enhancer ablation experiment of the LE-DCBFD model on Amazon and Yelp datasets
3. LE-DCBFD #&ZU7E Amazon 1 Yelp A& RS 1855 2 HRA SLIE
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Figure 4. Loss function ablation experiments of the LE-DCBFD model on the Amazon and Yelp datasets
4. LE-DCBFD 87 Amazon 1 Yelp $#E 4 A5 5k iF #5H R S8

5. G ESRKIIE

AR SR AR TR S A BB VE RS U B9 E A R eI, B B B R T R — — R R AR,
EEE AR BTN S S AR e 2, R R AR BT R IR N R R IR I IR 1 . 12
IR E TR T EEREG R Dice fik —BCPEIRVER I 2 (LE-DCBFD), Fiit41 & 41 5 B B TRl
PEfE. 7E Amazon H1 Yelp $¥i4E 520 B, LE-DCBFD A 2% BLAL TIELR R, 76 A Ba 45 L A vERY
MERE 73 7 3842 5 1% 10%LA |, A EE R s SE AN 5 7 SRR A S LF, BEREIY SR ASIE FEAK 1
NTHREBA . KR THREREH T IR AT ARREE, RTINS 2% 3] I B 22 Tl L
R B PER IV, B ST R SRR T VE R WA % X SR BT AIE 7T LR THS I B BE 7

B At

TR AR SC TS A LB 85 H2 . Amazon s 451 Yelp £idis4E
(https://github.com/YingtongDou/CARE-GNN/tree/master/data) .

EHEWHE
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