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Abstract

In industrial applications, unsupervised anomaly detection for time series is of crucial importance,
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as it can significantly reduce the need for manual intervention. Time series data typically exhibits
characteristics such as non-stationarity, high dimensionality, and scarcity of anomalies, which pose
challenges to anomaly detection. This paper proposes an unsupervised multi-dimensional time se-
ries anomaly detection model named GE-GRU-VAE, which combines the attention mechanism, graph
embedding technology, and Variational Autoencoder (VAE). Firstly, in the encoder of GE-GRU-VAE,
a Multi-Layer Perceptron (MLP) and a multi-head attention structure are employed for local feature
extraction to obtain the distribution parameters of the intrinsic features of the input data. Secondly,
reparameterization is used to derive its low-dimensional graph embedding features. Then, in the
decoder of GE-GRU-VAE, a GE-GRU module based on graph embedding and Gated Recurrent Unit
(GRU) is adopted for time series reconstruction, and the optimal model is obtained through unsuper-
vised learning. Finally, a dual-threshold anomaly determination method is used to judge whether the
series is abnormal. This paper verifies the effectiveness of the proposed model on two public da-
tasets, SWaT and WADI. Experimental results show that GE-GRU-VAE not only has low time and
space complexity but also achieves excellent anomaly detection accuracy.
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1. 5|15

H 20 tHhad 60 FFACLIK, S ORI (PR 20 B s BRI A7 AR ) — B A% 22 I FH A3k 1) R F 9 40
B[1]. BEETFEIERER IR, KBRS KT N T Re R N S 3 7 B4 SE I, AR E T &
i SR AE P9 RIS [R]FE 510 23 o B5F 1) 27 S B A D (TSAD) ZES T A7 B . AR AL 7 UG 48
KFGEZ AV N H 282 [2] [8]o TR, PREES: AR ) mdEsE . WP EE . 2 (R0 Ao 4
P AR RE RNER TP ERIRE S, R T AR TSR Bar, SR T RE
RIS SRR T8, TR SR sz B S R LA B P PG I () RN, R B A A% B S A I 1)
PERE

BT IRE 5 )10 S R 2 BEAE R 7V, RIS 0 v AR T E R vk BT IR gy
A PR B 2 SR AL, g L TONME 5 SERRE AT EUR, AR AR ZE 1 e /2 15 7 fH . Ding S5 [4158H T
— M T KA L IZ(LSTM) A & R A A (GMM) Y S S A 5275 LGMAD. Shen Z5[5]#H 17—
Tl 44 N 43 )2 5.2 (Temporal Hierarchical One-Class, THOC) WX £& [ s 7 B 248 73 SR AU - i e S5 5 R 0 o
AR E A FH A R BRI B I T A I 4%, RERSTE 2 AN U A HE I P84S . Chen ZE[6]42H T —
Fh4 4 GTA (Graph Learning with Transformer for Anomaly Detection) )37 %4 22 A5 & I 8] ¢ #1) S5 5 A8 I HE
B, ZAELSLE N E B S B . BIERFA L R LT Transformer 2R EEAR N T AR5 Sk S Zheng 25[7]
ST A LTSGR NI 7 B 2 2] (RIS T 7 51 e A U o ARl it i T SR A S A R I 1]
FE B ROt G B, I BBk AN 22 B AT 15 5 00 B A AR X 4 4l R AR B 2 (R PR s AR O &R, I B IK 46
Bk — B3RP SUE I 8] R KA R . Liv ZE[813eH T — Rl T s A R I MR T 2
AR BN A7 A0 S A, Y 5 N 2 RO B 2 A RS R S i v i oY, SR 5 SRR AR A e
AR PR 3 BT 1) 5 410 ) 6
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FE T EEAL) ) 5 R0 A A ST I R AR, AR — AN - R S I 2 A AR B AT EA
WREREAHTHMAZERM, 2 FEEMNRZE, @i EARZEE AT F 2SR AR
Lii SE[91F Y 1 — e T4 5K A AR AR i 25 1) A R 470 /9 2% (DCT-GAN) I T I 18] 3 41 5 s Ar i . Wang Al
Kim Z5[10] [11]32H T — & T Transformer ff g MBS £ 4EI 7] F7 21 2 5 A AR A . Wang 25 [12]38 i 43 i
HEEIVEMR TR SRR A A AR G - IR SR R AL v AR R R B 7R )R
PEE. Wen ZE[13]92H 7 —Fh 448 LGAT HH AL TG i B A T (8] Fp 41 e kr il o i B A8 1 32
STEIGER, IR R I i ) S AR 45 e SR A 47l RIS TR ARG 3%

45N, TR 2R 2 4E0T 07 50 R AT 77, TP W2 10 3 i kil ik AR e vk i
RIVHEUF[14]0 SR, K2 BONA @A T R 5 I 8] 5 21 I ARG 2R, 1A 7890 75 1 2 4] 8] 7 41
(A OC ZR o BT 22 GE I [8] 7 S IS B AH O PR AR, AR T —Fh 2 TR N GRU 2273 H gt 25 (1) 2
Y} 8] 5 371 57 5 K A 77 (Graph Embedding-Gated Recurrent Unit Based on Variational Auto Encoders, GE-
GRU-VAE). ZA K L] BHRASIR . GRU Al VAE M5 G 10— MBS IR B 22 ST, ARy
I 2 AN E T R TR SR B R BEARFAE,  RE 8 R5R ) 2 4RI 8] 7 21 1) e

2. ZYRTE IR EHRMIEE GE-GRU-VAE
2.1, HERIESE

ASCHEH R B AE LRI 1 . 15, YRR TR RS E i s 6 1 iy s, 2eid
GE-GRU-VAE it MLP A2 Sy SO HEAT IR SRS AE S, AT A A Es WAEARF L A 24
Hk, EZH Gumbel-Softmax fFEIHARZEEIR N . SR, FHFRIRT B ARG e 51 A\ 2D &5 h ek
B GRU, FFilE NIRRT EN, 525 B EEEAR R A E A AR Bk e B s
SR, AR, F)a, TR, KINKEREM AR 2R, 538U 5N EI4S5,
THRESFERD, JRIERME R HE TR IR P SR 5 o N AR SR PR A

Input Sequence Encoder Graph Embedding Decoder Reconstruction
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Figure 1. The framework of GE-GRU-VAE model
& 1. GE-GRU-VAE 1R &ESE

2.2. YmtSES

GE-GRU-VAE L% MLP I & LI (E S VAE HIHEITIN S (AS 38) o i &% H A R A7 41
S', RADARHY BB S B R (IR ) 2t UGS g, (24]S') T3 B i 7E 4
M BT g, (2']8') B HAFR N O ={6] )11, i =1 N} .

TEISER AT, MLP I SRR S AT R AR AE BRI, AR AH A KR O AERHIE R A5 2 3
1, PR MLP A4y

L' =W,g(W,S" +b;)+b, 1)
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Hep, SUNBIAFRAL, g() NBAEEREL W, W, ABCGERFE, b, b, AE-
2t it T BV LA 27 3] 22 2N 1) P 51 IR AR O 2R 0 B R AE R R MR RE D o TR R 24
T3 YU AE J5 RO 8 AN R 2R PR e 7 7159 B A AR FE Q FIEAEFE K -

Q' =L'W,, K" =L'W, @

Hrp, W AW, SRR 2 Sl R B SR R T

head:Qt(Kt)T (3)
I 2 SR AW SR A AE AL B 4 A S 4 [15] -
© 2[6,, ], =Softmax(Concat(head,, - head,, )) )

S, head, = (K!) + QL =LW,, . Ki=LW,,. W,, FIW,, 5 h ki1 250 (7 Softmax
RARIE T 55 g, | HOMEE 2 RS T 1.

2.3. E#A

EARIL AR T M q, , ERIEER R 7 e RY, AR RN AN FOR IR R BE AL one-het
)& SRT z; |, OB HUL IS 1 S ek, JREIZRadiE btk 7 AMORRAT, vt {8 1] Gumbel-Softmax
RESHNETT:

it9
Z,; j = softmax T (5)

18 I AL oA EE, Ho g &M Gumbel(0, 1)73 A4 IR Li.dAFEARR H 4i &, HSH
>0, ES ﬁj\fﬁqﬁﬂﬂl?ﬁﬁﬂm one-het FEA% ., A TE LB R T —4HZELSMM Zit,j » X HAMRE AR 1L
SRR, FIRF, AT PAMIE D AR

al = Llyg
) =15 L ©®)
Wa AR E, A e RM AR

2.4. fRALES

FAE T 2 T A 25 (0] AR SR W ST [l N 2 (R), #9 BHR O\ B0 A0 dE . AR SO MRS 2% B — > etk 1
GRU (Improved GRU)FIZE 4 E (FC)R %, A SCHEH —FhiR & %81 HybridConv(.,-) X 546 GRU #4724k,
BEHLITHEALA:

HybridConv( X, A) =W | X [[(AX )J( 42X )|--|(A**X ) ]+b 7
Horr, WONBCERERE, XA A 20 QR AR FE AT B3R, . HybridConv(, ) IR & BRI H AR R A A
[ B 40 AR UL A ST BT s i |2 3R - 20t GRU BRI 254 n 4] 2 s, Bt 5322 50 (8)~(10) -
z,,r, =sp|it( (HybrldConv( A ) ) (8)

h = tanh(HybrldConv([St Lo hH] A)) ©)]
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h = LayerNorm (z, O, +(1-2,) O f +Wy,h ) (10)

Horb, h 2RI ZIERES, SUMRIAREFS, AR I 212 I B SRR, 2, r KA
Bt o BRI R)E — MFEYEE BP0 I SR A EE ], W, R ZEIER S HOERE .

ht—l >. N:)—> LayerNorm ——» h [

’

I
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I
I
I
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Figure 2. Improved GRU module
& 2. Improved GRU #&iR

25 BxAMK

BATRRAR R I T VAE IIHES, BRI FUC pR B Pl 0 M B KL HIUREAN B A 2R, Horh KL iU
TR VAE AR B30 5 B o A Z A MBS FE I . B HUR B B A 5 A a2 TR 22 57 o A5
el R CE AN PN WA R

5t —é‘“z (11)

T
Lrec: Z

t=1

Hrh,  SURNS ) B S B R R 81
KL BRI TR A KON

L, = KL[q¢(Z‘ s)

pW(Zt )} - k: p, log [2—:) (12)

Forb, pi= 0 S 2 (k) IR § AN R 2 002 SRR AR T I K IR 2 .
FEN R R, BBk B B B & T ML B bR, BB TR 450 2K R B PT DA IR
LlotaI: Lrec + I‘KL (13)
3. RE®M
ZYUEN (8] P 41 L AMFAE — E R & R R, XA R T T I G5 M 2 1 [15] [16] o 24 18] R 1A 3 1

HIEFRE R AR ERS: BFFIRER, RGN RERRERRRERN, KRR EL
WY R ARAL o AR STt e 2 AT T] e BN BT PR3 12 50 2 (R A A S I T e 31 75 e A 5
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IG5 3] GE-GRU-VAE #R, FKE A6 IE SE 50 N A% AR B4 45 50\ 7 51 RN B, A SR
P 1) 5 1 R Aok i et N D B P (AR A . (RIUE, ARIE MR w5, BHR AL KT RIME,
WA E %A . Fw R b A

1) R B R A\ B L IR AF AR GE-GRU-VAE 153 3k N B SRR RE A .

2) TFEE R A0 78 B RPN B R

node _ flow(t,n) :%i A'(i,n) (14)

3) TS A n ARt BRI 1S
score(t,n) =node _ flow(t,n)—smoothed (t,n) (15)

Hrr,  smoothed (t,n) R EN T, Hit S AR
smoothed (t,n)_%wz node _ flow(t—k,n) (16)
k=0

4) THE I R S R A5

anomaly _score(t) = %iscore (t,n) 17

5) SR FH XU BB 5 3 5 T VR It N R 2 47 8 xRS SR, A0SR label =1 007 81 S 4
label )THHE AR N:
label _{1 if anomaly _scores(t) >z, or anomaly _scores(t) <z,

. (18)
0 otherwise

Hor, o flz, RARYEVCGE N E AR B BME . WE S8 e p g, W
[,,7,] = prec(anomly _scores,|p,q]) (19)
b, prec(,) & THR T 70 LB BRI
4. RBERE SR
4.1. BiESE

AR WA B2 BR R I0 UE R G 2, B4 SWaT (Secure Water Treatment) [17]F1 WADI (Wa-
ter Distribution Testbed) [18] BB N3 B BT K241 iTrust HUARE T TR B AL I ARFE W 1 iy
o PIANEIRERNZGE R Q& EHEEEE, NHKEHE SR NS B AR E ARSI EE . A0 IIZ
207 RN ZREHE (80%) A0 LIE 5 (20%) ,  Herh I 2R84 FH T80 2%, B b s H TRk ¢, Itk
P4 F T A BOAS B AT 20 o

Table 1. Basic characteristics of the dataset

1 BREHEKRHE

e SwaT WADI

xS 496,800 1,048,571

g 449,919 172,801
TR B 51 122
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Yo k3 41 (36) 15
S R EEIN [A] 100~34,208 87~1740
FH Z (%) 11.97 5.99

4.2. BLEBBIRITHIERR

AT FELL Ry GDN [19]. LSTM-VAE [20]. MAD-GAN [21]. Omni Anomaly [22]. Topo GDN [8]
1 GRELEN [15]. KA I BEVEAli F b CLF5 K 1 % (Precision) . A [A1 28 (Recall) f F1 fE(F1).

4.3. LWEE

TESEER T, BATKE T, =64, H=4, GRUWIFTARBZ4EREY 0 64, HEEECN 3 2. #fLEX
/NEESE A 320 % J7VE(EF PyTorch AE42SB, KA Adam fifbss, £ AN1x107°. Fra e @S
FE T w=30 4. I FEILIET T 300 MEW. p=99%, q=1% . ACf# ] Python 3.8 1F Jy%ife
Fnl, PyTorch 1.11.0. cuda 11.3 sEELAIMR. f#4 16 vCPU Intel(R) Xeon(R) Gold 6430, RTX 4090. 24
GB WA ENLBITRET -

4.4, SKBREER

ARSLEG/E GRELEN S&ffh EXPBEALEEAT T o0, 6 1 Aelcdh il 5 AN R FEIORT L o PN AR
MRS B IE S K E Params. V¥ SIS HRBUFY FLOPs. HiAYZATHSA] time AI4AEAS epoch iz 47 (A
Avgtime/epoch. FH5% 2 FJ %1, 7E SWaT Fil WADI AN 4R |, ASCHEH AR GE-GRU-VAE 115 2%
FER & AN FEARE S B BAK T GRELEN 8L IME, JCI 2 ZIH i (5] 5 44 FE R FE A time AT Avgtime/epoch
BRI 5. 1245 AR A GE-GRU-VAE fE i [) f12% [1] 2 2% & 38 F4#5% GRELEN.

Table 2. Comparison of model complexity
F 2 REGHRELR

Kk SWaT WADI
ZH Params  FLOPs  Time Avgtime/Epoch  Params FLOPs Time  Avgtime/Epoch
GRELEN 047M 21.70G 2.65h 31.76s 0.47 M 5191 G 7.78 h 93.40s

GE-GRU-VAE 044M 1878G 0.85h 10.21s 0.44 M 4493 G 1.72h 20.60s

Table 3. Model performance comparison on different datasets
2 3. EAEIHIBE LEER M RELL R

Hnse SWaT WADI
LRV FE R Pre Rec F1 Pre Rec F1
GDN 85.46 59.31 70.02 60.8 31.64 41.62
LSTM-VAE 80.78 55.32 65.67 69.19 23.55 35.14
MAD-GAN 75.62 52.87 62.23 25.33 39.52 30.88
Omnianomaly 60.57 74.50 66.82 31.58 61.02 41.62
TopoGDN 82.92 76.74 79.71 54.08 45.79 49.59
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GRELEN 71 99 82 81 76 78
GE-GRU-VAE 85.28 81.35 83.27 70.12 64.25 67.06

7 34 GE-GRU-VAE S HHERRIVERE LA, tHEE 3 T, &5k, 75 SwaT 1 WADI A #dii 4k |,
KR FA A LSTM-VAE, MAD-GAN. Omni Anomaly 1 Topo GDN ) =M% BEFEFR B &L L /N,
B I LB RV R 22 . LUK, 7E SWaT #ase b, 5L L, GE-GRU-VAE (1] F1 {E#& &,
FORE 2 Precision 173 [51 % Recall HEZE IRARAL B, R 28 01 4 [0 22 A o (1) A58 43 531l /& GDN Al GRELEN .
£ WADI ##54E I, GRELEN B =/MERER K, UEHIZBRIE 204 F Ik t, GE-GRU-VAE 7
ZHHEE E = AR TR AR R L . EARAE WADI $idE 4 |, AR ) GE-GRU-VAE S k{17,
B2 5 RAURA GRELEN R4 e I [ #1743 (8] 52 2% BEAH EL AL, GE-GRU-VAE {7 J&@ T-PERE IR R 1Y) 53 8 Al
B, fefa, g5 RRUTE PABOE ARG FE PR BB AR AR AN ST L FEFR AR, AT RNA SCHR A S GE-
GRU-VAE X} 2 4[] /5 471 i kil B — 5@t 38

5. &hig

FETN TR, I P B A A R E 2, O E RE R 2 A N LT fR. AR
I ) P 51 R EL AR 24 P2 RS [ 248 B2 TR R b . AR 7 4409 GE-GRU-VAE 2 4 (8] /751 57
RASERY, 2SS A AL ERNFARAT VAE (70 B R 2 SR8 . (e 2% R H MLP Al
2 TE R VG R AT SR AR AL SR, FE AR &5 R AT BN GRU BEATIN 18] Fr 51 A, Sl I ZREE P 1125
RN AU, AR AR XX B 4 7RI Y SR 15 57 o FE P OSE a4 i sesi & W, GE-GRU-
VAE BA BRI 8] 520 225, HEA RAFH5 R R L. ARRIEATAME EAE 2 Ml b A
BEAY KT R, T HL LSO, EFRAR R R BE A 1, 4R e 22 2 1] 5 1) 5 W A I (A5 2

E&UH

X 3 S8R5 42 (72461030)
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