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Abstract

As one of the everyday public welfare activities, material donations help improve the conditions
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and environments of donees, including individuals, institutions, or groups. However, issues such as
privacy protection, fairness in resource allocation, and the balance between resource sharing and
privacy protection hinder its effective implementation. To address these challenges, this paper pro-
poses a verifiable data privacy protection scheme based on a hybrid blockchain architecture. The
scheme utilizes randomizable credentials to ensure unlinkability between transactions and identi-
ties, employs smart contracts to automatically generate priority lists for donation requests and rec-
ord transaction status, thereby ensuring the fair distribution of materials, and introduces the Peder-
sen commitment mechanism to guarantee the verifiability of assets and donations. By incorporating
both private and consortium blockchains, the scheme protects internal data security within chari-
table organizations and enables cross-organizational resource sharing and transaction supervision,
respectively. Security analysis demonstrates that the scheme satisfies the requirements of anonym-
ity, verifiability, confidentiality, and integrity. The simulation results show that the scheme has good
feasibility, execution efficiency and performance.
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Figure 1. System model
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Figure 2. Hybrid blockchain architecture
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Figure 3. Experimental simulation. (a) Gas consumption; (b) Initial certification generation; (c) Randomization and
Verification; (d) Identity tracing
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