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Abstract

As digital technologies become deeply integrated into social life, the digital identity constructed by
individuals in cyberspace has become an important carrier of their personality and social rela-
tions. However, when life comes to an end or users decide to withdraw from the network, the
disposition of these digital identities—namely, digital identity exit management—has become in-
creasingly prominent. This paper focuses on the user perspective and systematically explores the
decision-making mechanisms for online account retirement and self-determined information
elimination. First, based on a review of concepts related to “digital identity termination”, this pa-
per constructs a theoretical framework for digital identity exit management, defining its conno-
tation and research scope. Second, it analyzes in depth the dilemmas existing in current legal reg-
ulations and platform agreements regarding the authorization and implementation of self-deter-
mined information elimination, revealing the tensions among individual will, legal authorization,
and commercial interests. Third, from psychological and behavioral dimensions, it systematically
examines key factors affecting users’ decisions to retire accounts and eliminate information, in-
cluding emotional attachment, decision inertia, and other psychological barriers, and preliminar-
ily discusses cross-cultural differences in willingness. Furthermore, it investigates the technical
implementation pathways from platform functions to standardized norms, assessing the effec-
tiveness and limitations of existing technical means. Finally, on the basis of integrating legal, psy-
chological, and technical factors, it constructs a user-centered decision-making model for digital
identity exit management.
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1. 518

7E 21 A RHE =T, AR O AT NRER AR AR MBI A BFiE. =
TPt TERMFRR ST TN MG 0, T — AN 248 H H 28 E B80T S0 [1]. X2l A
HAZ R RINLS . AT ARG T B B T S, AR IS R G e i, SEAEREAFERE b
MOLAEAE, ABEMERC . BRESHESMER]. SR, S0 F A5 A ik i A PRI r
BT IRZN TR DT M AR N A A s, SR N R IR R R A BT R — Mt JLBH SR N
RE B REG WL E, SN —DNLGME AR EE RN — AN EIE S RS R,

R G Ui FH A7 5y #¢ 45 (Digital Death) F145 715 7 (Digital Legacy) <5 A R AHiR X — IR [3] [4].
A OCEAMAIR G B AFAERIRAS, 5 8 U = T4 B P i kR S5 B [5]. AR, DA R 9L 2 4k
THF B GAER & A THEEOR MG B8R &R, TR P EAERT I £
FHACT B 1 I ZORS—— R R T 5 MR BURVE B B BRI N TENLE, 8= R G ME R
KR CH PR B, SECT MENAEAL. SFEBOR SR P B TRZ B E B . R
TESL R I B FA Rk N WM 2 R AN 50 2 (1 175 I 2 o s N RS TR 355 6] [ 7]

R, A SCHE I R G A e & iR A X — M, R LA N IK SR 515 B H v b
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kSN, PR E A — A BRAR AT AR AR dy R S5 BUE SALRERUBTAESE, RSBk N AL
B AR S5 SR GE R AN R P IR LR BRI S5 51551, DUBIE R EAMAR™ . R AEE 54
PR A A R B AN O N AT RF 82 (7

2. BFSHREEE: BaFESHMRIEHE

A TIHENE B iU, B Io oM S BB S HTIEWR R E. X
SRR AR R PSR G HR A E X, B E P ] DU AR e S R PR SR A ok i A
21 BFBNHAESES

Hram It —ME, B MG T AHSMAHP 4. F608). TSR, S5%)
FE B Oy (A0 F A A R IR KB SR [8]. EaH R ER T RBET EMH AR .. REAMITNH
B, BEESRKEE . 2 BN ASEA 9], FEE NS RN 5 ERAEEL,
FHOEAMU R T EERAE, FENNANBRINFERCIZ R E B R, B—F “Heihny
RAFEE” [10]. XM AASAREME, 2118 R H in) @S .

22. \ “BFEHEL" 3 “WFrHBREEE"

B R s BRI T 5T R X IRIARE, Wi T AN BT B0 RESE D
o dg A BRAE R3] o ARSI b, A SO PR T “IE TS BURAE BB L (Thanatosensitive Information Man-
agement) FJMEE, SRIATEN NS B BB 5 S, BRRON G AR Ay 28 25 5 R s ILSE 1A N S sk 4
[11]0 X PR NFRATIAE BN A3 H 5 Ak B 2% 1) 2 B R H A FR AR 4 T S IR LA -

gie FRRES, AWK RSB E Y @ O8N AMRTE UL BT G 0 T RE R A iy R A
AT PR B W ST 7k A28 1k VR OIRAS I, Bl Se 4 T A B ik . S R8s, 37— R 51
ATREPERLR) . PR S e HE R . XN B AR SEEH PO T AU AR M R AR S (I RAE . @i
BEERR) I E EREN . BRELTUMEORIE: — R B St SHENEREAPARN, 5#
VAAE A BB SRR R 1) =Rk, Wi ot AN b E . R EAR AN R R
s, MR —MUEERIEE. SRR TREIEFMFZAIAT I 56 RERRRE k. — /2 HARIB E 1.
EIH) HARA AT A E B A N7, BROKRRIE NS BAISEGhA . Bk, &
AR A0 AT N, B S B SEE AR WENESR: HEOMEE T4y rEEE

DB 78
et BIRGE S ASCHTFUTEBER ™A BRE TP A, B RORE RS IR BORE B B Y B %0
AT IR SR -

K-SR4 7 B BB B, A A PE S LA PR P28 U s A e N A i R 4
WS X DO T2 45 P sREn BB, — P R a3

F R B ERTE AT S R BB ERIFE ORI R € K T B AR . BB SR R
KA ATEHUINER . X RIK IR R 84T 82—, W AERIL I B R R &t
B

AT ORI A By B (2R G (LR AR T A, T A SR R AR AR OS2 R 807 S i A 5
B AR R AR H B AR A AL, O IRAE AU R R PSR IE R

3. FHBSHHIHER: FRARNSHITEE
FILPH A 1 W R RE T 98, ROCRERE RO T SM A b S MU PR . ARTT 4 Al RISl e M
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Kb B AR SR B R S A R PEALR JE PR A, AR AT B B BRI R T B R .
3.1 HIBEMSIR R BRI R AV E

it A7 K B 5 2 A S, G P MR (47 4 191) (GDPR) IS Jy 4 (Right to Erasure).
TR TR AR TEREE SR 1 F R I FO A SO ROBURI[12] [13]. 35— KU RO BL 6 S RH7E T4
ANNGZIE . R SRR, ARSI R TR L, K BRI A
SR, RVEASE TR B R MR, A A TR . SRT, BORIE 5 4 R R i
NHEL, SEA R SRR e S B T

3.2. ERSMEIIRS LR

B EAEIR G B AL B R R R SRR R 2 R R, (E R A VR R A 1 B AR 11 ] [ 14]
[15].

321 HMEMZEEIBRSHER

H R R S AR SR A SR R I R RS T T T 2021 AEHAT Y (R N RS E Rk ) BhE Lt
VUSERE, ZEEIIMES . BB 2% R, R, RHEZRRERN, KEE. T2, SEARURIERE
RAT NN A FETUE[16]. BT, ChRANRIEAMEN NG B RTIED) B+ IUFARH T ERAHE
CHARNIETIN, HILRIEN T B B E. AR, WU AEE AR NE BAT A E A &
B R IR BBRSEROM; SEH AR A ZHRR SN 7 AT RE B AR E L, EEMANR
T [ 73R A B AL B R . O, IR TR R e MEERUR s Sy JriE, lEi “EE TS
ALHRIERAN” X HASEEK, W R R R R IR IXERE, IR AR R
VBRI R, LSRR NANREL “ B SAk. IR vl SRR B B A SR, AR
B S A7 e HE T QA (o 15 7 B IR AT AR (R SAT I BR R L) LA & 75 IR & 355
RONSKBARIEE T T ERIAHEE

3.2.2. EIFFIANSTRE

B bt s ) R A A R 7 A o VR (B SR EVE R GEFE T RIS, 1978 4R5F 78-17 Sk
A 85 SWMIE , M ANAATEARTHILIR 5N ANBHE A7 it MR FE (S 77 Ui e HE, JERT AR
SE— %8 =T RPAT IR LR A (18] X —HU T R A STIERE R, N RS B RIS BR BRI T A
AR A AT B 4%

FE ML FIAE, L2 RN (G—ZIENBFEHE 7 Ui7%) (RUFADAA) K R [T
UFADAA, = B p (172 52 FE N (Uist 7= AT N) 78 P38 H S U7 R 307 97 (RCR 1), HAZ O T %
PR T AR KSR 26 (0 2845 [19] . BRI F P B I LR T R M RE SRR, B E O TS
BMRAF SR, MEEN .

3.3. FatL KB EMA

FEVEHIUE MANSERH IT ST, IR AR 55 4R (L7 (K R 55 2 R AE AR KRR FE Oy S sk B ik, 28
REHCTF GBS “IK T AR J630, 25 IEHT P R IK P B % SRR 5 Al AL S sl ik[20]. HIP
FEIEM I o R B IR AR, TR T I BRI A . IR, B AR i
VB R AN I 5 kRN, R AR A AT B PR it S IR 35 kT TCVE B L 3R .

AP B PR B AE R [21], RO ER ] 1 P 5 E ey SR A B BARER T 6 2
7 RIS E B TR, 0 Facebook FYIZC& I /™ MU ™ Ik 28 NI L, BlAR s i) AT BRIK P 48 BE DA 4%
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RET RO EAERLS . B st T e MK g, AT AR, TR
SRR F IR E RBEAET 6 TS A BRI TP B %, XEDLSEBL IR B R

3.4. FEEZESH: SR SHITRBRL

CRERE, HAEES MHIHESS T A% O PR B4 T 3R RI B I 5 AT ISR AL

— 7 TR BRI . R (R N RIEATE A NG BRI Sk R EAN T P AR
JERPLsett, X F U R VARG, A B R Rk B TR, IR
L0 AUERIEYE, FHOFRG NI SR X FEUH T EEA ORI, AT R DI A A R e
1.

T I HAAPAT ERAL . HORPAT H P TR IE 27 RIRIR . eS8 HiT A, 21 G
Ji? QRSB U5 GRS LA P BERA (B A5 A A9 R 58 = J5) B B ik R 25 00 R LA AT, AT A
BABERHAT 2 BUTIEET B Z R PP I E Rrg AR . XM PATHLRI SIS, (45 7 (9 8 ok
THERBUR & R RETE N — 4R35

4. APRENHFIOIESITRER

HIE R AR S it 1 SE SR T 38, PR 2 Eshik MRS T B FEH, A2 MR
AR O S AT R R BEAR L AR AT IS AR A5 15 JE T B R SR T I 1) Y AE B AL 5 P, i
A7 R B LA R OB

41 RREBBHEWER: SCEMRBNER

RUEBEEENT “Hr S B HEE” RN SIHE LA Z W, (ENECFBRAL . BRI R A4 2s 1
A FIAT A SIS e, AR SCBE L = AN B 5 T [R] 3K

— P VS G PR BR RS . 22 U TR B, BRI P T B B R, VR 2 Rk ) B RA
FEHE T BRI S A% BRBANKELME R, 45 FH P AR T B K IRRAE R AN A 2K [22] [23]. %4
TEMHER B 5 6 WL B = 35 0 i “ 00 B 7 (mental models), ASAE B C A EE 2 75 4 20 E R MR [24] -
PR ) FH P AR 6 2 155 PR P SR BT Bh R

ZRBEFAME R (Privacy Paradox). H /7 E M3k B3Ik TR ZURIBEFA ST AN SR 5 i = R, (AR SEBRAT
AR D REEARAT Bk (4P B 2 E#E[25]. — TS T8 T~ I kB, RER S EIVAE S
AR E IR S HARE 1 v, (HEE 94%01) 52 U7 AR SE PR TS & SR gL o B TR [26]. X R EES
TTNEIBT, RIS IR 515 BB U o i) — %L Bki

=R SRR PR BAA SRR B 2RI R R . 5. 9% 97 & (social media fa-
tigue). 15 B id B &2 (el H 7 % R 4 g [27]; MALASHR R . 15 BRI R . B4 ilAs DA K 4l
TR PP P DU BELRS T 3B S F iz o sl ] (R 2R [28] 0 X SBIR 3R [A)REIE FH T 58 XA A K 5B AR e 3

4.2. ERILIBER/IH
fE BRI AR, fAAEE — RIIRZIK QBT AT P IR R S R 24 45

421 BRREERFRELIR

Hr G0y, FEARA AR S, R DRI RS RAUREAEE o M. B RACR . 3 A
FIFAMH T — MR MRXERE, SEZHPmE, LR M aRA&YE, BksE
DIl 5L L MBCR, 5IRMBEIIIERAE . F, B s BELUKIEARR R, 25 5 4% sk —F
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#5777k 4 (Digital Immortality)1Z)%:[29], AN H 0 EARRIAE 36 EDC A] DATE Y 28 25 [A] K AF7E o IR FxsS
AFIHEEE, R T HE B IE R B AR PR .

4.2.2. REREHESAFHAE

— MR TR AT A B R R B A EIK S UOOR BRI AR S, IR TR
PR, BRI KA AR o TG G0 Lk e R AR G PRI TR RS, K22 B P 2 e 40 8 B B T
B NEIRAEA HOIRAS o AT N TFrh B0 “ BUIR W L (Status Quo Bias) {1 R LA /L E[30], RP4ERFIL
IRAEFTA K PR EFAFAE) I LA 82 (LRI AR BUH BR) 2R S 15 %

4.2.3. JRFHTHEMLSHERDIR

B P P RSN T AN, Al AT TR R B DR DA AR R AN E PE L FR IR B B . AT AT e A
“UVFH - RIIETHEM B BRI TR? 7 B CWIRMER 7, R RSAE - BEENRAN. 7 X
PR T8 S BAR B O, A5 OR B I BN — o (BMERRURSE R BRAAGZE IIT, T 16 JE 9 B DU A0 — R AT
30 v RS ER SR [31]

4.2.4. THEZEMRI 8

B Sy R HVE B, AN AT S i R AR T I — AR . RV S, ATTFIHBSE TR 2
—HEE R MO A AR GEE BRI B O R F R, BiR RS iRE, iE
FEFE B BE . P AT REA R B A G e — AN T RS Rl T, AT T R A
B H . XANAREAT Jy, AEHEBNHC T IR YRR LGS RBUE 17 =3 DK T W 4 85 K SC AR BEL 7T
4.3. XA ABHI BRI

PR E R S B BRI, TR B0 SR ZI R, R H AT B IS Sk P
FILAEF HIR

B IR, SCHER SR AN “Brrs:AE” (digital afterlife) B (852 2 [32], AR SCAL
AT AL HL S SR & B R R AR F . Biltn, EERmERICIZ AR IR SC i, K
HIE T G BN S ARFET RE R A2 . M, EFEEEAN AR T LA SO
A, AT BRI T A R A B

— LU R 2 [ P R A BRI T — S A B R R R SR, AR T AN R I SR SO R R
&7 7 [33]
5. BARLIMERE: NP ATHREHRELME

FP B0 e B 2 s Bl BRI BOR T BORSEIL. A aT I BOR R AR T BAR B & e At i 1T
DHRERAT ML IEAT IR B ARBRHE AN Z 1 -

5.1. AAFANINEERTSHMR

N T IR H 2R A H P f SR ANE R )y, — SR R A W S HEH 7 — Lk P A BT H

AR AR E R B . SUVERT P BB N IRE IR (0 3 N A 6 M ASE), — BRI i3]
IR SR, RGUE B @M PR E RN, JHRIE T I030E,  5R NI 80 5,
BAE IR o R M BRI - B AT 8

Facebook HIME ™ KA NS &M: HIP AR E — R BRAR N, EHBHEEHELEK, . 3
PR N DU ARG T EHCKMR, EARE R B S AAE . FH ia] DR AT R, A A
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H LB H K P 7k AR [34] [35]

PRI, XEFEUNEA R AAERE N RRME: H—, DReEERAR, 1UF D HOA 5K
GREAE T HEHE] K, HPMBRRRE SRR R RIK, (CANDEE P SRR ekt H
=, WS SRR RS, i TR A 5K, mAREdE R Y, AT
JEHAELE R SEME R SE, F P TR & R BERAR LM JBAT T A i ik AMIBR4E 4

5.2. REARSHRAEBRA

N T SEBUE R, R, ERFRP I IEERR - KA EAR . B, AT
HH LT 0 25 R0 43 A RS 75 I 224 30T 2 [36]. HEE A BAR R, R s, JEE AR S 4 E
ZAERGY, Sy EUFEEAS [F T 5 P A FAT A (e 8 ) 48 . 2 P E I EKIAERR, %
B IR e NG T 2 2 mk E2, Bd b DR T A 8 M K AN AT 52, AT SE BB AR 1 1 5%

BEAh, TERE Ay A T B R N W BR AR, 45 A E SRR RA . B BRI RR R R R R
A DAFE S P A 2 WD AR LU, e 2 0TH BRI B 22 A (W AEAIR[37]. ldn, B [E S britk GBIT
37964-2019 it T AN NME B BRI 4 HE FE[38] -

5.3. BURIHBRHIRARIRES M

B PR RV B AR A v S, UK & B R IR I A ), AU AT G — I AR bR ifE
HAHERAERTE . PRtk 41 23 (1SO) A3k [ [ X br e 5 BORBE L BE(NIST) SN C 4 K AT | — R AR T3
22 AT R AT bR AR

NIST SP 800-88 (Guidelines for Media Sanitization): X2 1408 & AU I AR TR G2 —, e LT
TERR FEBERIE R =GO B E BE R AR e, FFEE XS AN EAFE AN B 2e T AR HAR B EAX[39]

ISO/IEC 27040:2024 (Storage security): ZEFrbrEFEft 7 AA06E 2 ML 4E M, e 75
TH B AR B SR [40]

DIN 66399 (Office machines-Destruction of data carriers): X — i [E brfe, X Hd I Bk B0 A2 A 2
REEYGIAT T VEARE, ERNE)Z R A [41].

H I ARk R AE T, X 2 ] () A ANBURT LA B AR A, AT g i A ol T RS . 9
W H M & AR ZR A IENL G HEBN T & KA H R L8 s dE I BE T BRI AR, =2 AREE
BB ST B AL ) AR B AR IR

6. MEUA R AFOHRRRIZERILIRE

ERE VL XA OB ORI T,  T ER G T WA AT B S 4 (Y8 R
R, AHIE T2 £ — AN AR P g O (R BRAR AR Y o 12 R 5 1 I 28 BT TR SRAE AL [42]F0AT Rt AR
RILB[43]-[46], EAEMZ — N4 BT NPT E B S .

6.1. BREMSEAEL

ARG T T RAT B h oG T AL L WAL RIAT e i T S AT i IR A 0 JB AR 43],
AR Fe AR B IRY oh 5 TIR S0 I AR 2 P ) 3 T RE SR [44] o RIS, 285 R8BI R SR v BE R 4 A A
AR, BRI TR ER ARSI, AR LR S .

6.2. MFHMBRHEIERKIER(D-Ex-DM Mode)BIXBER
AW TR AR iy 42 BT B OB S HE R A (DL R AR, D-Ex-DM AEAY), nkd 1 Ars.
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Figure 1. Logical elements of the D-Ex-DM model
[ 1. D-Ex-DM 1R RS EE =

6.2.1. MYEE—: REEAIHE

IX S MR PR SR R R P AR AR S A A R 3R, g T MEA R B P BB A OGA X — . M
KR HEZRNER, OfFEHTF R SRR RS E 5 HURPE(Thanatosensitivity) « AR 5T (40 5 E /2%
BESER IR IEAT) | 17 AR AN R 45 . 7 B A AR G R 3R, A B K AR TS SR (W AR N BT A e FE L
IBIREE) AEBAE S (U AR T 8 7= A )« S TS (S B T 5« AR AR T A . s
TSR GE R R AR S E AR R R, AR FE SO FETS . ez g

M5

6.2.2. YR —: RETIE

PR R A T UGN SERR K RS B AR, S P RPE RN S BGE S, B
B R TF 5, BV P IR T RAHDGEEAUR] SFEBOR. AT T H AR BT . B B
MRS B E AR FRIE[47]: AR5 RN EAUE S miF S, B P SERB R 584k, B
WM G200 B RS (R 5 2 0P & RO B 2 AT AU o0 A SRS % 5 R Ak, BT
ST MR, T 2 BRI RIS (P 6 TR S FECFsE) . T BRI S s (5 1 4R) B0
A5 S S

6.2.3. frEE=: REFR

ITABEIEA LR FEELRAT A, NEE BT NN HEAZBIPTZ G2 R R, A —2
PATAT BN PR ESEhr e T TR, 285N TRANA CHZH: RO R, B
FRCHR R i FH A5 AR B s ORI g2 O B A AR AR 5 SR, b 8 DRI KA 5 386 B T B A T 17 2 2 ) o 45 2 R 5 R A
gESL SRAR S SIRFEROM, Q1T T AR HE T DAk S A AL 2 A I R S R, T
RO B R 1) 2 HE WU R 6 5| R 5% BE 24 2 5 7 THI R

BRI S: T P I RSR R R, BRI BN TESA A BN T fERT R B
A L@ A AR B R AR IR BT DU AL T & W PR RN AR R S SR BT Dol i v
TR P T O 45
7. 8518

By SOy 1A FAE Y — AN R P AR SRR S e R R B AR AR A
GRAN T BT S AR A AT T T B AR A A, BB A R R B, B
TESRAERRR, EREEE RS R . e 5 A G H 2SR AR, a0 T R
AT R T2, APECF D ANBR], PRy ORI . 7 K SR 5 (5 S E BRIl BRI
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BT, O, BRSNS A ML BN, D-Ex-DM BAIEL: 1ix —id R I% N £ I8 A1 G Y
MEAIATT o X B0 B IR Y B R SR O RF SR AW FE, RO BA L FE R — AN E A THE. HHR AR
P ARK, SR AT BB FIR A

E&WE

BRI @ FAE SR M R “ M5 1R F G400 & BRI (2022STYB0467)r
B .
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