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Abstract

To address the eavesdropping risk of Non-Orthogonal Multiple Access (NOMA) systems caused by
power-domain superposed transmission, this paper constructs a single-cell downlink NOMA secure
communication model, defines core indicators including Average Secrecy Rate (ASR), Secrecy Outage
Probability (SOP), and designs three strategies: Fixed Power Allocation (FPA), Security-Maximizing
Power Allocation (S-Max). Verification is conducted via MATLAB simulations with 1 x 105 Monte
Carlo iterations. Results show that in the medium-to-high power region, the ASR of S-Max is 38%
higher than that of FPA; the AN-aided strategy demonstrates significant advantages in low-power
scenarios and when eavesdroppers are in close proximity, with the peak SEE increased by 55%. This

XEFIF: KR, TR, BEM, T8, Gk, BRooE, KRKE. BT NOMA REGHNYEEZ&H RN T
#3815, 2025, 15(6): 143-151. DOI: 10.12677/hjwc.2025.156016


https://www.hanspub.org/journal/hjwc
https://doi.org/10.12677/hjwc.2025.156016
https://doi.org/10.12677/hjwc.2025.156016
https://www.hanspub.org/

R B %

research provides feasible insights for the physical layer security design of 5G/6G NOMA systems.
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2. NOMA BAREYBERE
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2.1.1. NOMA @ {Eah s

AR E . LASCERI61 VB, ZBF AR “ 2 PUE RS A HTAELY, i B R AR v % i
TEINZR ST A A HRAE, A BRI AT PRIREE T IRy SR il /&, R — B BSS st =
BT ORI TR AR T . KB NBE J1: DL SCMA NI SCRR[7], A FUiE T 2AL SR L S
DU P HCE R B GRS, A RART B, BT T ERIMEIIRE AR S BRI T R, WEREY R
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2.1.2. NOMA &5\
AT BERE T AR R
{55 B IEH(Saito BLAL[9]):

B=2 (2-1)

o

5(t) = RS o P, (1) (2-2)
Horh T oy BB IR . FIEFRAFZEN R 2B R
H AT T B
S P SIC Y :

X, =argmin|y— ihi Wxi (2-3)

xeX s

55 0 7 LR :

X, =arg mi)p ‘y —h\Ja, er (2-4)
AT EEREHLA
SCMA 28l 77 % [9]:

y:idiag(hU)Xuﬁ-N (2-5)
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Figure 1. System topology
1. RGHid

HREHUNX N TIIR I, NOMA R4, Wil 1 iR,
(1) FEuh(BS)HREL, AsbrE ELE(0, 0).
Q) BAPEAICA U= (UL, U2}, HAd Ul AP EEE di), U2 Az P S db).
(3) TiWr# Eve B R, BEES dgo
(4) B (538 AR N B R H 7% -
h =g \B, ke{l,2,E} (3-1)

g ~CN(0,1) /N REEREVE: B, =(%} ,d, =10 m,a = 3.5 NEEAEAIFE.

k
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(5) MRS I# P, =20dBm , WA E-174 dBm/Hz, R4 % B=1MHz.

. © HPALE:
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R+B =P, E[|s[]=1
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B,P,maxR  +R, st. B+P=F

tot

P,P,>0 (3-14)
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3.3. hRERSMRES

3.3.1. FHRBERASR)SIHT

[$)]

»

w

N

-

PHIREHEFEAR (bit/s/Hz)

o

é 16 ZIO
Ptot (dBm)

Figure 2. ASR vs Pio
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Table 1. Average secrecy rate (ASR) data
1. FPHRERR(ASR)H IR

Pior (dBm) FPA (bit/s/Hz) S-Max (bit/s/Hz) AN-aided (bit/s/Hz)
5 0.34 0.45 0.53
15 1.12 1.55 1.46
25 1.78 2.64 231
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Figure 5. CDF changes with SOP
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