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Abstract

To address the physical layer secure transmission requirements of cooperative non-orthogonal
multiple access (NOMA) systems, this paper proposes an adaptive relay secure transmission algo-
rithm based on decode-and-forward (DF) and modify-and-forward (MF) protocols. First, a cooperative
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NOMA system model comprising a transmitter, a relay node, legitimate strong and weak users, and
an eavesdropper is established. Subsequently, analytical expressions for key performance metrics,
including the signal-to-interference-plus-noise ratio, secrecy capacity, and secrecy outage probabil-
ity, are derived. Building upon this, an adaptive strategy is designed to dynamically switch forward-
ing modes according to real-time channel state information, ultimately maximizing the secure trans-
mission probability of the system. Simulation results demonstrate that, compared to traditional or-
thogonal multiple access systems and single DF-protocol NOMA systems, the proposed adaptive al-
gorithm achieves a lower secrecy outage probability across the entire transmit power range. Par-
ticularly in the high transmit power regime (> 25 dBm), the algorithm successfully overcomes the
secrecy capacity bottleneck inherent in traditional DF protocols, enabling a continuous increase in
secure transmission probability and effectively enhancing the physical layer security performance
of cooperative NOMA systems.
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Figure 1. Schematic diagram of the basic principle of power-domain NOMA
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Figure 2. NOMA-based AF relay cooperative system model
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Figure 3. NOMA-Based DF relay cooperative system model
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Figure 4. NOMA-Based MF relay cooperative system model
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Figure 5. Physical layer secure transmission model of cooperative NOMA system
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Table 1. Collaborative NOMA system simulation parameter setting table
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Figure 6. Comparison of SOP performance under different multiple access modes
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Figure 7. 3D surface plot of secrecy capacity varying with eavesdropper
distance (dr) and transmit power (Ps)
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proposed adaptive algorithm and the traditional single protocol
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