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Abstract

In the era of artificial intelligence, algorithm is an important technical productivity base and an im-
portant factor in promoting the progress of artificial intelligence technology. However, algorithmic
black box due to professionalism, complexity, uncertainty, and the need for confidentiality and intel-
lectual property rights by governments or enterprises also causes many security ethical risks. Based
on the analysis of the basic concepts and types of algorithm black box, this paper analyzes the main
security ethical risks caused by it. The paper considers that the algorithm black box mainly involves
the risk of data and privacy protection, the risk of algorithm bias and abuse, and the risk of algorithm
application security. Based on the relevant governance theory and practice requirements, this paper
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puts forward some suggestions on strengthening the data and privacy protection of algorithm appli-
cation, strengthening the supervision of rational algorithm design and application, and improving the
preventive mechanism of algorithm application security.
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