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Abstract

In this paper, a new color image encryption algorithm based on one-dimensional chaotic mapping
and quasi-standard mapping is proposed. A new quasi-standard mapping is constructed by an im-
proved one-dimensional chaotic map. The chaotic characteristics of the new quasi-standard map-
ping are analyzed by spatial phase diagram, Lyapunov exponential curve and time series test. The
results show that the new quasi-standard mapping has large chaotic parameter space, good ran-
domness and other chaotic characteristics. Then, a color image encryption algorithm is designed
based on one-dimensional mapping and new quasi-standard mapping. It is different from the tra-
ditional scrambling-diffusion mechanism. The algorithm uses a pre-diffusion-scrambling-diffusion
structure, which uses one-dimensional chaotic mapping creating the initial vector to preprocess
the plain image in the pre-diffusion stage, and then the pre-processed image is encrypted by ge-
nerating the random number and using the new quasi-standard mapping. Furthermore, we en-
crypt the plain image in row by row and column by column, as a result, the security is greatly im-
proved as well as the speed of encryption is accelerated. In fact, the security performance analysis
of the proposed algorithm, including key space analysis, key sensitivity analysis and statistical
analysis etc., which shows that the encryption algorithm proposed has large key space, strong key
sensitivity and can resist various known attacks, such as statistical analysis attack, brute-force at-
tack, differential attack, known plaintext and chosen plaintext attack, etc.
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1. 518

TEY S WETF A, BB S AR G e IG5 DL ROHT R R R I N T e & BT B
M. TENB IR EEH ARG N RAFER S PR 25 B 3 8 T F 2 Bah bl . WA NBUSME
BEZHRERZEMIEE BENZAENRE S 7T 9, B NE SR ™ 5 2 R B (15
Wi, PR, 1524 R R AT AR EEAGAYI[1] [2]. Brr G RILEA BN, B KA SR N
s B iz, MEREEN—MEEREEA3]. Fix B EEGEAT R RS EFEE. 0
B Bt 8 R EAT R R EEG R A TVE[4],  BDEC7 BUGOK ENEAR A = B I & B . EBOK ERE AR
SR TR BRI R 7 G H HRN RT R AR AN 82 i BH S PR SR IB K ER, BN BE BIEADEE
EHG N2 PR G B, 2 Fia i i — AN B ZR 50 ] 30 A 46 Bl S 4 BH S S A B R ARRAE AT R, AN
M B OR3P I SCEME I o DI ZE IR S AR g b, RGO 3 2 JRAT T MR AT IR AP I B 22077 R A
HE &1 — LG R B s K B TR = A AR R A G SR S (AT IR o M S AR I #% &
57201 DES (Data Encryption Standard). AES (Advanced Encryption Standard)Z5 A~ & FH B in 2551,
BRI, BB TR EA R TA% G AN 2 B S50 G AT ORI [6] 0 1EIX RLByE B TR 12
By 7L T TR O . TR R G A X REVME A S E R BUR e . Oy BT IRES
i 77 14 S5 VR PR 7] (8], IE PRI S 5T 5 2 A 2 o (Y S SR AR B2, iR RGN S EANIE
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) AR iy BRI A R I3 28 G050 5 R A o BEURS  TA) (RS R s YR A 4 5 s MERTR B R 1 5 3 R 4e 1k
Z )R 245, BRI T M VRl 2R ek B vt RGO s SRk BT AR B i S BT 5691 [10] [11] [12].

F M 1989 4 5 [E %235 Matthews 7E SCHR[ 10]HORE VRV EE 1 51 NI B 58 40088 LASK 30 R H 1) 2 3 3
ARG i 1998 4F, Fridrich R —4ERH Raihe 73T EEL - 9 8B am EHR
g 1], EEFLSRET, e H Z4ERE R G S EUR KA B AT B AL, NS B AR R
H—4ERTE R G0 L BN T 203 BB LS MR R K E . BT Bl - ¥ LR 5% S 9 IA EHE
I SR EE L HI[12]-[22]. SCHR[4]1R A SP (Substitution-Permutation) 25 I H2 Hy T — Rl @ IR L 1k
BB BN E F L, ARG BOR RO T BENL 2 S AR e YIS AR R 5e i, L Hb BT FH I 35 8 el
TR R G A, AR B ELE BRI A B R B T 20, BN AN — 4R TR B S SR AL & H BT I 4R B
Skt H 7 BUR B Btk AT B L o % FE T W0 A iE BT R A BEATURR PR 1 — 4 VR R 0 PG A T I
BAX R ER, BB . SCER[ 1238 IR THE 5 Logistic X AR UGN Hik . 1%k
BURAL SR B EL - RIS, SR T PO - B - ORI, BRI Sexs WS EUR AR AT RS )
77 TS B 5, R 5 ) FH AR G 10— 4k VR ol il S5 7 A 50 4247 4 91 b o i o i 47 BORSE38 535 110
EUG R AR AL, ffm d i BB Is B0 B AL S I GO ATy B AR % . X R SCE R EVE A
W WIS, BU LS ERL - 8, SERAME SR K E 0 TS OB i 34T B AL - 9 B a5 i 1R i
v AR 1B SCEMR PR AN B A LU B3 JE AR 3R K B A S AT AN O I — 2 e e i, IF HAax Bk R
AR I AP ST B S, AR AN O R B R AR = O R, AR TR BURAE
o SCHERI3)R A AN 0 S0 45 LU R0E ) 1 — 4 TRl R S R 3 7 — /N BT 1 4R VR B S (2D-SLMM,
2-dimensional Sine Logistic Modulation Map), J H.3& T8 i) — 4wl i 2 H — A blidt GO 3% 50k . 25 0k
F 2D-SLMM #Eit T 544045 #:(CMT, Chaotic Shift Transform)%f B SC G 15 R A EHEATE AL, %E
BLTEE R O e AR SRR AR R — MR R B R AL E . Y EE, R 2D-SLMM
PR BEATLEON B LS G 3 K PR I I DUSHE AT 8. RIS B AL SRR AN S U 8
B 43 0 25 R T 22 FARINAZ () 5035 o SCHR[ 14152 H VRS LRe o7 B ELAI S TR R R el &0
R BRI R 1R B RGN F LU ST 5 98 A B BSOS B 22 e e vt 1R G EURR AL I
BAL, ZAEEORT UKk > 1 rH R RIS & 1 B ELRSCR . T BN T ) S Blis 0 R ]
B & OSEE AT Y B, AT S AN RO A . TR 15138 H 5T 2 IRl R A 1 -G N
Hk e SEEREFAT M Arnold B = AL B HLEOM B SCR G G T BELAIY 8L Hod R A ARAT K
F 77 200k B EL S B MR T8 ORI R 1 i . SRR 16148 H 2 TR A R R A o i
H LB B UG N 2 50k . 1250 8 s ie i B 3IHL(CA, Cellular Automata)E & 75 1% B FH H A
A AR A A AN L 3R — F AR — 0T i E 3 HL(Non-uniform CA) A % B AL BT BN & 5k ¥
G2 R BAL - F oL, 7R B LB B R R G A TR Y B B SR R &
P IEE TR R BB, A B B SR A o 1) 70 i B 0L AR 5 41 e B AL 5 1) R dE
ITY . 2SRRI s H Z4E ol | S HLe BUR AT I, A RN & A 8 o SCRR[17]
FA[18]43 3 Kl FH 4 £ 2% 43k v 1 5 [9] % 2% 78 4 (Deduced  gyrator transform, DGT)F1Z ik iy A2 AR
(Multiple impulse injection) i) —£E4F 0 B % 4 BUGAE B AT IR, SRR I 1 vt BUG =5 &
VAR, A1 RGN X — AU ) BEAR B B 5 ¥

SCHER[ 191 AR B e Hp — L 2 e — YR VR R 0 Logistic WG Sine BJLHR &5 114 HY 22 S PR A4 HY
B — VR, A — VR T ST L 5 SR ) IS A B K YR X () AN R A R I, R H T
B IE I — 4IRS T T — R R B RGO B, 2 EEE e = 4R R (B B R AR
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YEEIBAR SRR, 7 BRI BOM B s i — R IR i Wt R 48 AL Db BEHLRE 410, I LR BRI HE PP 35
T FIRAS AL E, ARG R RS A A B e UG AR BE AT R R A B B AL, B BB, BH
WU SR Aor LRy o 5 B2 S0 B LA R RO AT HOME, A SR . (HRmEH
AR, B TR, A ARRINBR S M . STER[20142 H R T BRI KR (o RGN 2 s . 12 BVE R
S P B B B A RS A BE AT LEORT B SOR (B BGEAT (AT IR B I EL ALY B A R R 28 R
(EAEBANS JUE H T BB AE R S — AR R S8, RAESCIR[9], BASERR et A ke, JEE
B RAERS (0 SR [0 A — AN SRR, BIZECR VDN, 30 TR G R e sE & — = 4 fa s
BRI, ARAE L i SR, ASON AR AERUR 250, 0 AT E AT e Bof, I NS> — 4
TR R RS A 3 Y — Pl ) R, FROVIEPRMERGT . M3 R IKB AR e BRAS 5 2802 — MR R 4t
I B SR (8] LU AR AERL S B S R B 7 2R (TR P 2 S AN AE AT o SR $88 2k — 4R vtk
SRR AE ST BRI GOM B B 5k, AR PRy - BEL - o AREE e, AP A 4R iR
RGO HISOR O R REAT TAC B, SR AT DLIGE G [ I 503 W S IR AR SRR BEAR K — A BUARF LB B2 AN L
RSB e A SRR R K AR AT 22 AR OR A o SR Jm AR WA 3 O S A S5 7 2 Dy BE AL ROx] T 2
Ja BB AT BEL - I omE.

RGN, FEEE 1Y, RO — ARV TR RIS AR R (G . B RTBRI H A
SRR A (KR — IR TR ISR, AR A SR R PR S R
Mo AEHE 2 R AL T CIE— SRR SR AN SRR v AN ) BRI S . T A SO SRR 4 LS
RN VERE P HTAESS 3 W, SR ESH 4 W AR S,

2. ATHAMER

TEX—E5, WA AEGAR RN FERE RS, &, HICHER[19], TIPS —4ETR MBS
LLS (Logistic-Logistic System), SSS (Sine-Sine System). X /™ [ — 4 WL bb 48 R — 4 e B
KPR VR Vol DX ()RR VAR PE S AF S 35 o ARG AR SCHR[41F0 51 NI — 4 VR B At — A3 (1) b v
S5, BRJERETG 1 R AR HE RS 3N ) AT A EAT o0 b, SR ASAE]L Lyapunov FR % i &AL IS
6] 7 51 5 s

2.1, —4ERMARGE

— IR B E T LT B SR NS AT 2 g S A BRI A A . AEVRIS) ) RGeS
—YEVRLS A Logistic BLAT. Sine MLSSFN Chebyshev WRETEE, X Ll bf N A 78507 BUE I A7 e
VR X (R PR BD S8 A PR TR A R R A A AR — SN . O TR I e, SR
[19]E T e 20 st — ol S5 P VR VRl 471 i L 22 S PR )3t — SIS 1) — AR VR ek R S, A 453 A0 s P VR R LSS
HAG TR VR X R AN SR VR R It . Horh,  JETIXRR YIS I VAR Logistic BT Sine MRS/ E] 1
ANBI)—4Emgt LLS, SSS, HArEARE L F:

o = U, x (1%, )x 2% = floor (uxx, x(1-%,)x 2" M
X, :LIXSiIl(’IIXXn)XZM _ ﬂoor<u><sin(ﬂ:><xn)><2l4) 2)

Hrirue(0,10] 2 RAESH. HICIR[19]15 5 F1iE BRI — 4R RGAESHIX ) BRI, 7215 1 4
FIEH T LLS, SSS fES#= (] LA i, RBIE, BATEREA XIE B FiRmRA R, Fim
B B — 4R RS LLS, SSS R LE Logistic LS A1 Sine WSS HE AR
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Figure 1. (a)-(b) are spatial phase diagrams of LLS and SSS, respectively
& 1. (a)-(b)5 3 H9 LLS,SSS Bz B FEL E

2.2. iR EMSTNIEE

PrRUEM (Standard Map), X KA Chirikov FRUERLET, BJ&—MMILKA 2 IE T X EREIEH D

PR AR B, B S ik T Sk BR A A ey s Bk s 2 T G s, B e )
{x =(x+y)mod 2n

y=(y+ksin(x+y))mod 2z @)

XHE kKT 0 ARG HISH, (X% y) 6T [0,2a]x[0,27] X . K 2(a), El 2(b)5 5l H
THWANE 25 kR R 2R T AR AL B, IR BLE B, AN [F) 2508 2 A0 22 00N 20 %o T2 P R ) 222 il 6
K, TIFREERSS BIZh I3 22 AT R R 2% . Oy 1 S AR AE RS 0 PR BEAT NS, SCHR 1 1A AR AE RS AT
TLKN 2n IR DT TR XS ES B A B LIE RSN NI KT T, Bl & x, =2ﬁx, yi=2—’\:ty,

T

K =2lk, U S T 3
TT

Xy = (% +y;)mod N
4
Vi =(yi + KSin(zN_nXi”D mod N @

XHEKARGESH.
X T B HURTE R GE (4 ATHE T, BEACE L, WS R T S AR B A
Xt =(Xi +o,(V; ))mOd N
Yia = (Yi +o, (Xi+1)) mod N
BT SCHRATRCL Bt ie, R PIAS B —4E RS LLS, SSS 1 R R, ik B —Msim
FebruEme, HHEE A e T
X, =(xi +ulx y; x(1-y;)x2" - roor(ulx y, x(l—yi)x214))mod 1

®)

(6)

Yiu :(xi +Y; +U2xsin(mx X,

)x 2" — f|00r(u2><sin(n>< X

i+l

)><214)) mod 1
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Figure 2. (a)-(b) are the phase map of the standard mapping parameter k at 0.971635 and 5 respectively, (c) is the phase map
of the quasi-standard mapping

& 2. (a)-(b)53 5l /9 LLS,SSS BUZS EJFBALE, ()92 AnERRETAIMR ALz (8] &

EHul, u2 NEFRHER I R SE, EHe FHBUETEE AT UREITE S5 K, (BAEARSCH ul, u2
Y B4 HCA (0,1000] -

T U B AR SR H B SR S B R A VR, R TS RIARAL ] Lyapunov 5 ZORII [A] 77
FIIIR =ANT7 TH 25 S8 RPR e TR TRR I . B o, —ANRH R G810 2% (A AR AL B T DLW b 08 4 381
BT RS, B 2(c) T SRARHERL ) A RIARAL B, AT DUOR I, SRR L AR BN A
R T PRSI, AT U BRI AR B, PR AR R S HME LR IO, X TR UGN SRR
AR . HIK, Lyapunov FREUE TR 1E 2N 77 5 A B2 HhopH B 5230 1 PR 25 BI0E Bl A ) TR] AR AL, B 2
(] DAFEH ) B R S (-3 ARA  FE K] 3 Y 1 SRARHE SR I S 2401 Lyapunov FE 8 HTZE A, 18
R VMEF R —ANS5, 26 A4S ECR A B L) Lyapunov 840, M HITZEE T DA 52 3],
FhrAEBLST (QStd, Quasi-standard) I NZHIH — KT 0 F—/>/NT 0 ] Lyapunov a4k, M Ar LA
Ut BT R 3 (1) AR HE WL 72 S 50 X TR] B VR VBT o B BD P 51 0 A VR el 2R e 7 2B A I 1) 3 23k AT B it
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Figure 3. (a)-(b) are the Lyapunov exponent curve of the two parameters of the quasi-standard mapping

3. (a)-(b) 5 AT Rz AR ERRET B B S 889 Lyapunov #5803 (L Lk B

G, RS RIT AT IR A, SRR, AT s AR A BUREAT T PR SREAN 2 1 F)
FIREPE RN e O T SERE— A U W SR v W B AT B ) B AL SRS o] F50 1, AR ST T Kb v B
PRI (A S AR G, e B AR SG I SR B ELAH R RO LR L RARFR . X T PRI ] Fr
71 x={x(0),%(1),x(2),--.x(N=1)}» y={y(0),y(1),y(2),--, y(N=1)} , ENTIEIE K B {f9 HAR K R AL
(crosscorr) FIFEIR k B Y E #H < & $(autocorr) B2z A 205 L 5lan R -

Z:(xi —mean(x))(y,, —mean(y))

CrOSSCOtT = 6)

VE (x=mean(x))" {31 (3, ~mean(y))

Z:(xi —mean (x))(_, —mean(y))
3. (% —mean(x))’

X B mean (x) FRIRF I x EARFIME. & 4 SEIPRAENUR AN S H O BENLT 5B, 5
S BRI BB 72 AE Dy BE AL 51 6 AR S A B AR S R 4G SR . RS ST LU B, TR 51 A A
RAEARHEIITE 0 B RIS, X i 0 bRk s 7= A 1 5 F1 A TR SR I BE AL, BRI EA AN o] F3000 14
S E T REE, RR RS A TR s Sk
3. BT 4R s M kn ST R R MR E L

HT UL ERSE RRI M, FEIR T Bt R 3 T — i Tl S AN SR v S A B0 R o RS D 25
S5 o IEAN VLR AN R FAE e s W8 - BLAL - 3 BRab 44 o 76 W SC UG I AL 2 A B, R FH LLS,
SSS 7= A AN 46 1] 6 B SC UG AT TAR B, IXRE AT DR R b i SR 3Bt O A SR 36 0 S
71 TEEFL - ¥ 5B B, e A ST H I 2 v WS 72 A= O BEATL IO TAL 31 %) B S EUR g = A B
BATHAT R AN B AL, SRS A FVHE A S E bR B s 2 SR SRR, R e
BB A ) 77 2ok ke BEL S R SRR AT B0 AR 0 TEXANEEH,  SRAMKAT RS 7
X B SC UG HEAT N2, IXRE R DAME KON B0l T . AR — e, AwdSCEE N P, BRIV
HxWxT, H, W AR O EGEERIE PG R K RN, T EOEGSGEENSE, IT=3,
ARSCHREH N SRS R

autocorr =

O
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Figure 4. (a)-(b) are the x, y time series change graphs of quasi-standard mapping, respectively
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Figure 5. (a)-(c) are the auto-correlation and cross-correlation test results of the quasi-standard mapping time series, respec-
tively

5. (a)-(c) 53 Al 9 AARERR ST BB - F1 B B AR R A AR S MBI 45 2R
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Stepl BHHSC, BINEH APSCREAEE P, HCHWT =Hx W x T ; SAJRHEBS S5 u |
ul v w2, N TS SN R A TP H N, — 4RO 1AIME x10 . x20 . F4h, B3 4E
WSO R P A E2IR . AR B RIS O NH < NW ) 2 4ERIGAERE PL, PRIg EOY T
W EAEREGERE, BZRE A PLZJT RS RS, BIESH £ NHx NW = HWT Hlabs(NW — NH) £z
Mo FEARFEMT AL S, BUNH=H, NW=TxW .

Step2 FEAEMNILEF R ipdv_r, ipdv_c . HAKIEHAZSE u FIYIME x10 , x20 X LLS, SSS 4
BIFER (NO+ NW) , (NO+ NH) U7 B A —Ze i xl + x2 , 9 T 4 R BRI O 28, 18 x1
X2 HIRT NO WL FE, I HAL LS NO WU 1) x2 Pl — MR &, XFESARMASHmmEx1, x2, K
NIIAHIKNW , NHx1 o ffa M AT 2X(©Q), (9774 —MHIE6AT [ & ipdv_r M—A51 ) &
ipdv _c o

ipdv_r= mod(round((abs (Xl) - ﬂoor(xl)) x10" ) s 256) 8)
ipdv_c=mod(round((abs(xZ)—ﬂoor(x2))x1014),256) )

Step3 X PLZATHEAT PiALEE . W& i MEUEN 1 BINH , 2617195 ipdv_r BB T EK 745 A 3
Bali A A ipdv_r MFEIR/NE oL, SRS MR W0 R 3R(10)X PLEEAT AL HE 4 P2
{mod((Pl(i,:)+rl),256) ifi=1

P2 ) o
1tx0r(mod((P1(1,.)+r1),256),P2((1—1),.)) else

(10)
Step4 Xf P2 A HEATHUALEE. [FIREHL, ik jAOHUE DY 1 BINW , 2HIE6511A & ipdv_c IR TFHIE
AN R 5l § A A ipdv_c MR/ o SRJEARGE IR ANA DX P2 AL BB 5, B A Tidb

HEBP3 .
mod((P2(:,j)+cl),256 if j=1
m.{ ((P2(:i)+e1).256) )

bitxor(mod((P2(:j)+c1),256),P3(;,(j-1))) else

Step5 5 IS v 55 57 A D AE RUH A BE BB NOO o B e P R R K IE A, FHAEN
sum P3, AREFHMTRTA2), (13), (14), (157 5HHEEYME x30, y30, NOO .

x30 = mod(x1(end) + (sum_P3/(HWTx256)))x10",1) (12)
y30 = mod ((x2(end) + (sum_P3/(HWT x 255)))x10",1) (13)
nu = mod (round ((ul +u2)x10'*),256) +1 (14)

NO00 =NO -+ mod ((nu +sum_P3),256) (15)

Step6 it ALFRZE S| PRI, PCl, PR2, PC2. HZ&GMKIEVIME x30, y30 MBHul, u2ik3
PRAEBRSS (NOO + NW ) 7= AEAMABENLIF 41, I3 AT HT Noo ANEAME Z 5545 2 AN 3T 1 Dy BEATL Y 51
x3, y3 . KA x3 Al y3 (IR NH N5 G R B E AP E R = A F I & x4, HOK/N I« NH , Fflih,
KH x3,  y3 BIXFRGER I UA I =R B AN — AN H— 4 & ya , HR/NAIxNW o I fad@id il ~
(16), (17), (18), (19)fFE|A:4xZE 5|71 &E PRI, PCl, PR2, PC2.

PRI=mod(round((abs(xl)—ﬂoor(xl))x10'4),NH)+1 (16)

PCl= mod(round((abs(y3) - ﬂoor(y3)) x 1014),NW) ‘1 17
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PR2 = mod(round((abs(x4) - ﬂoor(x4))>< 10'4),NH) +1 (18)
PC2 = mod(round((abs(y4) - ﬂoor(y4)) x 1014),NW) +1 (19)

Step7 X TALHR S i) G #EAT B AL B 1 FBUEA 1 BINH, 1k P3 %8 PRI(i) 47 A5 PR2(i) 47
HARAHe, SRJE4 jHUE Y 1 2 NW, ik P3 58 PCL(j) ZIAT P 5 PC2(j) 51 AR AE #4551 B &L G5
M P3 .

Step8 HIEHPIHFESI, S2. FIFS Stepo MHFEMZSEHEMFFS x1, yl BIRJE —BUEARZFPRHERR
ST BAME IS HAEAC (HWT + NO) 4k, #5857 NO AN SIE Z 5743 2P KN Ix HWT 781 x5
y5, EEAIF0), @D)ABATRMAIHEHA —gEm RSN BRI WEBIG R 2 43 YIRS,
S2,

Sl:mod(ceil(x5x10]4),256) (20)

sz=mod(ceil(y5xlo'4),256) 1)

Step9 Xf P3 #ATHY B .. B ARIEVIAGAT MR ipdv_r IS INE) P3 M55 —1T, BEETRIAERETE N
P3. WEi WEMERN 1 BINH, HE P3RS (i+1) TRIRE AT A BERKEERM, i key 1, A
JaXHR©22), 23)% P3#ATIZATY BUS 2 P4 .

key_r=mod (key_r,256) (22)
bitxor(bitxor(mod((P3 (i, :) + Sl(i, )) , 256),82 ((key_r + 1) , )) , key_r), ifi=1
P4(i,:) = (23)
bitxor(bitxor(mod((P3 (i, :) + Sl(i, )) , 256), P4((i - 1) , )) , key_r) else

Stepl0 *I P4 #Z 5l Bz H . P4 f )5 —17 LA WIS M & ipdv_c B3 P4 M55 —%1, id I
RS RGPS o 2K0LF Step9, ik j BN 1 BINW , 57 P45 (j+1) SIEIR G — ST H 13 %
IRFEA, id N key ¢, REEERQ24), (25)%F P4 BEATY BRIEE 2% L P6 o

key_c =mod(key_c,256) (24)

bitxor(bitxor(mod((PS (:,j) + SZ(:,j)),256>,Sl(:,(key_c + 1))),key_c), if j=1

P6(:,j)= (25)
{bitxor(bitxor(mod((PS (:,j) + SZ(:,j)),256>,P6(:,(j - 1))),key_c) else

Ee ERINEE RS, mod(x,y) TR SEEL x BRUASEE y fHEIMREL round (x) 2R SEEL x #00
TNBCEREL  floor (x ) R [AIANE IS SEEL x (I K HEE  bitxor (x,y ) 2R 1] )2 SEHL x 5528 y HIHZ AL
FEIE AR, abs(x) AR SEE x IRAHMEIZ S, ceil (x) 3R BTS04 x B /NEEL, P(i:) 248
FFEP KIS i ATI03, P(,)) 2fRFFEP KIS jAIICER, x(end) ZTRFFH x KRG — . AR N
ERRAEEME 6 B, MR IS SRR, R A RS OE S, AP IR A

4. AIEHEERN ARSI MMBERE S
4.1. {FELE

TEIX— #6757, K Matlab R2014a B AR SCHE H R (2 BN 258 Sk AT 0 Bl . AR ST 11
SEIGIILE R — BN ATFENL L SE IS PAT, TRV EZERE RIS W R . CPU AREESS: Intel(R)Core(TM)
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VARSI, W Hika

i SRR P2
EEAFEREST, S2

_[FIRLLS, sssEE]

ipdv_r,ipdv_c |

Y

BNEXP, Y, [amEs . Y ol =
( wikey ) g > EA o LS EXP6

_ [FIRZEraRaa] [P 24555 mEPR1,
T ETX3, x4, 3, v4[ T PC1, PR2, PC2

Figure 6. The flow chart of the encryption algorithm proposed in this paper
6. AMIRHIMEBEERIZE

i7-5500CPU@2.40GHz 2.39GHz, %M1 7: 4.00GB; iHHHIZIT RS Windows 8.1 1 3XChRk. H4h, AT
A (¥ 075 LS00 UGB A2 B SCHR 2310 R B e SR B in %5 90

key = (u,ul,u2,N0,x10,x20) =(4,0.456,0.7658,1000,9.997,4.998) 73 7l Xt =g R~ K/ 512 %512 R (1
B AP Lena, Tiffany, Mandrill FIASSCHE H e FEREAT N, FLEERWE 7 P, aTUEERE],
Fra M ESCY R “ S8 R BT RS, I e AR AL IR, Bt AN e W S P 3R
AL TR & SISO (5 2, DT B SC R S TARGF BRI E R, XU T ARSI R G
G AR — A ARF A NS R, 0 ELBITA B S AT LA I 1 A 0 R IRAT S B SCE A A
[7] (1 B o

4.2. IEEMERESHT

TR, > A VESE K MR N SR RE S IR STLE K 2 B Gy, D ORI ST B T ST
Wikt B S DU SCBGE AN S R ) M= o O 1A IR A SCHR NS Sk i e A R s, X
TEGINE LN EEZZ e & 2w . Gt SHHEURIE D M N ZE 73 S BRI — /)

T,

4.2.1. EATE S

TN S B B 2 A R PR I B R o (B T BT A T R IR AR AT . S SR — AN S
PR R, R AREBCT W8 ) Bk S5 AR R 2 Mo s SRt AT weige DRI s S0 22 4 Pk i
)05 B AR LA EA NS R A2 0. A RSN TSRS ER b T30 n s i S B 2 A o
KT 128 it Y% A2 ) — A A e 2 422010 ZEASCRR AN ki, I RAE SVA RO B B 2 1A 5
SCRHH (u,ul,u2,N0,x10,x20) R ZEERN, i, u, ul, u2, x10, x20 705 ATRIE BT 155
AV, NO &R T 8t G AR B RN TS I ARUE, R T AT SR ], — A g0 10%
0 SLERUURS FE SO (KRG P B, 8 FT LAAS B0 A SCHR H S B 25 1) K0, B og, (101° x 10 bit
RAMELZZ KT FRR A 128 bit, 10 H, W RAERM BT R A E N SR N B PIRA RE r, TRA
AR SEE I S A (K AR TN R o IR I 17 AR SO H PR € [ I o 05 B R 5
ol NIRRT LR G

422 BB

— g MG I — 4 B 7 R FR G K E AT R [24]. — Mk, —4E B 5 IR AR R R
IRIEGe, AR R IR BAT K RIS R MR SR . T RMERKE
RSk N RS B 4 T XK B G B SRAG TE, DR T B BRI T MR AR 2 K A A A A
Bh T — @ MG BT I A P AR S Dt iR . X F— 18 8 LUF K B Mg, HORBEE T e 28 M
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WA, o Fke

(® (b

Figure 7. (a)-(i) are the plain-text, cipher-text image and decrypted image of Lena (a), Tiffany (d),

Mandrill (g), respectively
& 7. (a)-() 5> BT BZ Lena (a), Tiffany (d), Mandrill (2)BIBB. B EGFEEEG

MIHE, Bk, KEEEET EER T 256 FAFREERD AR X T — > tsm i B g
Bk, IER RN E G IKEERNZA B KES . X T mr e alg, W, 2.

W CEIE S AR IR IR AR R, IXRERUAT LU 2 BRI — 4 L5 153 25 e Mo in s ik iy ik
Beo K8 E T Lena WISC R AL, &k, W5 3 MEIEEER —4EE 7B, WUES, B EBRE
PUEE 3 3 P L 77 PRI 49 L A S PG00 7 P EE0 3 T P 0 A SEIRT4E AR T — B0 A1, sl B 5
FIUR A BB TE 2, XA ] 1A SCHR I SRE AT R &R

4.23. BERESH
SR, 15 BRI S —AMES 2R B BEALEE RO A AT F00 I (B & . 0 T B gk, (3

AR S T BB AE BT E M. —ME B m O B H B a3 U8

p(m;)log, (bits) (26)

2N1

1
H(m)=>, o
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Figure 8. (a)-(f) are the histograms of the red, green, and blue color channels of the Lena plaintext image and its cipher-text,

respectively

8. (a)-(N5 573 Lena BAZ B & &

HEXHLI, % EHe@EEnNERE

XH p(m) ZEEE m hm KA, N %TET%E% m *%%ii*/\?ﬁﬁﬁﬁ'%gﬂ’ﬂ%%
A bit ALK X T AN E AT AT (S 2, T
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E S Gy S AE B RMEEREA 00 X T — A58 AL P AV A )& 8, BEAARETIGINF 51 F — 4
FRITEAG DL, P LIAE BP0 — AN oK IS B W T — e EME, &8 PN =8. —
ANE 0 31 255 YU N — B A IBENLEER, B2, S KEEE S IRMERME, B2 d26):, ATkt
SR A R I B AR 9 8. PITLIXT T MBI & R Ul , I MR HAE SR (AR T 8, WG INE R4
MR A R SCE BT REME AU N o R TR G BRI BT B AT AL 5, B8R B B BRI, 4.
W 3P T R HE FE AE  E BERE I 70 l S PG R 3 S PG T € B )£ R A
Lena. Tiffany F1 Mandrill BH SCEE S 0 87 2 S0 G %0t od i 145 B 45 R 5% 1 Fos, ml A=,
B, gk, 3 ANPTEEE S SIS T ERAE, 1B SR & B E 1S S S e
EAYIRRIZEEN . 97 LB B A SR SRS B Bt i s S R, 20 39l SR FH STHR[ 19140 SRk
[20] M FE N A — IR SCEIME, SRR TH A SRINFIAE R 1, IR AT LIRSS, ASCHR H BEAH Bk
FAR AR B UM 22, BT ARG, ASCHEERTH A R0 THWE, mHARZH
PEEIE B SR I T HAR S, Xl B 1 AR SCHR R B ke At SR H AT S SR AR LA R
difig
4.2.4. HESMR R XM

o7 BUG BA S T HoAAS BB — S [ R PR WO (1 m FE TUAR . AHATR 3 B AR DGR AR B 5 5
B AR X SR o 2 SO R kAT ek, Brbh, — DN FRAR R RN S L R % A AE &7 1A) B
UK HEEL R AH AR R AR MR A AR 3 99 0B SR . v T B LB SO SR R AR K 2
H5X 7T IR AR, EHUI ST Lena B S HXS REAR SCH H 50023 SO a8 38 73 0 i AT 73 i L
B, Ay N B EEE AN R T BN LR E 5000 MEE XS, FEEE Q7R BENLIEEUE R
FURIAH O R A 1% R RS H B SCEME Lena 4L 08 TE A M R 2% SCILL BB IE (1) i 45 3, ik
2 FE 9 Fros, HABRIBUCOEIE A KBS R . IWF 2 ATRUE S, WSO S BUR A (s TE ik )
GRS FHIMM R AT N, JUFEEET 00 AAMNE 9 HEMERE], WCEBAAEEREER
VP ATER AL b, TGS R AR SCARE2A5 31 ) 2% SC MR AL (i iE B AR s W FE T 1 b S I T
KA, HARFE T HEH MR BRI, DL EREAEEE T2, AR SO H I S0 i Dy 1 i B
TSR B AHICE,  ATTAEAS A SCHR A SR B A o e It

o X (x-mean(x))(y, - mean(y))
I3 (% - mean(x))' S0 (v, - mean(y))’

X H mean(x) 2141 x FIEIE .

4.2.5. X ERSECEHIEXM

T A AR AR R B BN S 0%, RO AL NE AN 15 2 i # SRR S WIS G A R ORI 2=
St RIVIE 0 SR R AT REAE W SCIEMR 0 8 2 RS B RS R, R 2 (015 Rt R E W S 5 %
SO TR IR AR BEBRAR, T Bl 3 0 SRR I Bt 2 2215 SR A . fEIX B, @I 715 Lena BISCAIS
SCILLS 2y S EEIE 2 18] (AR 5 R HOR T W SCRISE SCZ IR ARG . —4ERMBIERE A, B Z 1A
2 HERA R A K C pp OB E (28 FT7n . —HEA R R BN TR R A% 3 P, R 0.0013 Ros B 5L
2O IHIE 5 B AR B TE L AR R, ORI AL 3 7T DA BB S BRI N A SCEL 3 S 2
(][] 2% B 38 2 (R IR AR G R B AR A, JLFRIE T 0, I Ui S0 5 I SCAFAE R R I 2251, 1]
SCEBAR B LF- 58 A g Baiel, MM S 7 AR SR L B s SR A 2tk

27)
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Figure 9. (a)-(c) and (d)-(f) are the distribution of the pixels in the horizontal, vertical and diagonal directions of the red
channel of the plaintext and cipher-text

9. ()-(0)F(d)-(N7 A REAXFE AL BIBEEKT . BEEMMNALE ELNEESNH

Table 1. The information entropy of each color channel of different plain-texts and cipher-text obtained by using the algo-
rithm proposed in this paper, the literature [19] and [20] algorithm, respectively

F 1. TNEAXEGM IR AT E R, XHK19]. XER20GEIZEXEGNSHeBEESHE

ARER TR Eo SRR [ERER TR G
B3 Lena 7.2531 7.5940 6.9684
ACH 7.9993 7.9993 7.9994
SCHR[19] 7.9994 7.9992 7.9994
SCHR[20] 7.9994 7.9993 7.9993
B 3C Tiffany 43372 6.6643 6.4288
E N RS 7.9993 7.9994 7.9993
SCHR[19] 7.9994 7.9992 7.9994
SCHR[20] 7.9992 7.9993 7.9993
B3 Mandrill 7.7067 7.4744 7.7522
KN R7S 7.9994 7.9993 7.9993
SCHR[19] 7.9992 7.9994 7.9993
SCHR[20] 7.9994 7.9994 7.9993

Table 2. The correlation coefficients between the Lena and its cipher-text red channel in the horizontal, vertical, diagonal direction

3 2. Lena REMNNAANEABREXHNACRBELKT. EH, MAZERNEXREY

K7 T 714 X751
A3 0.9799 0.9888 0.9684
L 0.0121 0.0078 0.0092
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Table 3. The correlation coefficient between the color channels of the plain text and the color channels of the cipher-text

3% 3. Lena (AN S EXH BB BIEZ EHEX R

L RIS AT O A TS
i ARERTED ) 0.0013 0.0028 5.9223e—04
HH S 4 i 4.3249e-04 0.0023 3.7871e-05
HH S WA € i —4.6172e—04 0.0017 -0.0011

XS (A -mean(A))(8, - mean(B))
AB — 5 2
(LS (A, -mean(A)) x2S (8, - mean(B))
FEXHEH, W 258 BRI N, mean(x) R4 x HIMHE.

4.2.6. BHRBBEMESH

A2z A PSR R R SR N 2 AN AT /N 22 S5 1 S B R S PR R Al UK 191 — MR, 5
TR M LA N 25 T I R o W R 25 T T B M . — D T, FROINEE LA AR B ) B ST N 0
W RUER, R B AN o — AN s, 84 HH ) — 1R B SOOI 2 49 3] 1) 5% S0 1% -5 %6 B0 eSO R s 15 21
BN 5E A A ATAA R R B PN SO R 22 AR H HOK, 1T LA B % SR AZAMKI T L. 55—
T, USRI S R M E A RUNZE R, BASRERS R S ORI IER W % . 7EIX
H, SR HIE 8 Key = (u,ul,u2,N0,x10,x20) 1% Lena B SCEIE43 2% 3 Image_en, RJ5 X % Key 1L
B AN AL A EIIT 6 M AR Keyl=(u+10",ul,u2,N0,x10,x20) ,
Key2 = (u,ul+10™,u2,N0,x10,x20), Key3=(u,ul,u2+10™,N0,x10,x20) ,
Key4 = (u,ul,u2,N0O+1,x10,x20) , Key5= (u,ul,uZ,NO, x10+107", xzo) ,
Key6 :(u,ul,u2,N0,x10,x20+10*‘4) o I J5 XF [A]— 1l Lena EUER 7 nil i FH Bk 6 A2 BH & 15 21 i 25 R
10 fiizce ATLAER], RARFEZEHFE—EE M, FrreEr e s Image_en AIEF K2R, H
BRETEA—MEW . AT EMAFZE P25, @i 0Q28)THE A R % SCF Image_en HIZL(R). 4%
(G). WEB)FEEE Z MR, 4Rw%E 4 Pron, NEPATLIEZR], REZESCZ AR R
HORHEIE T 0 (1, MM UERIA R B SCZ A A SRR 550 T2 AN 28 et 75 ThI U AR T A SCiR A
T3 LA W R RRURR M o I T AR S R T R i B AR SO B ) U . F 54 Key 1l Key1~Key6 43
AR5 % Tmage_en, 133045 RaE 11 FroR, o UAMEER], WA FHIERA 2 44 Rl R Sh 10 g 25 H 38 0
KM%, mHAMNREE . 0TI 2 U, it S R 2R 2 15 2 AR 28 S0 2 1) ) 4% e i 1
I AR R AL, PR RWNGE 5 i, 85 RRWASCHE 0 SV A U 5 T A R

4.2.7. SO

BN SR K 22 53 43 W A W FUAE AR [R) N2 25 GH 1) 264 N 23 L U S 1E 2 RAR R B2 W SR I 5
We),  JBCts 5 3 S e 3 B ST 3 M B 3 S T R S 2 A Bk o O T NS ST L RGO SRE AR
U2 Bk R TR, SR PIAN T R EE AR bR A F % SR AR 3R 2% % (number of piexls
change rate, NPCR) A1 — % £ 4% 5 J# (unified average changing intensity, UACT), H¥2#/Az0E k-

Y2 D))
M x N

C

(28)

NPCR = x100% (29)

1 M N |C1(i,j)—C2(i,j)|
UACI:m Zi:le:l T x100% (30)
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(a) (®)
) ()

Figure 10. (a), (c), (e), (g), (), (k) are cipher-text using algorlthm proposed encrypted by Keyl - Key6,
respectively, (b), (d) (f), (h), (j), (1) correspond to the differences between (a), (c), (e), (g), (i), (k) and
Image_en, respectively

10. (a),(c),(e),(2),(),(K) P B Key1~Key6 KA SCIRH ERBEINEIL, (b),(d),(D),(h),().()5 3
Xt RL(a),(c),(e),(8), (1),(k)5 Image_en HIZE

Figure 11. (a)-(g) are the Key, Keyl-Key6 decrypt the image Image en results, respectlvely
11. (a)-(g)77 B2 F Key. Keyl-Key6 f2Z5[E|1% Image en SE|HILER
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Table 4. The correlation between the red (R), green (G), and blue (B) color channels of the cipher-texts encrypted with dif-
ferent keys and Image en

R 4. ATERIZHAMBZBRIRECH Image_en FIZI(R). 4R(G). EB)FGIEEZ BRTHEX R

Keyl Key2 Key3 Key4 Key5 Key6
Cen —0.0009 —0.0030 —0.0003 —0.0004 0.0050 —0.0000
Cre —0.0012 —0.0009 —0.0032 —0.0017 —0.0018 —0.0030
Ces 0.0002 0.0005 0.0019 0.0021 —0.0002 —0.0037
Cer —0.0004 0.0000 0.0017 0.0059 —0.0026 0.0012
Cee —0.0014 0.0016 0.0003 0.0014 0.0012 —0.0038
Ce —0.0000 —0.0001 —0.0010 0.0049 0.0003 —0.0006
Cer —0.0038 0.0060 —0.0015 0.0020 —0.0006 —0.0002
(OF 0.0003 0.0020 0.0040 —0.0014 0.0017 0.0015
C —0.0005 0.0000 0.0014 0.0020 0.0018 —0.0015

©
©

11: Cre2tR M Keyl M 13218 3010 R i#IE 5 Image_en [ RETEZ KK R, HARFELL

Table 5. The correlation coefficients of the red (R), green (G), and blue (B) color channels between the decrypted text and
the plaintext Lena obtained using different keys

3 5. RATREZABRRMREZESCFASE Lena Z BRIZI(R). F(G). HEB)EABIBENHEEXZRE

Keyl Key2 Key3 Key4 Key5 Key6
Cer 0.0007 0.0017 0.0017 —0.0015 —0.0006 —0.0039
Ceo 0.0012 0.0021 0.0015 —0.0005 0.0019 0.0002
Cee 0.0021 —0.0030 0.0009 —0.0037 0.0013 0.0010
Cer —0.0007 0.0016 0.0008 —0.0022 0.0002 —0.0041
Cee 0.0012 0.0035 0.0011 —0.0003 0.0014 —0.0014
Ces 0.0005 —0.0040 0.0022 —0.0034 0.0014 —0.0011
Cer —0.0017 0.0015 0.0004 —0.0020 0.0007 —0.0029
Cee 0.0024 0.0037 0.0011 —0.0013 0.0011 —0.0020
C —0.0003 —0.0029 0.0028 —0.0028 0.0021 —0.0020

@
@

TE: Cep /AR H] Keyl % 4RI 55 % SO R BB 5 Lena W SCH) ROEIE 2 W HIARR R HL HARKLL

1if C (i, ) =G, (i, j)

0 otherwise.

D(i, j):{ (31)

KEM, NHZEGIERERRN, LRk —MERETRER bit ML T AKEEE, L=8.
C,(i,§)» C, (i, j) 432 B ST UG AL 1l 5 45 210 8 b A SCH HH BRVEAR 3 3 5o i T — MR EIR,
NPCR, UACI A THE 7> 54 99.6094%, 33.4636% [20]. X F-H3C Lena FUE (KA NFi(aimiE, [
HUE R 100 MERE, SHREANK AN 1bit R, S5 FIASCHE Hinss 5k s oieds
T J5 HIBA SC B Lena, 15355 R AR HEIEIE R 100 4 NPCR, UACT #HiZeZ8 LB a4 12 fios, ME$
Al UE BN EUEIE ) NPCR, UACHEI7EEAE B RSN, 40, 4%, &Sl 100 4~ NPCR,
UACIT [ KM S/ MEFSSE IR 6 Fin, RIE, XUEERER B EaMmIHE, 75, T LR
ik, THEH T SCER[191F1[20]/) NPCR A1 UACT FI3ME B 155 6 fivR, AFEEEE AT H, AR HE
TEHCPTUZE 5 B B RE T = SR B 1
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Figure 12. (a)-(c) and (d)-(f) are the NPCR and UACI curves of the cipher-text obtained before and after the change of
the plaintext image, respectively

& 12. (a)-(c)F(d)-(H 7 B R B X T RIF S EIRIZE L 2 (B9 NPCR #1 UACI T{L#hk

4.2.8. BHEIBASCREERRSC B S
1R 2 PG N B3k L2 e 33 W SR LRI SC Lt [25 ], o F— AN BRAB ) PG I i B % g
HRARXAE BT FEASCR M INRET, RATUSEY # - Bl - 9B B SC g7, Rkt
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PR B 9 o AR et — R R 7 A )R 1) R B SC MR AT AR B, A5 3 U AR
WML, B SUEPIIRIAER AR, TS AL K KT s, 5T, £
e 3 B B B — A G AR ERAKEAE 2 T2 Ry i, EWIE X — B O 4 g - Ak 2
JE B, T AE A BEAN IS S22 MO T W SCH, TR AR SCHR Y A N 85 S5 2 RE RS IR BT O B SO AN ik
PSRBT . O 1 SEB6: EORIGUESR H 0 SE AR T L0 W SOMIGE B B ST R » e 44 PR IK ST
BIR, FIHASCHR BN S8 Key 20 EAT I 45 213 SCR . WSO SO R 4% B IR
EiE B E T EIIE 13 B, BRI AL, I TS 4 R4 1 R Ok I8 B S % T (] R 4E 2
LR T P, ANJEL 13 A0 7 ATEUE B, ASSCHE HY (K003 53 BE 5 1R 4 MR H T £ W] SO CL 0 W 50K
.

Table 6. The maximum, minimum, and average values of the NPCR and UACI sequences between the corresponding ci-
pher-texts before and after the Lena image changes (%)

52 6. Lena B RIEXT R 253X 2 [8]AY NPCR #1 UACI FHIMIS AE. S/MEFFEE%)

ARERGBES SSRGS PERERER

NPCR # K1H 99.6365 99.6422 99.6475
NPCR f/ME 99.5781 99.5819 99.5800
UACI & KfE 33.5776 33.5667 33.5439
UACI f/MH 33.3461 33.3603 33.5439
NPCR “F¥1H 99.6078 99.6107 99.6103
UACI “FH#){ 33.4399 33.4644 33.4494
SCHR[19INPCR “FH{H 16.3040 46.7541 82.7570
SCHR[19]JUACT V- ¥{H 4.1155 12.4016 22.6855
SCHR[20]NPCR “F-H{H 99.6170 99.6157 99.6031
CHR[20]UACT ~FH3{E 33.5034 33.4833 33.4446

50 100 150 200 250
(c) (d) (e)

Figure 13. b), (c), (d), and (e) are the cipher-text and the distribution histograms of its red, green and blue color channels

& 13. (b),(c),(d),(e) P R RIAXZ (a)F N AIRE EAMEBIWE LR EL ., 4. EHRBENSHESE
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Table 7. The information entropy of the red, green and blue color channels of cipher-text obtained by the algorithm encrypt-
ing all black and white plain images

* 7. £EMEAANEGMNANREEEMESIE NI, &, EReBENESE

FARGRIIb(E] SRR ) Wt
ERRE% 7.9993 7.9992 7.9993
Ed=laEE 7.9993 7.9993 7.9994

5. B&

AT HH 3 T TR R AN AR HE W FRURE 0 RO 3 i o 1 ol e 7 A et — A S A i BT
(R SAR R IR I i 7% () AR AL . Lyapunov $ BRI (8] 5 5100000k HORFEIE BUdE AT 40 47, A R WA i
(T bR AE SR R VR Y H R A RAFIIBENLYE . SRS 5T — e R WU AR AR HE R B it T —FoE t ]
B, AFTAASGEL - ¥ BWUH], ZEERARY H - BEl - 9, E7y il B
PSR 7 A= A0 1] B WS BB AT TIAL B, SR SR P AL 3 P SR Ay 7 A B AL O T Ak 2 )
BTN . RJG A RA R I FA R 2 e e i, AR S P 7. 2 P UE
SIHTAIGET T A, BT RISEIR ARG R, AR A R A BRI E B E, TR A —E BB
fE.
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