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Abstract

To improve the encryption performance and security of image encryption algorithm, a novel color
image encryption algorithm based on chaos and bit plane exchange operation is designed. The
high bit planes of three color components for color plain image are reconstructed. The pseu-
do-random sequence generated by skew tent mapping is combined with generalized Arnold map
to scramble the bit plane. The information of the high bit planes of the three color components is
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evenly distributed to the low bit planes, which effectively reduces the correlation between the
high bit planes. The proposed algorithm uses the generalized Arnold map of real parameters to
generate chaotic sequences to diffuse the scrambled image to further enhance the security and
performance of the proposed image encryption algorithm. Experiments and security analysis
show that the proposed image encryption algorithm has high security and better encryption per-
formance to resist various attacks.
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Figure 1. The main frame of encryption algorithm
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Figure 2. Expansion-shrinkage strategy
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Figure 3. The encryption results
3. Lena EI{R AN ZELER

4.3. B ZEIDHT

R A AT E MR E G . BTSRRI SR S PR R T . N T A ek
Be, s SVERZN H e A A AR AR B, IR T 2" I, R UK SRS 55 %6
Wdio ARSCHIEEIIINGE )7 R4 T A% Key ={t,, 1,%,, v,,a,b,D} o« WIRSLHCTEREEE N 107, AT
PATHEAF B M B 25 0 100 x 4096, MRAE[ 111 AR, B 20 2'°, Sulbhn® 5vsa 2
g KIEBAS 0], WA RO 55 2 el 55 2 e -

4.4. BRI

— AN NS 2 G0 % B R BE ST EUE B A A AR BB . R U T I NPCR (R R BB
AUACI(GE—F- )78 A0 38 5 ) i3E 47 5 B VR4, NPCR A UACT F{R B P23 He 42 1 2248 NPCR = 99.6094%,
UACI = 33.4635%, Il 1L BEBR T, 1t B %85 SO 25 4H 1) A8 A0 R BBURK [ 12] . NPCR AT UACT 75 (1 1)~(12)

Fios e
S 0i (1,1,)
NPCR = x100% (11)
MxN
ol (i
UACI = {Z| ((8]) =L ])qxloO% (12)
MxN|& 255

Forl 1 R L S LT PNl 22 550 B 88 B xS FRUIR 3 PR o A8 S 36 b i oS PR AE s i A b N
B, ORI SME BT RN A =107 AT IR IR B B 43 0 R E +A B A AR, Syl
S IAZALH) NPCR 5 UACIHE, KRG UAZHFEME I 2 Jrox. W& 2 WA, Prigd kg
TR SRR A B AR R

DOI: 10.12677/jisp.2021.102010 94 1G5 (55 A3


https://doi.org/10.12677/jisp.2021.102010

RNV %

Table 2. The results of key sensitivity (%)
2. BIARMNER (%)

Au=10" NPCR UACI
to 99.62 33.45
H 99.62 33.46
Xo 99.36 33.52
Yo 99.33 33.40
a 99.36 33.57
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Figure 4. The histograms of R, G, B components for plain image and cipher image
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Table 3. The correlation coefficients of adjacent pixels
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Figure 5. (a)~(c) and (d)~(f) are the correlation analysis of the pixels in the horizontal, vertical and diagonal directions of the
three color channels of the plaintext and cipher-text
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S T PR A TR AL 1 5 4 R 6 BRI & SR . KRt S B =t B AL
HORMIEE 7~8 LR HIBEAT AL, 454 X Arnold WU SKHEAT S A4 J5 (AL I Z I A He B AL, K=
Py B T 45 S S BENR AT I, A R 95 1T ARG R BT > SR AR e . Bk
JSEFHSES ) X Arnold WS A G FF 41, 6 BRL EHREAT — R BRI i, R T TSR
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e HE
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