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Abstract

Effective anomaly detection of time series data is crucial for modern industrial applications.
However, due to the lack of anomaly labels, high data volatility, and unstable training, establishing
a system that can accurately detect anomalies is a challenging problem. Although deep learning
methods for anomaly detection have recently developed, only a few of them can address all of
these challenges. This article proposes CAE_AD, which is an unsupervised anomaly detection mod-
el based on convolutional autoencoder (CAE). In order to maximize the amplification of anomalies
and avoid missing them, the author introduced two-stage adversarial training. Meanwhile, in or-
der to improve training stability, the author introduced the reconstruction error from the first
stage as the input for the convolutional autoencoder in the second stage. The author compared
CAE_AD with advanced time series anomaly detection methods on multiple data sets. The experi-
mental results show that the model proposed in this article performs better than these compari-
son methods. On the SMAP dataset, compared to other models, the CAE_AD model has a 4% lead in
f1 and an 8% lead in Precision.
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Figure 1. CAE_AD model diagram
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Table 1. Dataset situation
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Figure 2. The effect of sliding window size on experimental performance
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Figure 3. The influence of encoder output channel number on experimental performance
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Figure 4. The effect of convolutional kernel size on experimental performance
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Figure 5. The effect of anomalous score parameters on experimental performance
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Table 2. Performance comparison of six models on SMAP, SWaT, and MSL datasets
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MAD_GAN 0.8077 0.9999 0.9885 0.8936 0.9866 0.6879 0.8433 0.8106 0.9548 0.9999 0.9763 0.9769

LSTM_NDT 0.7879 0.7326 0.8597 0.7834 0.9999 0.0109 0.5054 0.0215 0.7889 0.9999 0.8659 0.8821

DAGMM  0.8069 0.9999 0.9885 0.8931 0.9866 0.6879 0.8433 0.8106 0.9686 0.9999 0.9837  0.984

OmniAnomaly 0.8043 0.9999 0.9882 0.8915 0.9837 0.6698 0.8326 0.8032 0.9677 0.9999 0.9833 0.9836

USAD 0.8095 0.9999 0.9886 0.8947 0.9977 0.677 0.8384 0.8066 0.9686 0.9999 0.9837 0.984

CAE_AD  0.8884 0.9999 0.9939 0.9409 0.9739 0.6957 0.8464 0.8116 0.9752 0.9999 0.9872 0.9874

P2 VEQHUREA T AE A TP R BT I IR 41 5 A I g v B ) M B 45 SR  7E F1#E#% |, CAE_AD
BN RIAE =N ATFEHEEE BT xT 7%, JBIHAE SMAP #4545 |, CAE_AD #AIH) F1 2
94.09%, FEXT L 72 ROR B U (1) USAD #ERY(F1 2 89.47%) 2 T 4.6%. 7EA[HI% R il AUC XA
fabr b, CAE_AD fE=ANATFHHESE EFFEIUS 1 RIS TR 5 AN il gk, X
K P 4845 L, /£ SMAP F1 MSL ##5 4% - CAE_AD FBIA T HoAhoxt b 7575 78 SWaT 54 1, LSTM_AD
FIREHER P #575(99.99%), CAE_AD A&HiZ P & 97.39%.

4.5. JHRUSCIE

N THEIE CAE_AD BB AN 70 36 S A 45 R A 52, BT CAE_AD B i) =i A AZ 14,
LAt —P W] CAB. EEEIRZE . X HUPEUIZRAE R AR I ol 2 i) s 2R A

AR CAE_AD_I: X} CAE_AD #%, ¥ CAE BB HI K 17L&k, LATTE CAE
AR S AL 45 R R

H AR CAE_AD_2: HHXTT CAE_AD AL, JHRR 158 —Bre i s g R 22, A H 28 — B B it dan
t O1 1Eu%8 —Bir BN, DA 7 B iR ZE A0S e A I 45 SR X S

BN CAE_AD_3: FXT CAE_AD AL, MlkR 70 Hithillg, RO 55— Bor s g i 2 it
AT B RO HERE,  DABIE FEXS IR0 S At 45 SR 2

SRR RN 3 PR, fE SMAP #inf b = MHRIAL AR CAE_AD FIX HUSCR O
Table 3. Ablation Research: Performance comparison of CAE_AD and its ablation variants
3. JHRLSIIS: CAE_AD R HERIARIMREXTEL

o SMAP SWaT MSL
p r AUC F1 p r AUC F1 p r AUC F1
CAE_AD_1 0.8157 0.9999 0.9891 0.8985 0.9545 0.6848 0.8340 0.7975 0.9653 0.9999 0.9820 0.9823
CAE_AD_2 0.8433 0.9999 0.9910 0.9150 0.9718 0.6957 0.8463 0.8109 0.9735 0.9999 0.9864 0.9866
CAE_AD_3 0.8122 0.9999 0.9888 0.8963 0.9718 0.6957 0.8463 0.8109 0.9735 0.9999 0.9864 0.9866
CAE_AD  0.8884 0.9999 0.9939 0.9409 0.9739 0.6957 0.8464 0.8116 0.9752 0.9999 0.9872 0.9874

PATR 4518 UL SMAP Hida £ BRIy IR -
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LI

(1) Bt F1 F8ba1 5, 56 =4 CAE_AD 3 [IYERE TR, K% 4.5%, XRUSHHEIIZEXS T
SRS R AR e . R ERRERD, ML E W s, SREE ST R, Wit
PENZRAT ABOR B g 22, DAZRAR bk [ .

(2) UM =Nk CAE_AD 2, RIfHBRERERZES, F1 fEbRPERE TR 17 R 2.5%, XRHEHERE
RZE T LAR E R S I B E R . S — P B IR AE NS I BN, AT AR S A
WZRFasEtE,  DUR R P S SO A A (1 e /L

(3) M1k CAE_AD 1, HKt CAE H A B iR AR, F13BAR T IE T 4.24%, X%E
B A6 AR S A I 0 25 SR R E

M2, CAE_AD BLRY T i i) R 2 S B 2 I S5 21

5. ZHRiB

FEARIH, T I T 5 B gL 2 (CAE) G B i 8] 7 41 7 A 7772 CAE_AD. CAE_AD #i
RS P A AR [ G R A S X 0 N 5 ) B, e e G B S A 1 5 A e ST B L FH R S AR D
IESREAAR T (0 . CAE_AD HEASIE I B B Ll 2ok BOR 8 — M B AR 22, @k it ik
INISEE . MRAL, CAE_AD ALK S8 —Pi BE B AR 2 VE N8 B BN, A4 m s A 1 I A e
P, DR R S sh It S RO GAFRE R 8. TESCIRAT 5T, CAE_AD BEBIFE =AM AL EE4E B3R
AR RO TERE, AN TXF 7%, F1 35085158 T 4%, Precision 45E T 8%. CAE AD fAUATE m4E%L
I B A MBS AT TE I B R AR T — AN A .
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