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Abstract

Through studying the basic principle of key management service (KMS), this paper designs a sim-
ple KMS system which composed of server side and user side. The primary key is stored on the
server side, and the data key is encrypted by the primary key. Users only store the encrypted data
key, and when they need to use the data key to do data encryption, the KMS service will be called
to decrypt the encrypted data key. Finally, a simple key management service model is imple-
mented and tested.
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Figure 1. Analog key management service function module diagram
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Figure 2. Flow chart of KMS server generating master key KID method
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