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Abstract

The full lifecycle management of digital identity data is the foundation for building a trustworthy
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digital society. The destruction stage, as the final stage of the lifecycle, directly relates to personal
privacy protection, data security compliance, and enterprise risk management. However, the ap-
plicability of existing mainstream data security standards in digital identity scenarios still needs in-
depth discussion. This paper, based on the lifecycle theory framework, constructs a digital identity
data destruction model comprising six stages: creation, verification/use, update/management, rev-
ocation/deactivation, archiving, and destruction. The model clarifies the data status and destruc-
tion requirements at each stage, effectively addressing the security risks posed by “zombie accounts”
and providing specific guidance for personal privacy protection, data security compliance, and en-
terprise risk management. This paper employs a research method combining literature analysis
and comparative research. By systematically reviewing relevant domestic and international litera-
ture, it constructs a theoretical framework for digital identity data destruction strategies, explores
implementation paths at the institutional level, and finally proposes targeted improvement sugges-
tions and future research directions.
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Figure 1. Six-stage model of digital identity data lifecycle
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