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Abstract

Since the promulgation and implementation of the Data Security Law, data security has drawn in-
creasing attention. In open education settings, the governance of institutional data and the sharing
and open application of data involve a large volume of sensitive information, such as the personal
privacy of teachers and students; safeguarding such data bears directly on the operational stability
and long-term development of higher education institutions. At present, multiple factors—institu-
tional loopholes, technological shortcomings, and environmental risks—are interwoven and super-
imposed, and the threats confronting data security in higher education continue to intensify. The
widespread application of large models, cloud computing, and intelligent terminals has driven the
deep integration and high-frequency interaction of data, while the storage, sharing, and application
of big data have exposed problems such as data breaches and privacy leakage, posing potential risks
to the individual rights and interests of teachers and students, the operational security of institu-
tions, and even national information security. Drawing on the characteristics of open education data
and the real-world dilemmas of data security in universities, and grounded in data lifecycle theory,
this paper traces the sources of data security risks in higher education from the multiple dimen-
sions of institution, technology, and environment across the full process of online education data—
collection, transmission, storage, sharing, and destruction. It constructs an early-warning, monitor-
ing, and protection system for open education data security that spans the full data lifecycle and inte-
grates institutional and technical safeguards, thereby providing a practical reference for the gov-
ernance of open education data security.
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Figure 1. Online education data security protection system
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Figure 2. Privacy data microservice architecture
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Figure 3. API security monitoring and protection system
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