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Abstract

With the widespread use of internet-based social interactions, the types of user privacy disclosures
have become more diverse. However, users are simultaneously facing risks such as self-disclosure,
improper handling by app service providers, and cyber-attacks. Based on 303 online and offline ques-
tionnaires, the study reveals uneven user awareness of privacy protection, conservative perceptions
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of platform security, and high risks of data leakage. Contributing factors include lagging privacy pro-
tection legislation, the absence of multi-departmental coordination mechanisms, and ineffective self-
regulation by platforms. Proposed countermeasures involve improving collaborative governance
mechanisms, refining legal frameworks, enhancing corporate management and technological capa-
bilities, and strengthening public awareness, aiming to establish a robust ecosystem for online privacy
protection.
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