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Abstract

Cloud platform is an important carrier of cloud computing services, which is more open, virtua-
lized, highly integrated and complex in platform architecture. It is more vulnerable to various
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threats. Based on the analysis of cloud platform architecture and its service mode, this paper puts
forward a risk analysis model based on cloud platform information system and introduces
QPSO-BP model to analyze information system security risk. By analyzing the influence of various
risk factors on system risk, the sensitivity evaluation of cloud platform risk factors is obtained, the
risk prediction and management are realized. Simulation results show that this method can effec-
tively predict the risk of cloud platform information system. Compared with GA-BP and PSO-BP
neural network prediction methods, it has better network performance and prediction accuracy,
provides a scientific and effective theoretical method for risk management of cloud platform in-
formation system.
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(Quantum-behaved Particle Swarm Optimization, QPSQO).
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Figure 1. Quantum particle swarm optimization BP neural network model
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Figure 2. Quantum particle swarm optimization BP neural network algorithm flow
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Figure 3. Cloud platform information system security risk factor model
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Figure 4. Cloud platform information system security risk analysis process
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Table 1. Normalized sample data

L VA—UEEARRERE

X r r r Iy s re ry rg rg ro ri Iy HAEE 4
Xy 0.66 0.71 0.67 0.51 0.50 0.81 0.82 0.70 0.81 0.44 0.87 0.71 0.62
Xs 0.16 0.25 0.25 0.15 0.14 0.19 0.68 0.30 0.23 0.13 0.17 0.21 0.19
X3 0.49 0.69 0.56 0.61 0.75 0.83 0.76 0.32 0.77 0.71 0.51 0.75 0.53
X4 0.42 0.79 0.68 0.5 0.2 0.2 0.36 0.47 0.37 0.66 0.7 0.41 0.39
Xa0 0.2 0.63 0.65 0.75 0.44 0.9 0.26 0.32 0.4 0.7 0.56 0.3 0.43
Xy 037 0.36 0.77 0.54 0.50 0.20 0.30 0.34 0.46 0.32 0.20 0.54 0.32
Xp 023 032 0.62 0.30 0.40 0.39 0.60 0.48 0.20 0.32 0.20 0.20 0.29
. Best Validation Performance is 0.0016755 at epoch 4
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Figure 5. QPSO-BP performance curve
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Best Validation Performance is 0.023843 at epoch 41
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Figure 7. GA-BP performance curve
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Table 2. Network output risk error
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Table 3. Classification of cloud platform risk value levels
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Figure 9. Risk wave after risk factors change
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Table 4. Sensitivity analysis of various risk factors of cloud platform
4 REEENEERGRE S

DR PR 3R RS AT AE DR AL UK
10 0.7260 0.6217 0.0017

r
' -10 0.5940 0.6197 ~0.0004
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=

Continued
10 0.7810 0.6218 0.0018

.
? 10 0.6390 0.6181 ~0.0021
10 0.7370 0.6212 0.0011

I
’ 10 0.6030 0.6199 ~0.0002
10 0.5610 0.6217 0.0017

I
‘ 10 0.4590 0.6181 00021
10 0.5500 0.6213 0.0013

.
° 10 0.4500 0.6197 ~0.0004
10 0.8910 0.6227 0.0027

I
° 10 0.7290 0.6191 ~0.0010
10 0.9020 0.6231 0.0031

I
! 10 0.7380 0.6200 ~0.0001
10 0.7700 0.6215 0.0015

.
? 10 0.6300 0.6184 ~0.0018
10 0.8910 0.6296 0.0096

I
° 10 0.7290 0.6186 ~0.0016
10 0.4840 0.6211 0.0011

.
v 10 0.3960 0.6210 0.0009
10 0.9570 0.6260 0.0060

.
H ~10 0.7830 0.6114 ~0.0087
10 0.7810 0.6224 0.0024

I
. 10 0.6390 0.6194 ~0.0007
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