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Abstract

This article examines the resilience of supply chain networks in the face of disruptions and recon-
nections, with a focus on the network’s capacity to recover following disturbances. By simulating
attacks on key nodes within the supply chain network, the study highlights the influence of node
status on changes in network performance. Node importance is evaluated using metrics such as de-
gree centrality, and a BA scale-free network model is employed for simulation experiments to
model the process of node failure and recovery. The research indicates that the failure of nodes with
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higher degree rankings can result in irreversible impacts on the network’s connectivity post-recov-
ery, whereas the failure and recovery processes of other nodes have minimal effects on network
performance. Consequently, it is recommended that in actual enterprise supply chain networks,
nodes with higher degrees should be given priority for protection to mitigate the adverse effects of
network disruptions on operational efficiency.
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Figure 1. Network failure recovery process
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Figure 2. Change in the average maximum connected component
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Network Density Over Time
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Figure 3. Changes in average network density
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