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Abstract

With the rapid development of artificial intelligence technology, deep neural network models have
become important digital assets, making the protection of their copyright and secure transmission
critical issues. Although traditional model watermarking techniques and active protection schemes
can prevent model theft, they still face problems such as poor concealment and performance
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degradation. To address this, this paper proposes a two-stage model functionality hiding algorithm
based on a mask matrix, aiming to solve the problem of secure transmission of deep neural network
models over public channels. The proposed method enables lossless recovery of the model during
the decoding stage through a two-stage design. The algorithm generates a mask matrix to hide the
secret task while introducing a parameter statistical loss constraint to minimize the impact of the
mask matrix on the model’s parameter distribution, thus improving the concealment during trans-
mission. Experimental results show that the proposed method performs excellently across models
with different architectures, with an average KL divergence of 0.0044 before and after model en-
cryption, and the average accuracy of the recovered secret task reaches 93.08%. The proposed al-
gorithm provides an effective solution for the secure and concealed transmission of DNN models,
with broad application prospects.
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Figure 1. Overall framework diagram of the proposed method
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Table 1. Characteristics of the models in the experiment

1 SR A BB

LAY HBRZ ERE V| SR
Resnet-18 [14] 17 1 R BhIEER 11.69 M
VGG-16 [15] 13 3 4] 3 x 3. BFHES 138.0 M

Densenet-121 [16] 120 1 EER, JWEE 7.98M
Mobilenet-V2 [17] 52 1 FIBRZ . LI 350 M
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Table 2. Optimal test accuracies of four models on the two datasets

# 2. MMRBAERMEIRE LS ENERE

iR CIFAR10 Fashion-MNIST
Resnet-18 [14] 94.39% 93.69%
VGG-16 [15] 92.70% 92.25%
Densenet-121 [16] 93.43% 93.59%
Mobilenet-V2 [17] 93.29% 93.19%
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Table 3. Performance analysis of the proposed method

3. FEMMRES R

- Y PR PR AR
CIFAR10 Fashion-MNIST  CIFAR10  Fashion-MNIST  CIFAR10  Fashion-MNIST
Resnet-18 [14] 93.75% 93.40% 92.48% 1.53% 93.75% 93.40%
VGG-16 [15] 92.66% 92.33% 92.61% 6.53% 92.66% 92.33%
Densenet-121 [16] 93.58% 93.22% 92.46% 7.73% 93.58% 93.22%
Mobilenet-V2 [17] 93.33% 93.37% 91.22% 12.95% 93.33% 93.37%

3.2.2. BRSHMETL

TE AN R S RN BB AT 55 05, T DR e 5 AR AE 2 A3 T A A ) A e v U 381 e 5 B2 DG AL
IXARIL T $E T FR AT S IR Ra MotE Hn . ik, FR-ATTRA KL #U% (Kullback-Leibler divergence)fE N
WAERR, H T VR & A F, IR E A F, Z MM S8 m 2R . HEARWT:

KL(]?”?}):—éznymg]§‘+é;}§ng]§J (15)

SCRTIIWEFE[20] [21)52 s DIk R UFH & WX 4 A A B A0 2 S H 0 AR = 07204, DRI FRATT R 4t
THRHEXT S HO A TG, RS RARA(15):
o o) 1
KL(??”]}):Iog—%+~ii—é?ﬁ7——ilv—§ (16)

oy lop

KL HUZEN, R F, B F SE AT, R AT 50 B S BN SOE /. 3 4 &
IR T DR AN [ 25 M AL 1 BROBOR 24T 55 AT B U2 10 KL BB T3ME. SRiesh R, Fraimst T KL
U (B 35 TR FFPE AR /K (0.0002~0.0116) , X HIESE T AR SCHE H (1) 77 V2 7E BRBURA 5 T 25 I S B8 S 40000 A7
MIREMIIR N . X — R FBEEFTHFRATTIAMG IR, EA LR T SH AR

Table 4. KL divergence values of different models before and after hiding the secret task
= 4. PREBEERBRZISIEN KL BUEE
A Resnet-18 [14] VGG-16 [15] Densenet-121 [16] Mobilenet-V2 [17]
KL BUE1E 0.0056 0.0002 0.0003 0.0116
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Table 5. Robustness of the proposed method under key guessing attack and model fine-tuning attack
5. RUEFZAEBRBNNEMEERBRE R THERY

PR ol gk TR i Bk

£ ) ¥ W AR
i) e A Al BAE I B (10, 10%) (20, 20%)
CIFAR10 92.48% 35.92% 91.82% 91.09%
Resnet-18 [14] .

Fashion-MNIST ~ 1.53% 12.65% 24.27% 32.14%
VG616 [15] CIFAR10 92.61% 21.37% 88.29% 89.82%
Fashion-MNIST ~ 6.53% 16.11% 7.57% 10.16%
CIFAR10 92.46% 26.93% 93.35% 93.98%

D t-121 [16
ensenet-121 [16] Fashion-MNIST  7.73% 18.55% 27.27% 40.34%
CIFAR10 91.22% 34.25% 92.07% 91.01%

Mobilenet-V2 [17
71 Eashion-MNIST  12.95% 30.74% 30.47% 45.49%
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Figure 2. Robustness of the proposed method under model pruning attack
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Table 6. Effects of statistical losses on model parameter distribution

3 6. GIHRAMEBESH N HHIFMN

AT HRE BI{E FrifE % KL B FE{E (x107%)
N 1 0.0002 0.1299
BERR F, —
4 -0.0022 0.0515
o 1 0.0003 0.1392 2.1124
FEBMF (L)
4 -0.0024 0.0718 1.6612
o 1 -0.0008 0.1622 3.4995
REBRE (L)
4 -0.0016 0.0934 3.9889
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