Modeling and Simulation ZE#51{5#, 2025, 14(5), 246-258 Hans X0
Published Online May 2025 in Hans. https://www.hanspub.org/journal/mos
https://doi.org/10.12677/mo0s.2025.145390

i

CE-FedAvgls RintE 81 ST

o o 22 oR#ESS W oW

LEHE TR HAE R S TH RN LR, ki
2RI LM 2% A (] 2 sk, B

S Bilg R EI R S L AP ARG R S BB TR, L
LB A BRI, i

Weks H . 20254F4H 120 #HBEM: 20254F5H4H; KA HM: 202545 13H

H E

PIBRBL A BT BB R T SR BRI E I, BRI AU B B ek I 6 2 b BB B
FIF, WA EimpRs. AMBRRASTREAS . BREAR, SRNSEREESR. Bk
45 HAR BARIE T FRRAE R BRI BE A, ETRAEERERHNK. XEFR T RIS
> CE-Fed Avgik PR /A 88 71 . AR, B REAFBRE G Ltk, XCE-FedAvgit# T
T BFRE T B AR MW A BT, FFEMNISTAICIFAR-105{E&E L TLR. &
WEERRH: BMAURFELE S FHCE-FedAvgEHER, FUE. AEREHEIFRETE, RERLT
| AR R ST B — BUHSRAS B B & S B SRS, WA ROR BB 2 ) R B & i

Xiid
BRI, BEud, HABRERE, SRS

Research on the Resistance of
the CE-FedAvg Scheme to
Model Poisoning Attacks

Shuang Wang?!, Ya Liu'2, Fengyu Zhao3, Bo Qu*

1School of Optical-Electrical and Computer Engineering, University of Shanghai for Science and Technology,
Shanghai

2Hong Kong Lion Rock Cyberspace Security Laboratory, Hong Kong

3Department of Information and Intelligent Engineering, Shanghai Publishing and Printing College, Shanghai
*Institute of Cyberspace Technology, Hong Kong College of Technology, Hong Kong

Received: Apr. 12", 2025; accepted: May 4™, 2025; published: May 13, 2025

XEFIF: X, X, XiEE, #iE. CE-FedAvg 5 RIS B UL BT FU ). A1) K, 2025, 14(5): 246-258.
DOI: 10.12677/m0s.2025.145390


https://www.hanspub.org/journal/mos
https://doi.org/10.12677/mos.2025.145390
https://doi.org/10.12677/mos.2025.145390
https://www.hanspub.org/

FX &

Abstract

The widespread deployment of Internet of Things (I0T) devices has led to an explosive growth in
data volume. Federated learning (FL) not only enables collaborative utilization of decentralized
data from IoT devices but also enhances data security. However, in IoT environments with numer-
ous devices and limited resources, model training efficiency becomes a critical challenge. Although
quantization compression techniques reduce communication costs by lowering transmission pre-
cision, they may introduce risks of poisoning attacks. This paper investigates the resilience of the
quantized federated learning method CE-FedAvg against model poisoning attacks. Specifically, by
varying the proportion of malicious clients, CE-FedAvg is subjected to untargeted model poisoning
attacks, scaling attacks, distributed backdoor attacks, and a little is enough attack. Experiments con-
ducted on the MNIST and CIFAR-10 datasets demonstrate that model poisoning attacks significantly
degrade CE-FedAvg's performance metrics, including accuracy, F1 score, and recall. Finally, a de-
fense strategy leveraging the consistency of model updates to detect malicious clients is proposed,
which effectively identifies adversarial participants in federated learning.
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TR TR, P0BE M (Internet of Things, 10T)BE& ) 12 5B 5ok T 4 A e R e K. X
SR I SRR R B PR T o R BER,  H [RI AR R AN 2 A U TH S SR T R AT R PR . e
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TR D AR B,k B PR IR B 38 A5 AR 1 H 1T

CE-FedAvg [3]75 572 2020 A4 H & T- 0k R EE T 5 T 20 SRS IR % 2 7 %8 o 1205 S0t
BRSO T SR A, TR B A R AT P2, MORFE > T e Sdn =, K
ME B AR I St 2 A R A B, A R T THEBSIRROR, SRR T WAL T, TENEE N 25 5B 5
WL R PRI . SR CE-FedAvg 77 RAER SRR H RS, FRiE T 24V #[4] [5].
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PREERE I At oA 2R T A E B
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AR 7 A R R R s [ PR i 3 (ORI FE A 5k o ) B PR TR A, ol R R A R 3 RS K 5
TR IEH 2= STl fE . ST CE-FedAvg 75 R TR M EALIK IR ST AR SR THIZRACR . BEARIETE
FRATT T EZLER, e et e iS5 .

RICTRAET CE-FedAvg R4 L TT 5, IR AP HARGTIU MR 5B B I RE 0, JF 3R DA T B
ki CE-FedAvg 77 &2 AxtE . Bk, o 0@ id B0 A M RISEIRVEAYl, PRI T S A0 R4 T g
FINK 2 A ol BB AR LB = 2 P s, 78 MNIST #l CIFAR-10 %45 4E b, %) CE-
FedAvg 77 224 BT 0 HAR4R 8 B0« Aisstts A A UG 1 BGh A fce dode, BB 45 R SR
CE-FedAvg 7 RAEFEIHE . FLE. BRIEEFIEA N, UEH 1 CE-FedAvg 5 ALY 2 Pt b
Yok, MERERINESS, ToEABIIPIEILEREET e A G, e, T P R SR i %
FUm R AR, I AE 2 POE A hRic S TRINA — B0 % i o, Bt T AR AR Y SR i — Bk
SRR % 7 om B AL, B T CE-FedAvg J7 R4 IRE 1. A FE I E DTk f 4

1) WEAFRMEER A, T A ER R # B o e R 4 RS2 21 7 % CE-FedAvg 1ERE
(5, 457~ T CE-FedAvg J7 &I % 4RI -

2) Beit 7 — R PR SR — Sk P S 7 S B B AL, ARG T B A R A b
RPUREBAI B, H5R T CE-FedAvg J7 &% 4tk .

2. ExTHE
2.1 BUUESRNEBIES

PR, SRR AR O BB % ) RGBS 5 BRSO AR, &L m e, RIHFER
RIVNZRIZ O T B B RS 2 SITE 2 AR F (R Je , JHL A Q48 R 1 B A% a5 1 R ok 5 o
B, EWEGEARNEEEEREE. SITEA I E 2 2R AN I 2R (Quantization-Aware Training,
QAT) [12]#1¥)I1 455 &AL (Post-Training Quantization, PTQ) [13]F A&/ . QAT ZTEMAL YLK AAH BAE
TG RN AR, FR 0 AR AL AR TE VI Rt 7 v E B0 S ARORS B2 B R, AT R e A xt
RREALPERE M AT RE R . PTQ LR AR R HOR AT, & BT HRANIZR 58 UG 1 2 ALHE .
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Figure 1. Architecture diagram of the CE-FedAvg scheme
1. CE-FedAvg 75 REe#E
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CE-FedAvg 77 /2455 QAT Al PTQ L34 th i) — Mt B AL R Aa B 22 21 7 58, il 1 R
BT RE G T REUEARM AL Adam AT, SIN T B RUATEECRL R SEE . S R RE
TR B A LG KR A BB, RS B O 8 LT S B XA ITVELE A US4 EdE
RBFER, SRR AR SCE S, RE 7R R RS E EAER P . $R BRIk
WEERS Adam FEFEIE AR EEAT BEE, AR EIEVEREIORTIR T, FEIK 1@ A i HdE =,
S TR i R 5% A TR RIS R0 . CE-FedAvg J7 ZE I EAL SIS 55 KR 2% =T BB AN Rt A e JE 32
s MR T R B FE R R R AL T — DA Rg AR . HIE R B P B AN 4R A 1) 22
SPEAEERE, DSBS P i SR, BEE B S S B R AW e, R 7 I A
dTENEHTE K . B CE-FedAvg SUVAME B AL Ay TR DL €, (HIE Rt — D IRAWE T U 5 v 1 7
2 e VEAE R IE[14],  DUA BAREEE 2 7 i By, W ORIBOHS 27 S A8 AR IA R T AR E 1817

22. HEEBYE

FEBHE 5T, B2 5T LA S HORIC RG> 2 R MR Bl IR A
TR LHIEAT B, R i A 2 A AR R B SR AT R R, R R X e
RS LRSS SRS HETREAEERE NS H T &£ ARG, BAERK T
BT AN T FE PR 3 2 0™ B AROA o IR AP (S AR, AL S BUR AR IR H AR 55 _ERIVEREKIE TR,
AT REAERFE S R BGE A AU, AR AR PSR ety B A 2, MR MGk 20 0
HARFIA AArMidE. Jo A bnBGl B e mPERBRVERE, A H ARSI AE R E N T 45 HH K
P A R A

TE H bR A5 e Bk AT s 4 R A AR , A AR TG AT Ik ey A\ I, HETR R A4 AR B /K 1. A Fang
SR AOET XTI 22 2 T8 FARBGEHEROA B, e T HARSGl e (o — ML . A% ) o
b, g REVR R AT AR B iE, SRR R R, H KR R S A R R A A
SR Z R 22 S ik B okt . XA 22 7 R KA & ™ BT PR R U IO e, A B R Tk il =7 5] 2
B P AT RCREAE AT 3 S5O AR W T 3

AETR JR T B AR R I P — R, M E E R R B HIR R R S i AU A, AR5
FER PR T IS Ob IR N € (Al R 2%, IF 9 FL 0 BO G 2 PG W€ BB IR AR - 2 TR S B e i |
Bl B v A RO SO AE, AERE AT RO R T 40 R S5 AR AT, Mo o Hd AT
TBORARAE o ST TBORASE 458 S AR 2R S 7 e 55 45 HEAT 4 S R R SR, REMG ™ A SR smid, AT B
AR 5| T 42 R R w3 Bl 2 SR IR T T R

oA UE NBGE FRE A Fbrded, BB . BT 2oRom DBt iR &8 70 il B2 A R
1, ARJE BRI BIA R E R S i AR o RO A R S R R, X 5
BEFNmORMEEFEEREME. DERBAERESE, P iEr SR eE B g,
PSR AL IR 21 5 e s Al R 2 B TR NN, 28t G 2 P BB R I 45 2R o oA 205 118Gl i 38
oA RS R ARMEARRE R LA I BRI

R B PR M5 A TBOSCE A 7 S S AR BT, R e B e e SRR T S R Y S
S AEFRAHARNE, S 2T AR E I 28R E . X HRIEEURE
B, SRR, B AR GE AT 5 B B e 3R UL AR AN B o (R i . RIS IR 2 >
RGUEA AL, DR A ey, e T Ea R R s iR .

3. CE-FedAvg iR &I BHEHH Rigit
ARATERXT CE-FedAvg 77 &, Wit Pil B S a7 RHEWIE. ERFEH, £ MNIST A CIFAR-

DOI: 10.12677/mo0s.2025.145390 249 5 1 A


https://doi.org/10.12677/mos.2025.145390

EX A

10 Hdfade, DGR IR, BBAFIE K FEE R 257, AT el )y RAEARFIZ 5 R IR . LK
J7 SR B M . PREERE I BB U R Bt St e S R VP A (K SE B, A Lo R 2 P
ROFRE S i 2 YLV R RS, O SEE T IR I ARSI R L RS A DL K 4 R R (R
A, Axifif B CE-FedAvg J7 S AEHIRMIAR R L 2 Moo (O PR fE, o JE 800 M 55 A 2 SR I I S i S dfm
SEfit o

31 BiEE

HIRNAR I CE-FedAvg AL 2 ) 77 FAPUB A s Meh ke, A SCAE MNIST 587505
A CIFAR-10 BG4 REHRE R T — RAILE . BAEEWNT:

MNIST #5467 60000 7 Il 2k % A1 10000 kMR K, BMER/NR 28 x 28 153, IKEE TR,
FFR50 0~9 T 547

CIFAR-10 ¥R &N AL %, H 10 MAFEZEH], L 60000 7k 32 x 32 A EGHM, FKNE
6000 5k E1E, Tz B T BUR 4 AT 5050

KPR S AE BRI L UG ARFAE AN 7 2 M P AR, BB N SR IR IR (I =F W 2 R Bl S hs .

3.2. MRS SRR

TEALEE MNIST S8R, ASCRHA T —Fher St i 2 SR BETE o 122480 MR S0 1A e 1 R
BB RE RS T 557 U P OB E . SEURHESR IS, LB RIEER, el N R
A, BIanR A ST, IR AL ORRE RIS, A 2> 7 8 i, AR T 5 2t 5
MR, B, EEERET A FRHE R BT RS, KPR IR SRR 5 1 2R AT 925
T . G, FH R T AR M TINEE R, A HRAR S WGBS ZSH0HnE 1 s,
AN, BEE I 200 R, ESIFE AN 2% 1074

TR NG A4 CIFAR-10 B4R £R I, BT HAE 10 MAFEZEAN 32 x 32 BEEIER, XML
SOIREIRE THEEMER . Kk, ASCER T4 M) ResNet 428K, 1Z4ER T DAL RIS §E 1% 3]
3| CIFAR-10 %4 £ h & S UG A B AR AR RAIE 22 5, S HERR 1) MR 2 8920 TG I ORBR . Bt
Ah, BESSIFEN 1073, YA 200 K.

Table 1. Design of the CNN architecture for the global model on MNIST
& 1. MNIST E£ SR 8H) CNN Z249893% it

= NG
LN 28 x28x 1
HER = 3x3x30
k= 2x2
LRZE 3x3x5
k= 2x2
R 100
il 2 10

BASLISR BT % S A 25 T FL IR IGEAR, & a2 100, B 4 E
BN 0% 10%-. 20%. 30%. 50%, VAWIEEERE %/ im0 78 CE-FedAvg J7 PR #55
Bt 6e
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3.3.1. LRIE

7E MNIST il CIFAR-10 #i#5 4 I, %} CE-FedAvg #4177 H br# 8 Mot 4t A Us1]
ey A Mok DU AP By, Bods (0 BRI U0

(1) HoEmE&

SRR ARIETALFE MNIST T 53w B4/ CIFAR-10 B 0 2884 . X MNIST #uE4, R
BIH—4LFI[0, 1]IX [A]; T CIFAR-10 #i#la e, HEATRIGIG oA, WBENLEET . KPS, Dy x
ARSI ARTHEAZ (BE T

(2) MEsse

TR AT IR, W E B SIHES, BEEAFBENR b, AR P imdis %
BN 100, OSSR, H TR G R S AR R S

(3) MEALHILHL

IR R SCHTIR B Z8 508, o3 SRR ER X MNIST $df 42 11 5 AR 28 W0 2 % CIFAR-10 i 4k
ResNet 4%, % B IF VM S H

(4) EHEINZH B

BRI e R SR, PATAR Adam fifbilge, AR EMZEZER, BjE 0 E TR
(RE B K ZERE) SRABMBEEY S &N, SEHREHEN), H@Eid Golomb 4l E4ix= 515 FA&: Ik
2 AR K JE AR SR  E R A AR A, kAR A

(5) PR AT

RIRTUE TR, EH—FC B b B 5 Moy DA = AR A3 3 Mok (48t A US98
A EIT) .

(6) WHEILEZH

6 H bR YT DA TRV R N H bR, AR R E TS R, TR BSESH . —Fh H il
LU A RIS B TRE S, W R

1) 4t EBEAREE “0” AR HFRIREE, X0 5 4 SR AR 2R 0T RN fid 25 2% (0 UK A A\ 2 T
MRFRZE “07 , 4N SHORE N 1, DR Se Bt , 1 s Y SR e 5 A A 5 3 R

2) A8 FIREFEFRSE “0” MEN BARhr%s, B ORBUE Ja A 4% B 3 D0 R e SN
BATHN R K. GRS HRE N 1, BARSGE AT S, AR RN IR R T

3) MEMH: WEARE “0” VN EARIRZE, T FAEAUN R E MR AR E R T

(7) 45 FVrAh

IR %5 2 uimis AT R P A UL, AR A I &5 SR BRI 2 . KRR . H RN FLAH . R H
(1030 2 P o A SRR U KR R S i B CR AT R LG, 0 BT R AN RS R g o AL R M R R
Blo #F0F H AR R R B, IR T 2R (ASR), #IEHT ASR PGSR H AR B I AE

3.3.2. JHfHIERR

N T R VT A A AR 7 A2 BT M I (0 R DA A ML (0 R0, A SR 0 2 2 i A 0 A 4
JRy MR 5 5] SR AN SRR T B2 T AT PR PR AR -

(1) BEE G AR

1) AR s ZFRARARIL ARSI LA 25 ity 1R SR PR B R R RE T, THEE A RO (ERAR I I R 25
IRHCE + IEHIR D00 SRR S x 100%,  BUE R 2 MRS ML A A 2 i AR
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2) FEMER: LESIEAINGS R bR W e, BIRCA R s R g e SE BRI S
B, 8 (R 1R 5 P S B AR 5 sl R i I B ) < 100% 05545 i, R HE Al
YIRS N2 R R D R R 2 P S

3) HIEIE: S WS AL 0 8 s % A PERE J1, 1 SE PR SRR B A IR R SR A LA
B (LE A R0 1 20 R 2 P i 0 G T SR o /i B ) > 10006, 4 (] 6 ey R A Ao UL okt s PR R
J ¥ o

4)FLAE: ZZEkEHERMA B, M AKX F1=2x (FEER x HRIER)/RHESR + FRZF) R,
RE S AT PP A A A LEIPERE . FL B 1A I A e PR A e B, BUEVE R 72 0~1 2 JW), kil 1%
S DML AR 1 e -

(2) &RRALE SRR TR R

Bt DR (ASRY): e 11T H AR AR AL B BRI 0 B0 AE o £ SR80 o KRR S i A 2 1R N I AR N
ASR Fon 4z R 7 08 H FRARZE R fd A S RN TS A\ (T B8, B (R 20280 B PR bR (K i TR A
DR AR A A A RN 2 2) x 100%. BUIRHT ASR 2B 4 R LA s H An s 2 #5 2 Mty
I, PTG RE S A, AN S G & % 3 1 i HE R 1) H AR AR AE

4. SKEWERS5H

AR FAT 56 CE-FedAvg LB HE 5 oo 77 R SL 0 45 R TTFIRBEHINT « B JedR 700 =% P oty o Lot
Yah IR K, RIBEE G HIRTE, MNIST Al CIFAR-10 ¥ 8 i Bed s sh 28 Bk, HoRR B
FRIRINE ST Aokl 2, KEERR . BEIZ R FLEMR I, 255 BIRix S fs bR b e 2% - i
o EESE I R R, AECBGE AR G, oA RS TG MBI BRI . S, FET SR, FR
BT L-BFGS SLiEMIBE %, W TSR SR . AT B HORAR I R RS R g, DU I
H 2 5] rh A RS R HERA P S AR e

4.1, BEEP G LA RN R

£ MNIST Bl F, BRI FERGE 20 i o BRI R s it b, BT, BEAE B2 o o EAA
0%3Z AR TH 2 50%, 41X H AR AL Il ATty oA 20 T80y BLB frloie Moty AR e = 24 S B0 1
WA ) By, XV b W R P i R 0 I 2 0K T R ) ) AR, R 7 g o B
e, G AL A e DA AR 22 28 7 i AE A R S S AT D, A 2 AR 2 B e A RIBGE R E
AR TS AE 2 % 7 b o B A FR A L, IRV R O LB AT R U, AL A
Dy B AL, BN 7 i o O 10960, Kl #<ik 94.05%, T HAl = A A A
Ja 1B BRI AR AR, 2B i R BAT N8, SEONBRM W2 7 i o E 50%I, Al 54X
69.90%, 787> VRBL T AGHI ) PRI XERR FE 5 T H A AR ety 5 i T et O Tl SR AR A ks 3 AN BB A s
PIE SOt OB MR 1 2 BCE A TR I _ B AR, AR % b o B AR, P Al 2 22
iU GEAS ST

£ CIFAR-10 #dEARIEAE B AT X ARG 50 7 o o PR AR skl rh, BRI, EER
J i i LA 0% 22T 28 50%, o HARE RSty 4iiscstedy 70 A 20 11 B0 BL R et ARSI 5t S e
B ke WA AT, AT AL A 5 I o U BURL TN A A A vy, T RE R HLAE AR TR
SRR SRR A ARy HL 2 i e O I, Bilhn . 7 10938 &% 7 b o5 PRI, A6l 320 89.95%,
e T HAMBGER A A 2 T2 R TN & — B ARG, BT CIFAR-10 S N AR FHiE+
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B IR P IR R R SR TR R, AR ALK DU R SR U B R AE, BB
it ik 509, Kl AAY 64.95%, FEPUR AL R A JE H AR R T AN Mo (A AR T B AR A
8, “HBERNBEILE S B, (SR S % b B BT, AR D R R

MNIST-3% %% /2 3 5 LG F IR 22 CIFAR-10-%% 5% F* iy o Ho R IR U 2R
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3 i
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Figure 2. Influence of the proportion of malicious clients on detection rate
2. BWEE Pund L X RS20

Table 2. Table of data on the influence of the proportion of malicious clients on detection rate
2. BEE PRGN R MR HER

LGRS AR o E 76 H A Aty e oA e M8 e

0% 100% 100% 100% 100%
10% 92.47% 94.05% 88.98% 90.53%
MNIST 20% 87.96% 88.47% 84.95% 86.48%
30% 82.98% 84.50% 79.94% 81.45%
50% 72.98% 74.45% 69.90% 71.50%
0% 100% 100% 100% 100%
10% 87.98% 89.95% 84.98% 86.46%
CIFAR-10 20% 82.95% 84.47% 79.96% 81.47%
30% 77.98% 79.95% 74.99% 76.50%
50% 67.98% 69.90% 64.95% 66.45%

4.2, BEEPmG L HERNIIE

fE MNIST $E RS0 7o, S AN R R % 7 i o b & SR 3 3 Mok R R i R R kAT
T RGN LA TR, B SRR P i LN 0%12 51T 22 50%, TG H b AR 0 | 4 s
oA G IS R E B R 2R3 BRI 3 T B3 (] 3 15 3 FT7R). BLJG B AR R Bt e,
LT AR i 5 EL AN 10938 % 5000, HASHER i 88.23% R[4 % 66.07%, BFIRIE 22.16 N FH 40 24l
Hiy, AR 1B RS AESRAE R — B B 85.07% R & 65.04%. IXFiiFi e |t R, BaE s
Uiy A5 2 R AN B AR T G R Jy, SEIEIE SN K E T YRR TR R, R A AL
WREAT NRIHIMIRE S BAKIT S, 24 G LI 3000, K WKL &% 8Bl R H 7 1
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THZE 23.98%, FECR MR b AR PR G AR B E . EAERRE, REFA BRI TER
Poj i i o o LT AL, (AN R B SR AR B3 R SRS AE MNIST di4E BRI
JuNFEH, HAE 50%W% R &7 LR D REAR TR 68.05% MIRE R, 3% T HoAth ok 287

7E CIFAR-10 #4i4E I, FEUESR A T ka3 5 MNIST HA AU, (H 3 A K BB
o Bhn, 2R i i L A\ 109638 28 50%0, 4 i Sed RS E %6 M 85.03%F4% %5 65.07%, [iEiA 19.96
MED R, BEET MNIST #E4£ R 14.13 ME 7 fibflE. X—Z57 FEJET CIFAR-10 k41
TR H32x32 BEKBASHEEEWSEHMES KA ES, SEEFEUERNSHO AT R
GBI E. T RT, BEE i s 5 E SR AR50 ES IR PR A, (35S
ISR THRFIE 5 5 B T I8 SR 1 7 2236 N o EARER M2, EMFEEEE PG T, CIFAR-10
FIRSHE R AG 4K T MNIST (W1 50% 5 LLi, CIFAR-10 72 H br Bk i #E 2N 63.05%, ifii MNIST 4 66.07%),
KHE— D EMIE T 52 4 B0 P55 AW F8F 190 T 2 — o 00 v 95 A B v Mg 7 T S e A B ) S A
3 X HBURME S SRR T EEL .

MINIST-B2% % /2 3 o b F Bk e CIFAR-10-SG 2%/ 3y o FOF ORFAE R

120% 120%

100% 100%

80% \ 80%
## o

“60% & 60%
£ '

40% 40%

20% 20%

0% 0%
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Figure 3. Influence of the proportion of malicious clients on precision

B 3. BEE kG IR E R

Table 3. Table of data on the influence of the proportion of malicious clients on precision

3. BEEFI OIS ERZ M RIER

BIGEES AR P b o L Te H AR e ARt oA AR T Bt i B
0% 100% 100% 100% 100%
10% 88.23% 90.18% 85.07% 86.12%
MNIST 20% 82.15% 84.09% 80.03% 81.05%
30% 76.08% 78.05% 75.03% 76.02%
50% 66.07% 68.05% 65.04% 66.02%
0% 100% 100% 100% 100%
10% 83.05% 85.03% 80.07% 82.05%
CIFAR-10 20% 78.08% 80.05% 75.03% 81.01%
30% 73.05% 78.08% 70.05% 71.10%
50% 63.05% 65.07% 60.05% 61.12%
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4.3. BREFim G X8 RN

£ MNIST 4 £R (10 A [ Ze 5200, Bl E % SR i o LN 0%IZ 5187 28 50%, o H AR Bt |
R A U T DL ORI R B SR B T R R, s 4 AN 4 FoR. IR
RUSRE, A 76 5% % 7 i o5 LGN B0 A B R AR e . BN, 78 10%3% &% 7 o o5 LU, A 1R
X E] 96.15%. X 548 BGHTEARGHEZ 7 H R IUARIE R, 5 R 7E T HBEHRHEA R B, AL Reas
BONEE 5y MR B X SEREAE, T A TH R B St 12 B (B R . AR, A 3US 1T BE [e]
—HATHBARAKT, 7 50%:% &% 7 3 1 BLi AU 78.13%. X 2 A A% Mo 7 B AT IR B M batic e, %
BAT N HHEREE b, KL LA TS50 T A RS R R, FE0E RN St S S &
i B TR IR PR e o I A S 28 I e R Ak i ks 1 [l 20 AR A A RN EEL AR, e AT AT B AL A B 1
SRR ATL i) 7 4 T A BT 73 75 P o g D e SR T A AL Bk, AN IR 7 B TR 3 A R R A5 TR B

CIFAR-10 $E 45 7E 7 [m] R 77 [ 0 S B0 HY 5 MINIST Bd 4R ARLL I AR AL R . B S 2 5 0 s o7 EE A
0% FI| 50%, DU ek A 1 44 [A] RIS FR B AR o i S AR AR PR FR A R R O A BT 56, GnE 10%0%
B LU A 93.51%, X R BB AT MR Z SR E P L B —E R A, EHRANEEE
J s 7 LT RS . B, 50% (LI A [F1 3R R E 80.49%, £ MNIST B 1.18 AN F 4r . XAZERA
CIFAR-10 HE7 1) 2 9 £ &5 ¥ it s P38 4 TS L b o 407 30U 110 1 A R R RS AIG, E 50%% &
% P 7 EEISS O 75.34%, KT MNIST &AM R S EE R E R Z. X FEZZH T CIFAR-10 iR 4EA
SRR, %I (B T, A UML) S e 4 T R DT SEZ I R R R S . T H bR
R By AN T 1) 3 el SR A R S RIS B0, 78 52 2% IR 5080 B 858 v 25 RS DL ) 4 T R I i 2
Uiy >R T AL X A

MNIST-& &% ¥ o LRI [l CIFAR-10-3% R /7 3 o5 LB F (K7 IRl 3
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Figure 4. Influence of the proportion of malicious clients on recall rate
E 4 BEER PGB BRI

Table 4. Table of data on the influence of the proportion of malicious clients on recall rate

4 BEEPIRGHEX SRR MRS

itk R i o B 76 H AR A M ety Ae T oA e T80 B

0% 100% 100% 100% 100%
10% 94.47% 96.15% 91.58% 92.86%
MNIST 20% 91.05% 92.68% 88.47% 89.77%
30% 87.64% 89.24% 85.26% 86.58%
50% 80.08% 81.67% 78.13% 79.47%
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0% 100% 100% 100% 100%
10% 91.47% 93.51% 88.43% 90.20%
CIFAR-10 20% 88.28% 90.32% 85.25% 87.04%
30% 85.08% 87.10% 82.04% 83.86%
50% 78.57% 80.49% 75.34% 77.17%

4.4, BEEPIm&GEEX F1ERNTMT

7E MNIST FI CIFAR-10 4RI 5250 , F1AE AR 34 R B ORI R R AN 0] e . BEAAR R,
B % i o AN 0%I% D4+ 2 50%, TGit/2 MNIST if /& CIFAR-10 #Hi4E, X B i B
i R AR R T8 DL R B I FLE# 2P BB R RS, Wk 5 PR, X
LRGN BRI R B AAHIERL, 30 RGP un BCE r3s i, A UKL g £,
FHORSHEZ AN A 5] 20k AR N 4R AR KT, Emih A T FLAE.

Table 5. F1 score of the proportion of malicious clients
5. EBEEFmAGELH F1L{E

B ETE S MR S L 76 H AR A ety AT oA e Bt RS

0% 100% 100% 100% 100%
10% 91.17% 93.05% 88.22% 89.35%
MNIST 20% 86.28% 88.18% 84.08% 85.10%
30% 81.40% 83.39% 79.75% 80.96%
50% 72.37% 74.28% 70.89% 71.98%
0% 100% 100% 100% 100%
10% 87.14% 89.15% 84.07% 85.88%
CIFAR-10 20% 82.83% 84.91% 72.92% 83.78%
30% 78.59% 82.35% 75.70% 76.85%
50% 69.84% 72.07% 67.03% 68.25%

4.5. BEE PG L B IR

FEEEXT MNIST #1 CIFAR-10 #dE 45 (1 H AR B R B se 3 b, Mo LU 3 (ASR)E A% b,
BHM R T EE R S v R SRR . gk 6 TR SEIC IR TR, B R RE 7 G & EE AL 10%
HEFE % 50%, PR ASR ¥ RIUFE BN, BTG RE ) 2 RIEE . LAGETR S, 9], MNIST
BHEHEAE 50%: % & Lt ASR 1A% 36.91%, % 10% /7 EU ) 5.27%38 K36 7 %5 1fi CIFAR-10 ()[R S8 B
RIVHE AR, ASR M 12.38%3H14 2 55.21%, HMREIA 3.45 ffF. X —ILRIGIE 1% =& P ol 5 Bty
RO BRI AR M —— M0 AU LU 30% 0, H FAARS RS BIERAL A S = S, B
FEH 4 R A Y e SR

B R 72 5ok, MNIST 2882 1) 40 A 205 1 8o e 30 SESm X BR e P 7 50%0% 2% 1 v o
Uit ASR ik 31.25%, ZE B4 T 36.91%. X A& R N2 A 2R T 1 il R 2840 F A NS R 2% ) i
U 7 AL G 5 AL T CIFAR-10 M E B E 50%:% =% 7 i ASR ik 60.73%, & &1
MNIST (1] 42.67%, 35 A% UG b B R 38k BY S Bt T8 A Aot St SRR S 2 R
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Table 6. ASR of the proportion of malicious clients
F# 6. BEZFIHELLA ASR

iee BT O Uieien SRR I TG
10% 5.27% 3.89% 7.15%
20% 12.45% 9.74% 15.32%
MNIST
30% 23.68% 18.53% 27.44%
50% 36.91% 31.25% 42.67%
10% 12.38% 8.64% 15.29%
20% 24.73% 19.87% 28.46%
CIFAR-10
30% 37.79% 31.05% 42.25%
50% 55.21% 47.82% 60.73%
4.6. pafAFEE

BT RO BERT IR 27 5] B SR R I A SR AT, A RORE R R A i e R R AR, AR
SCRRH T — R AT B T . AR B, AR SSARAI ] Cauchy SMEE RIS & L-BFGS SVATIUN &
AN i AR SR DAt i B A SR ) — et . BT, G SR TN ST S SR < R RO
B3R, NEANE BB M. JR)A, 2 Gap Gt EANERITE, RYE AT BE 7 Bk
B e — FAST R S i, HRSS SR LA SR OF EORT R s SR AR, AT PRAEF AR 2 i REE AR
X2 A PR N HEAT IR 2 5], ORFE A R A ER PE AR E VR, SR RN 5 PR A ISORS T
(TACC) Pty 2] B (1 4 JR A, B 4 R A AR A I il Kbl 4R _E IR 70 SRR AR LE A5, B (IR 23 2R K01
FEACEDNAFEA B KL) x 100%, TACC i, RUIBADT A FIFEA) 73 2808 o, ZALPEREBLT .
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Figure 5. TACC of the different dataset
5. NE#EER TACC

5. &5i%

A SCEE XTI BR X RS T B A IR G 2 o A B 45 g ik o) S AR 9 o GBI BRI 5 SERR IR, 18
7~ | CE-FedAvg 75 SAETC HAR B 4l it /A 205 11 380T M EBeE T e e iasste, sk
SHEMSERE R — P OR T W fEE . Tk, AR 7 — RS TR — S s R
i for WAL, 30 Ik SO B O 22 SR RT BE 0B, A5 TR T B RGR A, 7E MNIST Al CIFAR-10 #¢
PEAE FIOUE T MR SRS A Rk . SR, M RTB A AT SRR AR S BE R G REAE B RS AL
il A LA SR B AV A O et e, BRI PE B R B A R MR g sk 5 g kR A, BT SR Bt
FINBIBAN RS AT BEHI 2 SERHPE TR SR RSP AT — DR RIS B IENATMAESE, 8 mA 7R ]
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