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Abstract

As the electricity market, carbon market, and green certificate market become increasingly inter-
connected, market participants in the power market are required to compete across these three
markets while also being concerned about the potential leakage of their private information through
the statistical outputs generated by the coupled markets. Such privacy breaches could significantly
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impact the future transactions of market participants and the perceptions of unauthorized observ-
ers. To address this challenge, this paper establishes a market equilibrium model under the coupled
electricity-carbon-certificate market framework and incorporates a Differential Privacy (DP)
framework to protect individual privacy while maintaining the utility of the data for social benefits.
In this regard, the paper proposes a novel differential privacy mechanism based on the exponential
mechanism, which ensures that the market outputs reveal almost no individual input data while
releasing a near-optimal solution. Furthermore, in the context of power market settlement, the
Vickrey-Clarke-Groves (VCG) mechanism design theory is introduced to deter generators from sub-
mitting maliciously false bids.
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Figure 1. Description of the market mechanism
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Table 1. Characteristics of producers
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3 350 0 0.0022 0.0070 0
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ai i Ci
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Figure 2. Probability of social welfare under different privacy parameters
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Table 3. The VCG payments of market participants
3. MAS5EH VCG 1 fF

A2 7= 3 SR () T 3 3 (On)
S RA T
1 2 3 4 5 6
0.1 —3230.6 —-3301.1 —-1842.2 2925.6 2399.6 2566.5
0.5 —3222.4 —3299.6 -1840.1 2922.3 2392 2563.3
1 —3226.8 -3292.1 —1838.6 2921.6 2385.1 2564.3
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Figure 3. The relationship between carbon emissions and renewable energy
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Figure 4. Carbon emissions distribution (¢ = 0.1)
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Figure 5. Carbon emissions distribution (¢ = 100)
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