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Abstract

The rapid growth and complexity of encrypted traffic pose new challenges to network traffic clas-
sification. Aiming at the problems of insufficient feature extraction ability and great demand for
labeled data in existing methods for encrypted traffic classification, this paper proposes a semi-
supervised encrypted traffic classification model CLGAN based on the Generative Adversarial Net-
work (GAN). By using a cascade structure of Convolutional Neural Network (CNN) and Long Short-
Term Memory network (LSTM) in the discriminator of the GAN network, the model can effectively
combine the spatial feature extraction ability of the CNN and the temporal feature capture ability
of the LSTM, thus improving the classification performance. Comparative experiments are con-
ducted on the public datasets ISCX2012 VPN-nonVPN and USTC-TFC2016, comparing with the
semi-supervised learning model DCGAN, the semi-supervised learning model based on Autoen-
coder (AE), and the supervised learning model CNN-LSTM. The experimental results show that
CLGAN exhibits stronger feature extraction and generalization capabilities in scenarios where la-
beled data is scarce. When the number of labeled samples is 2000, the classification accuracy of
CLGAN is approximately 3% higher than that of the CNN-LSTM model; compared with the DCGAN
model, the classification accuracy of the CLGAN model is approximately 4% higher under different
numbers of labeled data.
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Figure 1. The network architecture of CLGAN
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Figure 2. Discriminator D architecture in CLGAN
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Figure 3. Generator G architecture in CLGAN
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Figure 5. Confusion matrix of the CLGAN classification
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Table 2. Classification accuracy on ISCX VPN-nonVPN dataset
3% 2. £ ISCX VPN-nonVPN #i#ESE FR 9 SRR

Labeled Unlabeled Accuracy Precision Recall F1-score
1000 4000 97.8 97.5 97.8 97.5
CLGAN 1000 6000 98.0 98.2 98.4 97.9
1000 8000 98.1 98.1 98.4 98.1
1000 4000 96.2 96.3 96.2 96.1
AE 1000 6000 96.5 96.2 96.4 96.4
1000 8000 97.2 97.1 97.1 97.2

Table 3. Classification accuracy on USTC-TFC2016 dataset
2 3. f£ USTC-TFC2016 #iimss LAY SO ERRM

Labeled Unlabeled Accuracy Precision Recall F1-score
100 4000 89.3 89.4 89.4 89.3
100 8000 93.5 93.6 93.5 93.5
100 12000 94.9 94.9 94.9 94.8
CLGAN
1000 4000 98.0 98.3 98.1 98.5
1000 8000 98.1 98.1 98.3 98.2
1000 12000 98.6 98.6 98.6 98.7
100 4000 83.2 83.7 83.7 83.9
100 8000 90.3 90.1 90.3 90.2
100 12000 93.0 93.0 93.1 92.9
AE 1000 4000 97.1 97.2 97.2 97.3
1000 8000 98.0 97.2 97.2 97.2
1000 12000 98.4 98.4 98.4 98.4

3.3. EEEE Ixteste
ASCHEEL R W E S SI A A y CNN A LSTM HIZHA M, 1E I1ISCX VPN-nonVPN #iE£E /1 USTC-
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Table 4. Classification accuracy on ISCX VPN-nonVPN dataset
% 4. £ ISCX VPN-nonVPN #i#ESE R SRR

Labeled Accuracy Precision Recall F1-score
1000 88.5 88.8 88.4 88.6
2000 89.8 89.9 89.8 89.7
CNN-LSTM
3000 92.7 92.4 92.6 92.5
4000 93.6 93.7 93.6 93.6
1000 92.3 92.33 92.16 92.1
2000 92.8 93.56 92.82 92.9
CLGAN
3000 93.0 94.6 93.0 93.2
4000 94.1 93.8 93.1 93.1
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Table 5. Classification accuracy on USTC-TFC2016 dataset
F2 5. £ USTC-TFC2016 ¥iimse LAY o> SOERR

Labeled Accuracy Precision Recall F1-score
1000 95.6 94.8 94.7 94.6
2000 96.7 95.9 95.8 95.7
CNN-LSTM
3000 96.8 96.3 96.9 96.8
4000 98.3 97.8 97.6 97.6
1000 98.2 98.1 98.1 96.0
2000 98.5 98.2 98.8 97.9
CLGAN
3000 98.8 98.8 98.9 98.2
4000 98.9 98.9 99.1 99.1
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