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Abstract

According to a Northeast Group report, electricity theft causes up to USD 96 billion in annual global
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economic losses, severely compromising power security in both developed and developing nations.
To mitigate these losses, enhancing the security and efficiency of user-side power-consumption anom-
aly detection is imperative. This study extends the conventional anomaly-detection framework by in-
tegrating a hybrid encryption scheme based on AES and RSA, combined with SHA-256 hashing and
digital-signature techniques, to ensure data confidentiality, integrity verification, and authentication
during transmission. In the anomaly-detection phase, the research first employs grid search to opti-
mize hyperparameters for XGBoost and LightGBM models. The authors then fuse the optimized mod-
els via a dynamic weighting mechanism where weights are adaptively adjusted based on each
model’s AUC and prediction diversity, thereby improving the ensemble’s generalization capabil-
ity. Experimental evaluation on a publicly available State Grid dataset demonstrates that the pro-
posed hybrid model achieves an AUC of 82.03%, an accuracy of 91.53%, and a G-mean of 54.99%.
Generalization tests on four KEEL benchmark datasets confirm the method’s robust anomaly de-
tection capability.
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PUE R 7V P S el S Rr il DR T RIS ER AR 3 B F T B 1 i B R i A R A
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Figure 1. Abnormal electricity consumption detection framework
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2.1. AES + RSA R ENELE SHA-256 MBI FHE &N BIREHIRFA RIFER

BEX R0 5 B B A 2 AR R R, ASCRIHT RSN T3 T AES + RSA RS INE I B AL O/
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Mt fL i 2 etk . SEBEPEAN B0 S SR 9 )

2.1.1. AES + RSA SR & ME

I Ik S By NSRRI RAE X BRI o PRI H WL A HE: DES. 3DES 1 AES, JEXIAR N
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Figure 2. AES + RSA hybrid encryption process
B 2. AES + RSA R & MES1E

2.1.2. SHA-256

YHI ARG A SR R B Ay N e A SR AR I B e A B, o, A A5 B AL FE MDS. SHA-1,
SHA-2.SHA-3.BLAKE % 41| .RIPEMD Z 41| fll Whirlpool %5 ; 4 il % 5 75 52045 CRC £ 1. MurmurHash.
CityHash #1 SipHash 5. BN 0575 55 £ 2 TH0R 5E B RUE S 7284 % 50, EHR24M, ik
I e A BE E A TR AR A RS s, WE TS A, ARUEZ .

T ARSI 5o 50, HBARERY LBURE R, B 5784456 SIS E,
B R B R T S . (Rl AR PR R . 2 AR A B B S5 B R 1Y) SHA-256 N5 e A S ik

SHA-256 115 W& A5 24 LR 0 4 N B EAT PR AN B B O AL B FROAC BN B AR ML
BN 3 from. TAbFRKE R NTH SRS AR RNESE M, Je AT R MRG0 2, R AT
SIEFE, PRI Z G R E A FIAZAS 51261t B, 128 M(0), M(1), ..., M(N — 1), &AEaft—2850
916 A 32bit F, 1N WO, W1, .., W15, TEMEIFFE, SVt is4{E Ho, Hl, ..., H7, X5
A 512bit Bt MOBHATHEY B, # 16 1 32bit # W0, W1, ..., WI5 T BN 64 4> 32bit 7 W0, WI, ...,
w63, ¥ AR N:
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Figure 3. Operational principle of SHA-256
B 3. SHA-256 {EFH 32
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Figure 4. Digital signature process
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2.2. HALEY XGBoost HEEY

XGBoost & T RIS, HILIEZ BN e S s /MU AT i, oo BARE Tl id ik
ARAER S T SR AR A T PR RE . L B A R B R R B S IE WAL IR S R, 3

L:Z?:ll(yi,yi’)+Z;le(fl) )

Fortt, 1y, 0! ) RO RTINS S MENBREI, o(7;) RIEMAT, iR 5 A AT 2058,
LA
AR AR, SRR — M 2 R IFIEITH R BB, T SO M R DS 1 . L
i, AUHAERNRER S SO ARR, T B 554 2 A 2 T B 7 %, TR B 0
WA R AT
v =y +nf(x) 3)

Horb, R RIERP T, 2% 1%, T RO AR TR, f () 25 ik
A5 R R8T DR SR AR, AT

EFRESERAS T 0] B, A SCHE XGBoost VN FE AR E LS, 8 TR 4 IR ABUE o BRI KR
#, AXWF:

L=37 ol vy )+ 2,0(1) )
Ho, o 5 I MEARIRE, Y Q(f) NIEMIH, HHBAE .

N TR EAR R R, BB B, RHMBERS k ST XIS &k, &
R KR B (max_depth). IR SEH E i (n_estimators) F12% 3] Z(learning_rate)Z5 S EE S ¥, T AUC-
ROC HiZR/E A B TEbr, S ZHIERMIE, e RS S, REBEAAENRE LRz
PSS,

2.3. ti4LBY LightGBM 1&E!

LightGBM %t THAFEHE AHELL, RH S E T EE LS Leaf-wise &K HHE, FEFEF BRI ZRE FE
7 o SHE T FROARS B2 o JFE A R B R b 3 2 ek 8 5 IR A 3k [ A i, A3l R
L:Z?:1@°l(yi’yil_l)+Z::10(fk) ®)
St 1,0 FFBKERL a(r,) FRENAT, £, FRE £ BRI
FINEET B 7 B PRHIE B B 7 1R LightGBM, W& SRR IE AL N B BB 7 B X ], KR B 2
R REIRE . AN, HRH Leaf-wise S A K HE0E, AEICGEAC G 28 S K 1715 sUdkAT 0 2, T
e St Level-wise 1)z 777 20, AT S B PR (9 USC SI0RR B2 5 T vy RO 2R e o 98 20 B 3 Tt 0 £ 2 Xl
T
yit = y,'Fl +77f; (x,') (6)
Horb, pTRE - VRIOTONE,  f (x,) 25 ¢ B PSRRI A X, (1 TR -
BEXTRAATAT 0 3, AT [FEFEHAE LightGBM HH A L AEAKLE ML, @i i 4 B R AR o =
ks, ~Xar:
L= Zj:lwi.l(yiayftil)+ZkK=1Q(fk) (7

FERESHORIMT B SRS XGBoost AR [A] (I RAR 2 AN K 3758 IR AR 45 5 (R 5k, i AL pb it
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T AEAE (num_leaves). i KBRS (max_depth) FIHR A £ & (n_estimators) S5 XS 4. BLAbh, BEAGIAN
R P (early _stopping)shZSFEHINZREE IR, Bt LA FH 2 THNGACR
24. ZIRBME

B — AR AR T BN SR /N s AR [17]0 24N S 28 A UG A, EORUE RN AL 14 B A il
b, BB D] PR TR0 2 SRR, BT R @A RSO R, B Tt SR . A SR T MR ) AUC
FabR AT 2 S PE M Y XGBoost F1 LightGBM HI SR R Fl A 3. BIGIEERAEAZCN N, MRS
KM, B ARG T2 A -

P(j) =0y '[;(gjg +wlgb 'Bg)aj =12, \M ®)
S AR AR T 22 S 1 5
1 & i
P o)

i=1
o, D oAz R, PU) 9 XGBoost Xt i MRIEREA MBI, BY) H LightGBM X4 i ANGAIE
FEA I TR =R
XGBoost fll LightGBM £ H 1A # & 40e L T =
(1-a):AUC,,+a-D

O, (1-a)(AUC,,+ AUC,, ) +2a+D 10

(1-a)-AUC,,+a-D
(1-a)(AUC,,,+AUC,, )+ 2a:D

an

a)]g b=
xgb

Hr, Auc,, ¥ XGBoost f£45IESE £ AUC fH, AUC
AT AR B, R T 2 S A B

Ha=0r, BEFEKGT AUC 1557

o =10, BEIRT 2 RE;

H0<a <1y, BEHEMAEARIERE, W% R R M R 2 5 .
3. SKOE
3.1. BRI

AIEIS AES+RSA IRA N BILLE A SHA-256 BT 4, MRS EmBEA R < a0 . H
AR

a) AEXTFRINE 26 FH RSA-2048 ik, % 65537 I E OAEP MR T E, HAmaA B 5HnE
FRBR SR SHA-256 SE3l: R, BEXPXIFRING )=, i€ AES-256 fENIZ0 5%, KH CFB A
& 128 MR (V) Bfa, FE HuE s Ok BT, BFE R 54 F9) [TV (16 F
FT) IRSA MK AES Z8H(256 F717) ||AES % 3| SCHE A5 (32 F271)||35 44 (256 F711);

b) A2p RSA % HX) private key < rsa.generate private key (public_exponent = 65537, key size =
2048), FH A% public key <~ private_key.public_key )48 X.509 b+, K AHARGKIET, M
HAEEAE HSM;

¢) W os.urandom (32)2E K 32 F AT EBENLEE N AES-256 ZH, AR 16 775 IV A&, [
SCEK RS IO TR (SB)FIBE AL (16B);

4 LightGBM fE41E4E EI) AUCHH, o N

Igb

DOI: 10.12677/mo0s.2025.147523 146 jé

m

5


https://doi.org/10.12677/mos.2025.147523

N BT

d) X HH I SC plaintext ] SHA-256 13 2[5 K S 2 data_hash; FHE ] AT FABHSE 44 25 BREK
¥R 4 signature < Sign SK(H);

e) 1 H AES-256 Z4HA IV X BHSCHAT CFB BAINE, ARk ciphertext; i FH4Z T A 4HiE I RSA-
OAEP %% AES %%, il encrypted_key;

) AT HE T B (WA S . 1V, encrypted key. ciphertext. data_hash. signature); P KIX5E
BHARAL, ARG A B AES A TV,

g) fRFTHEA B, RIFBAKEAAR S, 25 75 Wil EROIF 2 L RAR, 45 1EF, MRV,
encrypted key. ciphertext. data_hash fl signature 7E%;

h) AR Z encrypted key 3KHU AES % 4H, ¥ OAEP ALY IO SE B A ik s f# ] AES 2545 A1
IV X} ciphertext #1447 CFB X ff 2, 05 AR A ST,  Horb A0 2 i [a) SR Bl LA

1) WHEE SISO SHA-256 MaAi{E H', S54E%i0) data_hash A& LLxFs i HRIE T AHIHIE
signature & 77 4 data_hash I R4, #AE— R0 SR MONMRAE To 28803 4 T B R 22 18 % 8

j) R BSOS B (R BRI BEA LR, R4 B E FAE R B AR A A 2 A R A % O 1 B SO

SR
3.2. BURTALIE

AR SCAT 5 FR I AR SR VR T B X M (SGCO) A A I B S 8t . AR5 1035 R(2014 4F 1 A 1
H~2016 4= 10 H 31 H)PN 42372 {7 7 10 A FE 508

KR 22588 Windows10 VAR, B84+ K Intel(R) Xeon(R) CPU E5-2670 v3 @ 2.30GHz/2.30 GHz(2
ANEFRES), 12T NAEAN 128GB, SE¥:¥A55°4 PyCharm Community Edition 2020.1.3, Python A A 3.6.15,
scikit-learn x4 N 0.24.2.

P T B LR PR H I MR S S B o), e T SR H ) B A 2 R R K B S I D
FEARSCH, W ERRAE, R A A (A 1) 7 VA T AL P

A HHE x, B, JF TS AHARIME x A x SR B, U FH AT S AR A P 3(E EAT
il AXuF:

f(x[): Xi1 ;xﬂl (12)

Reft, L FORH PR E TR AR, x, FoR P | R
R x, RO, (M, BUR— /M, R, BN O, B £ (x)=0:
£ x, DR, WA SR FAG, B /() =, -
xR R, R “20 BN BATIEE, ART

f(x,-) _ {zvg(x)+2 ostd(x),ﬁD%x,. > avg(x)+ 2estd (x)} (13)
R, avg (x) x BT, std (x) & x (BRI,
e, A HREAREAT A, AXWE:
()= x, —min (x) 14

max (x)—min (x)

R min () B M, max (x) M IR
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3.3. HlERR

EAR SRS, 42372 S H P HE 3615 A PGB, SIS P AN 8.53%,
RRIES P 58 B P AT 1172 HILAT R, IEEAEAS FE FEAR R g™ s ey, Vr 2 i
AR 1) T S TR A A IR A 28, T X PR 1T 8- BB 2R AE 1R 1) e 5 A7 0L I S UL F) R A 6 (False
Positive Rate) flIJfifi %5 (False Negative Rate). fEIXFEHL T, AR 1) B AR AE R 2 (Accuracy) AT e =ik 99%,
EEARNBAEFI G AT . Ak, A AUC 1E N EESHF bR, &0 DURBEA FSME T IEFAT A
AT N R IILEARET, Accuracy Al G-mean {E V%M 7E48FR. G-mean (JUF[IME)AEN BN L3k T
ANSPATHCRE PR B0 TE R R 1 7 SR

AR, TSR, R VR VE R B R — P HIWT B A B T SE I . 2 1 B BOTR IR FE R R DAES B
TR 2 R IR P R FUH P IR I X S B BT A T VP A A 1) 43 2 R 0 AAE SRR S
I RCR

Table 1. Confusion matrix

F 1. REREM

SEZRVE ) 60 1E % K60 23 HELF
SEPRIEHE TN (E 1) FP (fi1IEH1)
SEBRET HL A FN (i 51 TP (H iEf)

3.4. SEWERIHT

Ravid Fl Amitai [18]2&T 11 MIRENLIGK M, EREEII 5 L, XGBoost fEXHH S - 1PERE
TR EAN TR IR (40 TabNet. NODE. DNF-Net £1 1D-CNN). 783 J5 R, Fr&Eods (a4 > pr
FH 6 E 8008 R AR 3 B = s 1A el R R b, B R B EivE S P, X S 8URIUR SRR IE AR 1)
CNN S5PR JBE 27 SR e DU 32 A RICREAE, 110 2% TR Y (1) XGBoost 5 LightGBM AMY GEA R E# A28
RURRAE, JOHUHE T CNN W R AE TREFIMH, R T AR R R A fE

R, IR FEA SO R AR, K5 A SO A XGBoost-LightGBM 5 Wide & Deep CNN. WGAN
A XGBoost FIHA LightGBM A EATXT L, #EHL AUC 1B N EZVPRIbRdE, S0 Es il 5 fos.

0.84 +
052 0.8203
0.8108
o 0.8023 0.8043
3 0.80
0.7922
0.78 +
0.76
T T T T T
Wide&Deep CNN WGAN XGBoost LightGBM XGBoost-LightGBM
Model

Figure 5. AUC performance comparison of model
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SRR, AU XGBoost-LightGBM ] AUC {H# Wide & Deep CNN. WGAN. H.4~ XGBoost
A LightGBM 4351427 T 2.81%- 1.8%+ 1.6%- 0.95%. H LI IE , F& T /) XGBoost #5174 5 LightGBM
RRRLTE L ) SRS 0 S A D 7 Th B A — 8 A3

M, A SO AR 5 (E B0 XGBoost H.™ LightGBM 17 5 XGBoost-LightGBM [l & 1 74
ML b, #EHL Accuracy Fil G-mean {E N #h 78 6 b R G0 UE A8 AR A 5 BAANBEAY 2 B ()RR, IR iR G
FEREHE— D WS R T SEPE . SRR (KRB HE R I 6 B o

Table 2. Complete set of model metrics

2. REVE BN

A AUC Accuracy G-mean
XGBoost 0.8043 0.9136 0.5237
LightGBM 0.8108 0.9235 0.4300
XGBoost-LightGBM 0.8203 0.9153 0.5499

K 6 JEon T H4 XGBoost. HA™ LightGBM #i! 5 XGBoost-LightGBM il & 15 8 (1TRIEH M, 456
% 2 BT, TLLE RS XGBoost S AUC 4 0.8043, HERiRIAE] 0.9136, 1H TP MUK 106,
FP MK 95, HAGHIRAUA 0.2812, A 0.0246. K2 T, LightGBM FAIELHIEL, AUC A
0.8108, WERAIZIRTEE 0.9235, 4RI TP MECA 70, FP MECH 17, HEHZRIEAL, 104 0.1856, 152k
R 0.0044 . 111 Bl A AR LT 254 it J1HERR AUC LA %] 0.8203, G-mean #4715 %] T 0.5499, 1% T XGBoost
F1 LightGBM 43 Al i 38Tt T 2.62%F1 11.99%, [FEF TP MNECH 159, FP ANECH 194, & H K &k 0.4215,
FHE T XGBoost A1 LightGBM 73 B4 T+ 17 23.58%1 14.04%. X —45 K0, ZAAERKIERE AR
RERS, JCHAETNDHERFEANRE S F.
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Figure 6. (a). XGBoost confusion matrix; (b). LightGBM confusion matrix;
(c). XGBoost-LightGBM hybrid model confusion matrix

[& 6. (a). XGBoost ;EiEXEE; (b). LightGBM JREXEFE; (c). XGBoost-
LightGBM R & 1R EUE BB
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EC ] e A L RS M) AL RS I PEREZE 7, K ARG 75 DUT JUR R HET IR T 0 LG, Seia4h
Wi 7 for

a). fixed 0.5/0.5: [ 5@ 2R A&

b). XGB only: {{H XGBoost #& %!

c). LGB only: ¥ LightGBM &7
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Figure 7. Performance comparison of ablation experiments

B 7. JHRASCIR M RERTEL

NHE— LW B IR T 8 R E o XTRRE BRI, RAE & € [0, 1X[E LA 0.1 JAla [
A, IFCF R AUC 2558, 45 5R i 8 fi.

DOI: 10.12677/mo0s.2025.147523 150 jé

[

S


https://doi.org/10.12677/mos.2025.147523

N BT

0.820 — o '\\
0.818 o AN
/ n
N\
\
/ N\
O / \
S 08161 . -
=
0.814 / L
/
u \V\
0.812 \
. . ; . r .
0.0 02 0.4 0.6 0.8 1.0
o

Figure 8. Performance comparison under different balancing coefficients
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HRCTHE R R PR REAE PRI RN, REA ORI PRS2 (] A T 22 5 A SRz AL BE o AN, A o HROIR
TSR], 2 o BN, BCEE R AUC YERES A, BRENS R 4 oK, ZRMETESH
AR, R TN SRR A AU . R, S ERTT o BTEPEREAR E RS B 2 [ AR A
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Table 3. Main features of the public dataset
=3 ATFHIEEEEE

Hn sk FEARBUE FHESCE DHERREAE EZICSE N R RS
tic-tac-toe 958 9 332 626 1.89
pima 768 8 268 500 1.87
spambase 4597 57 1812 2785 1.54
wdbc 569 30 212 357 1.68

Table 4. Performance on the public dataset

4. ATEURS RE

GRS AUC Accuracy G-mean
tic-tac-toe 0.9131 0.8526 0.7303
pima 0.8792 0.8182 0.7781
spambase 0.9750 0.9457 0.9412
wdbce 0.9985 0.9649 0.9579

W LRBAREBNA S BT 5280, R 4 RO, A SCHRTE L AR RS LRI
FRHA . Hd, EEXEAF R R tic-tac-toe UHRAE, BN G-mean [HIAF] T 0.7303, AUC {HIEH| T
0.9131, Accuracy {HiAF] 0.8526, 1XKHIBAIT DECRFEARS S W72 H8E; A THAERZ H
AP HT ALY spambase £ 5, AUC. G-mean Fl Accuracy [H#HRTFE T 0.9750. 0.9412. 0.9457, iX#
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6. &t

N T RS HURI DL B B A i AR B AL R Bk, A SRR G W RN AE AL AT T AL
Ho, AL G R E R IAELS Basin T B A g i 2 25T RSA + AES IR & I BRAMVRY, JH4E
SHA-256 WG FE AT 2R 78 B Rl B AL 2534875, #%E XGBoost 5 LightGBM AU
A&, FHFSHMA G XGBoost 5 LightGBM HEAISZI L AUC 5 Tl 22 5 1 A sh 240 5 i 4
PR (1) & ROk

IR E K AR AR SRR s AR, AR MRS EEAYE AUC. M1 G-mean 55 CHEFE AR
AR TR 2 IR R AR G — LA 2 IR, A AUC {HIA 82.03%, #ERI®N 91.53%, G-
mean 164 54.99%. )5, HAHEMAT 4 A KEEL R4 FHATZ AvERIR, 45 8 L 0HZR8R A
HRZMRS, EAPHEEIESE For DU I I D BORE AR, 48T s sl e 77, JE Ao %
GIRIEIR AL T AT SRR SRR, R R AR R 7T

AR — 2D E 0] B R B T 2 DGR AT BT ORI 9T, DAk — B4R 57 sk U ARG 2

E&WE

T A R R B BT E (2024BGLO01).
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