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Abstract

Lightweight block cipher is an encryption algorithm designed for environments with limited com-
puting resources. It has the advantages of low computational cost, less storage space occupation,
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and low energy consumption, and is widely used in application scenarios such as embedded sys-
tems, smart cards, and the Internet of Things. However, in order to pursue higher implementation
efficiency, designing lightweight block cipher algorithms may sacrifice some security, so it is neces-
sary to evaluate its security strength. In this article we evaluate the security of the lightweight
block cipher GRANULE algorithm using the intermediate encounter analysis method. Firstly, a 7-
round GRANULE intermediate encounter discriminator was constructed, followed by 4 rounds in
front and 3 rounds behind it. 14-round GRANULE intermediate encounter analysis attack path was
constructed, and after combining some linear relationships between GRANULE's round keys. Data
complexity is 26° chosen plaintexts, time complexity is 21112 14-round GRANULE encryption, and
storage complexity is 21049 64-bit blocks. This resultis an effective supplement to the security anal-
ysis of GRANULE, and the attack results indicate that GRANULE can resist intermediate encounter
attacks well.

Keywords
Lightweight Block Ciphers, GRANULE, Feistel Structure, Meet-in-the-Middle Attack

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0

1. 5|8

BEEECM . AN RGN BE B A& PR, ROk 2 (Y 2ol i B AR T SR 98 A7 )
/N REREELREAS I IAEE Y, T X S 1 A% (AR 0 I o A N A 5 e Al A I R SR . ARG s AR S
AES fEIX S S P AR SE L R A T4 RS IR, A AL s 80817 . RIEEE A 2 2 AT I
N SEBRITIRE . N SRR, SRS D s T A .

BREG AR — TR SR SZ BRI PR BT M v in 2 509, HAATHSETFaS /N 5 A= 1R 2>
REFEMRAEIL A, MR G TIA RS &R DL SR st B — 8 & it fd,
W 4 WARP [1]. PRESENT [2]. Lblock [3]#1 GRANULE [4 2535 0504 72 N . SR1T, FEE &BER
TAEMRINERA, BRI EEN HRMNE. R0, N7 SEIERCE, WiltEER o H @
SAE—ERE R EE e, WO ESE B R 18], R T8 B o L A i) 22 A R s B

GRANULE #& BANSOD B 1 PATIL A % ATE 2018 fE2 H 1 — KB m P %0, iZH & —Fh
Feistel-Substitution Permutation (Feistel-SP)&514, KM 64 LRI/ H K IRIEA 32 #6. BIEA P RUA:
GRANULE-64/80 fll GRANULE-64/128, 435il%tR; 80 Eb4% K 128 ELA4F B 4H K FE[4]. GRANULE 3%
FRBR I T 8 A 4 LRI S B A UG S BRIV A5 0 S VRVE R T, DRI ) S22 A
W50 AT LA I £ 22 4 UK 3R R 00 A B A0 AR A B AR - 2019 4F, AR5 [5]3ET—%% GRANULE &
S BAATBEE D EE, TR 6 %, WH T GRANULE-64/80 5L 11 3 A M GEZ 0 Hr. 2020 4F, /)
EAE[6EIE S N/ ZE A RHE R, i T4 &R 3RS T LA GRANULE B[] 7 AT REZE 7 X
oy, (HARBATEHAKE LE . 2021 4, &REE[71HAH S &2 0 R /3 %] GRANULE 5L/ 7 %
ANATREZEYEE, D RIAERT. BRI 3%, X GRANULE-64/80 K T 13 # AN fE22 4y Uil . 2023 4,
KIS £ 25 [ 81 R F RN AH A H AR A& T GRANULE 59% 7 30 AT B 22 40 X 40 8%, [RIINP KA 3 (1) IX 3 284 11
RS 35, Sa% PR IEM L, * GRANULE-64/80 &2 T 13 AW REZ i, WTLHE
t, WEFEAN 3 B R AT e 2 43 Bk i 77728 GRANULE-64/80 B%HET T 4047+

DOI: 10.12677/mo0s.2025.148570 320 jé

[

S


https://doi.org/10.12677/mos.2025.148570
http://creativecommons.org/licenses/by/4.0/

XSEfE, KENT

1977 4F, Hellman 1 Diffie 7 {R$&H T RIAHE S OAES,  FORoO AR R /INMBIR T2 it 5 A B ki
IR [A) SR FE R BRAIG[9],  BIVESS[R) - 2 [A) 4 b 56 l& . B S, Demirci 55 A[10]53 47 AES I XTI 7R HEAT 1 2k
Bk, KBRS R NS RFITE R AN B BRI B, BUtias 1 E BT S e i — AR (R AH S X A8, I
FEIX G ST 0 AR M — A & -8, THE 5 0 N 1% A PP, AAREE T ER T, RTELR I B
(O Bee e % o TEZRIY B, SO 75 X 3 25 P R 0 R0 i ity 23 S0l A 4R B0 TR RO T I B2 B B M A% . B
B B IR PTG IR AR 22 43 B B SCO6F s A I 0 AR 2 A i ot 0 F it 7 B A 00 ) 2% 0 4, %oF e e PR A
BESORHAT IR A, BT E R, FHRE TS IS FAHVCEC I 5 R IVTRCIR, R
RSB e IS8T, BN EE, Mt g, SHEBR A RRE D S, A RE IEM 2.
oh A A I R AT LARI 22 AR R . MR AR MBI R SRR G5 & T B I A By, | i20d
T H50, $EmatreR, il Sxtisr £ 43t m M Xk 68 71 09es, 40 AES[11]. MIBS
[12]+ Midori [13]. LBlock [14]5%. KL, #f%t GRANULE #&40H [AIAHIE B i 1 g J JE B B 2L

AR & - R ENMMEFAR, 454 GRANULE SLiEZE MR, /18 T —A 7 P ImAHE X 4 28,
BT ZXra%, W JEAEm 4 5. 3%, ME T 14 % GRANULE-64/128 [+ [RIAHIB M H 8 12. Bty
JIT s BRI R I BN 20 AR, BRI E 4 N 211 R 14 & GRANULE-64/128 N, {AEE %N
219 64 L, HgE B2 5T GRANULE-64/128 5T P R A B I i — AN B EAR T8 .

2. IR
AT 752 J2 GRANULE & 3EHHT A28
2.1. FFSEN

(1) M,C,K: 73 HFRMISC. M T,

(2) L,R: AR ARE il LIESY, 1<i<32;

3) L[JjLR[j]: HMERE i kA AMFSE jALFHHME, 1<i<32, 0<,/<7;

@) AL[j].AR [j]: S MRRE i bk AMFSE j AL FIHHESME, 1<i<32, 0<,/<T;
) Y[j]: HiGid P EHRE S EMANNE L FWIMME, 1<i<32, 0<,<7;

(6) RK,,RK/ : 53iZonss i A R T2 LE M j AT, 1<i<32, 0</<7;

(7) <<<a, >>>f: FHNFTREALERE o W H# B LR

8) ®@: FEi#RfE;

©) [[]: i WA HIFoR

(10) |- —EEHIFFFIERE.
2.2. GRANULE B3N8

GRANULE 5350 HACRE Ny 64 LURE, Jo. 203200k 32 bRy, BANEIRA 32 BisR. 5ikk
H Feistel Z5k4, NI 1. iZEER R, OF P B, S&. BABARSIEH M EAREIEH. T
AN AL P B S & B AREE.

Figure 1. GRANULE algorithm structure
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Figure 2. The specific structure of the intermediate encounter differential chain (R1 [7];R8 [4],R8 [5])
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Figure 3. Attack path encountered in the middle of round 14 GRANULE
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