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Abstract

Anomaly detection plays a vital role in the power industry. However, labeled normal or anomalous
samples are often scarce in practice, which degrades detection performance. To address the lack of
temporal context information and the scarcity of anomalous samples in unsupervised anomaly detec-
tion of electricity consumption data, the author proposed an improved USAD-based unsupervised
anomaly detection method for electricity consumption time series. In the training stage, the author first
extracted multi-dimensional temporal features—including hour, weekday, month, day of year and
week of year—encoded periodicity via sine and cosine transformations, and constructed key lag fea-
tures (lag 1, lag 24 and lag 168) to capture short-term fluctuations and long-term variations of the con-
sumption series. Next, five types of synthetic anomalies—spike, trend, pattern break, level shift and
variance change—were injected into the consumption time series, enabling the model to learn the
characteristics of various anomaly types. In the detection stage, the author introduced an EMA smooth-
ing approach for combining anomaly scores and an adaptive threshold-setting mechanism into the
USAD detection framework to mitigate noise fluctuations in anomaly scores, thereby improving the
model’s generalization ability and robustness. Experimental results show that the model achieves an
AUC of 83.91%, an accuracy of 98.14%, a recall of 43.34% and an F1 score of 60.13%. Furthermore,
generalization performance tests on ten additional datasets demonstrate that this detection method
exhibits strong capability in identifying anomalous samples.
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Figure 1. Abnormal electricity consumption detection framework

B 1. REEHERERMESR

DOI: 10.12677/m0s.2025.149582 32 e RSE TR


https://doi.org/10.12677/mos.2025.149582

N BT

2.1. HuAY USAD #8914

2.1.1. BiETaE

ASCAE FH 053 B S R AR AR 18 3L(Low Carbon London, LCL)¥#i54E, ZEdiEic % 7 3HH - 738 K
(S LS, SRFEMERE Y 30 min, A7 KWh, ERUGZH P ONBEEA A, W HE P B BF 5008 IR
L

T 5 B 4R SR I 2 4ERFAE L3S /N ( Hour ) (BI— R A AN [RI s (8] BE 13 3h) « B2 ( DayOfWeek ) (B
A—2=AHMHEZESR). AW (Month) (EENZETEALN) . N HF(DayOfYear ) (B —FHEEJLK,
YA A I RARA) FOAE P JE 7 ( WeekOfYear ) (R— R85 JLIA, 42 #5 A B E), sy f it
B B FSUEE . HR, T /N 0 S 7 A AR AR ) o A iy s AN T e I i, 552 e A R el 4 B
SRS H B, X Hour 1 DayOfWeek 3X W5 Fit B AT 55 10 3845 5 (4 8 R FH 1E R 5% oR 25 [ 12] 42 1k
Hour _sin+ Hour cos DayOfWeek _sin | DayOfWeek _cos VU HAYERFIE, (A G848 1 52 FH HAR
BRI AR, IERTZR B H Rk AT

Hour _sin =sin (2n- Hour/24) (1)
Hour _cos = cos(2n- Hour/24) )
DayOfWeek _sin = sin(2n- DayOfWeek |7) 3)
DayOfWeek _cos = cos(2n- DayOfWeek|T) 4)

N R ST AR, O LR AE KWHRh (FAAL: KWh, FoRENE R EE), T
I, K& B SRR KWHRA _lagl (FT—/DIS RS F A, KWHRh _lag24 (R — RAH[RIIS
ZIF H )R 4 H R IS, KWHRR _lag168 (R — J& AH R B 21 FH PR )4 2 S Jo JASE oo i 2 AR R FH i 1)
HFR( fill) 5 G FIEF(Bfill) S A FIRUA A R AT AL BE, SRARAE E LR

1) 8 S FHEAE, B x,x,, -, x, (SHEE NaN );

2) FEATHTIAE A, B TR AR A, B TR HAE S Z BT ARSI TR] A, 3008

| E NaN
X = . . &)
xj,else,j = max(k|k <i,x, & NaN)
3) AT EAIETS, BIXFTR MR , BB BRI HAEE 2 5 RS R B AT, 1208
i | X% € NaN
x" = S , (6)
xj.,else,] = m1n(k|k >i,x, & NaN)

5 RE B S HY r Bl T BEAF A 57 (8 6 i A U R A (B = A BR UK AE LM REAT DU 73 R2BE (IOR ) 5
WAEMBIE, THHERNMHER IR JHEE M (O —-1.5I0R, 0, +1.5I0R]| Vu B I EE BT il 7, THBR AR (L%
JEB T, DO BE S W (B B IE AR E ST

1) TP

O, = Quantiley,; (X ),0, = Quantile,,s (X ) @)
Hrh, Quantile, (X) TR p A LEL
2) S LR
I0R =0, -0, ®)

DOI: 10.12677/m0s.2025.149582 33 e RSE TR


https://doi.org/10.12677/mos.2025.149582

N BT

3) #iwe LA
L=0,-1.5I0R,U = Q, +1.5I0R 9)
o, L AU 23 50206 i /N R AR s L B4 S I
4) WHEEAFEARE x, , FFEBYEE 7 -

L,x, <L
X =4x,L<x, <U (10)
U,x,>U

n

HREXPRHEAE bR HEAL, T ERMEXIME N 0, T7 2N 1, At AR F .
X~ 2 -#)

2%
e (1)
o n n

E FH FLIN 8] 3 57 AL BRI B, K A 315 B0 FH FR I 18] PP 510 Eicats EAA 0 24 /NI (1 JR) K BE I SR P IREAR
HIEE M REA R B — A 264 JERVRFIE &, AE BTSN, BEERIREA R E LT

BRI AT HN x = x5, %, » x, € R, BRI @ AN A) 2D x & — > 11 GERRAE 17 (L & KWHRA
KWHhRh _lagl < KWHh lag24 . KWHhh lagl68 - Hour sin < Hour cos « DayOfWeek sin .
DayOfWeek cos « Month ~ DayOfYear ~ WeekOfYear ).

I B DR IBOELE 24 /NI E] 2D 1 RFAE ) 4 B AR [ «

Xi
xi+1
5= " (12)
Xii23
RSN 24 x 11, RN i /N HLARIIESE 24 /NNT B o TR RS N, ¥ BLAE PR 424 T R
EAHHER R,
V= Vec(Si) = [xi,l’xi,Z" X X X3 :|T (13)

o, AR D ¢ (956 k ANRFAEAE o« BEAT T 24 ANIFTRE I 11 4ERRAE & BB, A p— AN & 1) 264
Yrt N (24 < 11 =264), Bl

v, e R** (14)
X — RAVERAE,  J5A6 IR 8] 50 B0 4 e A o A e KB IR AR, 5 SRR AL I R4

HES .
2.1.2. ARFEHLER
NIRRT R 5, ARSCSE HAR & R AR AR RIE, %, B, K
AS . T5 AR RGEAN SRR, AR 5] S SRS T AL, BAR AR
1) 2RISR (Spike), 1271238 I A W H B R ARUERAEAU i ) RGEII S35, SR UGS B LI
RS oA, BENLEE k ANRGIES Sc{l,-.d}, |S|=k, XA jesHEm:
i, =x,(1+6,),0, ~Uniform(a,b),a=3,b=5 (15)

2) #H 5 H (Trend), %I B & B BN AR SR S B0, BRI (RS 7 5, 4

DOI: 10.12677/m0s.2025.149582 34 e RSE TR


https://doi.org/10.12677/mos.2025.149582

N BT

WA S MR, R E (R
FEREA AT F R & En:

X (t) =X; (t){l +sgn(r)@t}, T~ Uniform(—c,c), ce [2,3] (16)

H, t=1,-, T ARZIZRE], ¢ ARBFE AR E R SRR T B 3R
3) HLABr4e(Pattern Break), 1ZJ7 VAR AL R (IR RS b Iy, LA A 5 S
WREN—IBIE j . VASGEIGAIE ¢ MKIE L, FEIZIX (8] g 7 i -
. HitetySt<ty+L
x/( )_{

. (¢),otherwise - €~ Uniform (_261' ’ 26/) (17)
j 9

Horb, p RN AT IE R KT, 6 FoR RS R R ZE -

4) KPft% (Level Shift), 12771238 1 45 it 70 A8 P A In— S BEAL A% SR AL B 00 i A /K32
e, KT A B ST

X RS BN L B -

% (1)= X; (1)+A,A= 50,8 ~ Uniform([—?;,—Z] U[Z,S]) (18)
5) 75 %748 ri(Variance Change), %7 V2540 M 70 8s o ol T R B0k A S B B ok, T 2%
AR S E R
TEJR GG FE A TR 0N TBOR I 75
X (6)=x, () +m,.m, ~ N(O,(maj )2),m ~ Uniform (3,5) (19)

2.1.3. USAD &Lk
USAD (Unsupervised Anomaly Detection) & — & T X Ll IR A gmh 8 45449, B = A JofFdl
a5 N 2 E AL R I 2% DI D, , IX AN ToH TR A B 9t 8§ AE, A AE, , EA1HLZ2AH [R] 1 9w
fas e, H,
AE, (X) =D, (E(X)), 4E, (X) = D, (E(X)) (20)

USAD BRI SR FE o A WA Beidi AT, WK 2 s, AR
F—BrB: AgBARNIg. HBH ME T ISR B i d % S IEEMNE 1 X WEMEES .
NEUE x 2902 E R4 2 R0 Z o BEJS AR 38 20 3 A o I 2k H b i /b B AL 1R 2 SR
HAUR R HUE U
Lo, =X~ A, (), Lo, =¥ - 4B, ()] @y
BB XTBIGR. BB BCR AR GRS B gt s, B AE, B S AE, , T AE, % 21X

PRI X 5 AE WEMEH AE (X) . BAKINE, AE BAERBIRBRIDE £ XSG E Z , Tl
AE, EH . R HbRE SUR:

minmax |X - AE, (4F, (), (22)
% B AR AR R AL
Ly = +||X —~ AE, (4E, (X))||2 Ly, = —”X ~ AE, (4E, (X))||2 (23)

DOI: 10.12677/m0s.2025.149582 35 e RSE TR


https://doi.org/10.12677/mos.2025.149582

N BT

H i s BAXE H bR, B AE, f /Mt X BEMRE, RN RME AE, 5 A 1R 2
AE, T/ MOt X BEMIRZE, (HEcRAxT AE, S (MR ZE . XA H bn il i U i AT 3 AR
B, Kb HARBCE 2 BEE I ZRAE R A s 4, ik DA A Bk B A S

29

EMJ:%WY—AE(XNt+@—lJWY—AEJAE(X»
| 24
L, == AB (1= - a5, (45, (1)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

AE,
Phase2
. H ﬂ[] {Tﬁ} ---—>  ABy(AE((X))
i Phasel AEAX)
| ., B
mm H D Decoder2
X = —> 7 i

_________________________________________________________________

AE(X)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

=
.
N
|1

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 2. USAD model training
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Figure 5. Mean comparison chart of normal samples and synthetic abnormal samples
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Figure 6. Anomaly score distribution
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Table 2. Model performance metrics

2. RV REIEIT

it Precision Recall F1
AE 0.9038 0.3213 0.4740
VAE 0.9354 0.4074 0.5677
LTSM_AE 0.9292 0.2255 0.3628
LTSM_VAE 0.9306 0.3953 0.5367
IF 0.8925 0.3079 0.4579
One-Class SVM 0.9185 0.3564 0.5135
PCA 0.6931 0.3146 0.4327
Transformer 0.9364 0.4219 0.5853
Ours 0.9814 0.4334 0.6013
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Table 3. Model performance metrics
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SEIG Precision Recall F1
THR 1 0.9528 0.4124 0.5757
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Rl 3 0.9621 0.3621 0.5915
k4 0.8438 0.2581 0.3563
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Table 4. Performance metrics for different users
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ANFEHAF Precision Recall F1
iilal! 0.9783 0.4436 0.6102
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HF e 0.9817 0.4136 0.5822
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