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Abstract

With the rapid development of e-commerce, data security issues of recommendation service plat-
forms for small and medium-sized e-commerce enterprises have become increasingly prominent.
While the cloud-edge-end collaborative architecture improves the performance of recommenda-
tion services, it also expands the attack surface. The introduction of security mechanisms inevi-
tably brings additional time and computing overhead, whereas small and medium-sized e-com-
merce enterprises have limited computing power and can hardly afford high security overhead.
How to strike a balance between ensuring data security and controlling additional overhead is
the key contradiction in this scenario. Targeting the e-commerce recommendation service sce-
nario, this paper designs a lightweight secure communication mechanism integrating encryption,
transmission security, and privacy protection (referred to as the LSec-REC). To quantify the addi-
tional overhead introduced by this mechanism, a comprehensive performance model incorporat-
ing latency, resource overhead, and security-performance trade-off (referred to as the P3-Model)
is proposed. Simulation results show that the LSec-REC mechanism can effectively control addi-
tional overhead while ensuring the necessary security level, with limited increases in encryption
and transmission latency and a small increase in CPU usage, demonstrating overall performance
superior to traditional secure transmission schemes. The proposed LSec-REC mechanism can pro-
vide a reference for the secure communication design of similar e-commerce recommendation
service platforms.

Keywords

E-Commerce Recommendation, Cloud-Edge-End Collaboration, Lightweight Secure
Communication, Performance Modeling, Overhead Analysis

Copyright © 2026 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 5|8

TR, RIEHETRISEHMBRFLEY R, TN RN TR NEES 5 A1), 5 RS
VENHLET B IR L 51 5, BRI P RIS AT & RS H AR . B =i - 1% - Sl B[R]
DA EHERE IR SS TR 2 N H, B AEm MREE . LA . Rimfr il BE s s, e 2 4
AH 2 R (2] [3]

HNEL R TR IRk 22 N A BE =, 3 R R A 2 ST B EL (0 2 #% 4 GB iRk 554%).
T I A 22 e pbOTR IR . SSRGS Z 5e B 2 e iR R, RPT
SEE R R . S E R RS B A A AL AR A 5 T 2 B . BLSCRIE (4] (5]

0 - 3% - S O Db ) SR LE D A AR S5 1 RARKE IR e S M Z AR A R I, BN TR %2
fbiR6]. —REGEIY K, BHftin. L. == NER T EALR, B ERHAARERNBEAN
CREESRNTE, R ZENE BN RN, HNOREE PRI, SR RS
RISEISPE7]; =R/ RIS LR, AR e B LUK 32 R B 2 T SEOT 8. BRIk, el
DRI DB 2 e AF RT3 N S/ MU TERETT B, v /N BRI HERE I 551 6 Vv 7 AR DA S B 1

FE v - 0% - v O I HERE AR 55 5 T, DA T 78 22 B AR T HERE SR AL A R Ve RE 4R T, X

DOI: 10.12677/mos.2026.157106 50 e RSE TR


https://doi.org/10.12677/mos.2026.157106
http://creativecommons.org/licenses/by/4.0/

TLAE] 55

LA R SGERN AL [6]. AERER LB EEARTI I, ImEmNE . RE L el RS, =
SRR CATR W IES] (9], Horr, dmElvmhnE fREES s e A, B 2 AR A,
RIS o SO, 2 R ORI R G FA[9]. IR BORTESR At 2 R ORI RIS, ik 7 AR
FERITERETT4H[6]-[8]

FERZANHIERETPAG T I, BB FUEST TN E Sk T SO I B A B, b 7 R A iltoe R4k
REFISZM[7] [8]. SRTT, BUABTFAFAELNIAE: —RIERBAE TfRift, REEEmBRNE. THEITH.
TRENFELZHILNR; —RRZ N PN AR LR R R 2 LB 5 EAPM[6].

Bowf B AR, AScE /N EHERE R S 5, R BUA I B R . AR 7 e S E D RAEOR
BT R GRS SR ENER, WE MR RIPEREVFIEHEZL . A ST TR E A T I 194 52 3 B &R
itk TS EAVH Y, ARG S N EESRZ i, REME, AR TAECFEI T =
AT B, Bl MRS I B N e A S 2 R AL IR B AL 2 4l 5 LA (TR . LSec-REC
B, SEEC N R R A S 3R s R, BB S A . SRR TN A 224 - VERERUET IO SR S P R
PER(faFK: P3-Model VERERER), FT AL ZENLBIH RKIBINTAY; e, @i 07 7SR e
SRML B R -

ARSI G S5 2 I R . 5 2 VLI LSec-REC LI ¥ its 25 3 &L P3-Model M FEAR
M A MRS S AR B 5 RO REARR AR

2. LSec-REC BB R E£EEHHI& T
2.1. BEM

[ =imzE ]

s BIBEFMEAME (AES-256)
« ZaaA it
o ViR S AT

LeERENY

[ 2%E ]

c EF R ReRE
 BAB T Jio 25
c BRERAMIE

IR B INE

[ swmME 1
* SDK 3%t 42 K & n &%
< B PAT A B AR AR
* RWEILOAIE

Figure 1. Overall architecture of LSec REC lightweight secure communication mechanism
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Figure 2. Security mechanism modeling framework
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Figure 3. Hardware deployment architecture for simulation experiment
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Figure 4. Comparison of end-to-end latency under different data volumes
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0.8 0.75 +5.2% 3.8%
1.0 0.70 +3.5% 2.5%
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