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Abstract

Maintaining network security has become a major issue related to national political security, eco-
nomic development, social stability, and the legitimate rights and interests of the people. Civil avi-
ation industry is an important strategic industry of the country. As the central system of civil avia-

NEF|IM: R RS EE BRGNS 2B RAS D). S ER: S TR, 2022, 11(4): 665-671.
DOI: 10.12677/mse.2022.114079


http://www.hanspub.org/journal/mse
https://doi.org/10.12677/mse.2022.114079
https://doi.org/10.12677/mse.2022.114079
http://www.hanspub.org

(7

tion safety operation, the importance of network security of the air traffic control is self-evident.
The smart ATC construction, with big data, artificial intelligence, new-generation communication
network and other new technologies as the core, will comprehensively reshape the ATC operation
mode. With the rapid development of digitization, informatization and networking, the situation
of endless cyber attacks and rampant Trojan horses has further increased the risk of the network
security of civil aviation air traffic control. Based on building a solid network security barrier, this
paper analyzes the current status and situation of network security, and puts forward effective
protection strategies about the technical and management levels, which will play a positive role in
ensuring the safe operation of air traffic control in civil aviation and improving the ability of net-
work governance.
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Figure 1. Network architecture of air traffic control information system
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Figure 2. lllegal outreach software architecture diagram
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Figure 3. Block diagram of the monitoring and access control process of the network perimeter
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Table 1. Example of log transformation results
Fz 1. AESERERR

H&RA FB
MER log_id, device, name, time, priority, operation, message
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KihEEMA-25  log_id, device, name, time, event_type, source_zone, source_ip, source_port, dest_zone, dest_ip, dest_port,
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Figure 4. Security alert process for log analysis
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Figure 5. Visual display of network security alerts
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