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Abstract

The rapid development of information technology has not only greatly facilitated people’s lives,
but also brought greater security risks for firms. In order to meet the challenges of security risks,
the firm often chooses to outsource partial information security to a professional managed secu-
rity service provider (MSSP), which aims to improve the quality of information security through
professional and efficient information security management means. Therefore, this paper consid-
ers the asymmetric security externality between the firm and the MSSP and the mandatory secu-
rity standard constraint when partial outsourcing occurs to explore two partial outsourcing strate-
gies, that is, Core Outsourcing Strategy (OC Strategy) and Non-core Outsourcing Strategy (ONC Strat-
egy), and the research results can provide management insights for the firms’ security practice.
We find that when the firm'’s externality to the MSSP is negative (positive), the firm’s security ef-
fort always increases (decreases) as the MSSP’s externality to the firm increases under loose secu-
rity standards. In addition, we find that different levels of mandatory security standards have dif-
ferent effects on the optimal decision of the firm and MSSP. When the firm adopts OC Strategy, the
firm needs to set a compensation ratio to get the minimum expected cost under loose mandatory
security standards. However, the firm can reach the optimal decision without setting up the com-
pensation mechanism under stricter mandatory security standards. Besides, the firm always choos-
es the ONC Strategy when the information leakage risk is higher.
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Table 3. Equilibrium results under lower security standards
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Table 4. Equilibrium results under first medium security standards
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Table 6. Equilibrium results under higher security standards
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