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Abstract

With the development of information network communication technology, firms are facing more
and more information security challenges. Due to the limited size of the market and the increasing
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complexity of the business environment, there is often a certain degree of competition between
firms. As consumers become more and more concerned about information security, the competition
among firms has developed from unilateral price competition to dual competition of price and se-
curity, with price and security jointly affecting the market size of firms. In such a background, this
paper takes strategic hackers as rational participants, constructs a game theoretical model between
firms and strategic hackers with dual competition of price and security, and solves the equilibrium
decisions of firms under individual decision and joint decision by backward induction. After that,
this paper adopts the method of comparative static analysis to explore in detail the impact of core
elements such as price competition and security competition on the equilibrium decision and ex-
pected payoff of firms. In addition, by comparing the equilibrium decisions under the two models,
we found that there exists the distortion problem of the security effort under the In-house model.
To address this problem, we propose the cooperative mechanism based on security efforts to coor-
dinate the security efforts of firms so as to achieve the socially optimal security level. Finally, we
analyze the effect of the above core elements on the mechanism and verify the effectiveness of the
mechanism.

Keywords

Information Security, Competitive Firm, Strategic Hacker, Mechanism Design

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 51§

WA B B AR T, e RO Al HE B (5 R R TR, R Bh Ak R R IR R
WL ML R T VF 2 1015 B2 APk, i@ 2B e A5, Bl R R #E b i) ™ = FHAS . (2024
HE b AR MR XU A 3R 5 ) R [1], 2024 4F b 2 4E 45 ) W 0 370 b B0 E A 25 B di it 5 4 16,011
i, #2023 4 TP K 59.58%. Hdilt e FAEE AT, Bk T EFAN L. (2024 4
R AR ) 8 H[2], T0%0) 2 U A bk R HdE i B 45 A AT 1 ok T R A GO B A gk

HTE B2 2R R G e, EER, AT WS B2 e RE AW T . ([FR%4%
FEARK — B () N A A — ST S LA AR el 8, A 8 3 AT S DT I R I i e Bk, s gl
(B ki SEB NI RS0 R0 P UL UG R B ML . R ROR T BUE AN T 58 5 R 5e
B, HREEZEFMHURZEHATT, M HIE R G SRR ™ . X — IS A AT iR I Bt
BENRBNE B2 AR ER S AR, ER BRI &SI, Fik, FE2mAFEBast
K2 e B 8 22 2 P47 . Anderson AT Moore (2006) [3]7F (Science) k% w4 5 R % 4%
G — W F R R IR . FRMFE LR AT 5, B E O B R REA T & &5 it
SREHZIEEN, EHKFMERMKER, MREEZESH5ENFEMNR, HRAREGEHNER
AR .

IEUESR AT GG, e ) Z A Tz 10, S0, BEF T SRt f5 B 2 4,
flh e 4 L2 R TT TH N RS 2 40 4 KB A A 2 A DU 52 4 . T e ZE TR T ML b 1 55 4 AL
AN S LR R AL B P2 AN AR, B 2P R ML 22 45K o 24— K AAT B T 2 1) 22 42 5% TR AR
PHAZ B RG22, 2 E 51T 58 5 A SR S, AT 3G SR 2 i Al
A GO, REMATNA R RIR . k2, WRTEGS TR T2 AR, ML, SN

DOI: 10.12677/mse.2025.141014 125 RS TR


https://doi.org/10.12677/mse.2025.141014
http://creativecommons.org/licenses/by/4.0/

HRSCHs, R

WA TR A, B2 FEOZ AT R #F k.

TEIXFEME R, ASCHIEE T — AMEZRES IR . Rz A rh, 9 558 4 A M@ i R 3 7= i AN
BRI IREATIEZE, HRAEEE UL THE: £—, BESEH TR RIS 22 4 5102
Ha? H, BRI R A L (22 455 . PRI ARG ? =, kA
H 22 455 0102 5 0] LA B4 2 B KCE, IRANRE , &5 H & B BEUBIALHI aT LAY Al i 22 42 %% 7 2
A8 SR AV AN B B R QAT s X — BLL 2 2600, BERZSEHTR, SAMEER AR R R A2 LS
B An e 0 T 25 S A R 25 e SR DL RO R U R 1 2 SRR S 5 ) FIRRT 7L 45 100 ?

2. XEkERid

ARSI TR HEW R DL R AN T T : A5 B B2 BEAT NAPLHIBT.

B (S BRI PO R T, 42 4 BB Aok ™ 5, Bt i . B M S5 ) i G R AR . TR
T J| WEIS i1z [, 5 824K Bruce Schneier 3 FH5H “ 4 2 A — M HERREBE MR A8 7 o X
TRAEHE T A I U S EIHE BN IR BE B2 2 E AU R E R & 2 aHAR, EHEG LB E, &
B 10 AR R RIS MR A BRI R EC B, X TS B 224kt [RIRARELE S BERAR BN 5 A 240R
FH I i[4]. Gordon F1 Loeb (2002) 7EAHAT 1 HIFF G T, BBt AR 5] NBIE B ek, #F7iE% I8
SRS BT, ML LR KA B S TR G D B ARIEAT R e AR R, ALK
TR T TETERRACE R, ORI S5 PE R S5 0015 BB OB, TRk, Ak Rk e AN R
(5 B L[5]. WERZ%FHET Gordon 1 Loeb $H FIRAIRAT TIRAWE T . FE% LA H 25 8
B, (G RRAERT AN THRE A8, Wnsa4+9UR[6]-[9]. HERAREAIR[10]-[12] & H ARSI . Gal-
Or #1 Ghose (2005)f4% T — MR SFAER, B Fi(E BALZH LR AT S L e R SR 1 8, JfiE—25 )
M T 554 58 B RN A FURRE X B R SR (K 201 [8] . Cezar %5:(2017)i A B N7/ AR, H7F 5 JXUBG A L AR A A
T AR Al 2 AT R SR IO RE[6] . WU Z5(2022) #4081 IZREISAAL, WF FCAE 5 FERARA I 15 1l
Ny SFEGATI R AL B 2 A R SR I B[ 13] . hAh, RESRAE(2012)(K IR AL R EE AL oC RIAENTENE, 18
il Stackerlberg #5287 HEREE A B9% O AV FIAK AR AL FEAS B 22 A 75 T U I 2, A5 Ak A5 Bt
FEAME S ZEMESSPE AR (5 B e A B AMESE N Zo0 th SR 45 RS2 AL [12] . Luo A1 Choi (2022)#4
AR IR HESE, AT T A BB, IR FBUR XS AL e A R RIS [14] . XAIRE S
(2020) 5 e 2, HLEACR, (5 R LSRR E, IR T AN 4 8] (5 2 e L 52T
N, HARBT T AN 22 4 RS B AR AT U PSR RIS [15] o 3L S5 (2021) B 7L 1 Sl 1 20 3R Al
5 522 A N O 2% (RIS P B PR TR SR e R, 23 BT 3 R DU AN T SR i M 457 R B £ i A 43 T SR [ 16]

TERNME B UM EE S 55 AT, BES, ARt iz, @
W4y N E R B FIBE AL T . Gao Z5(2015) 18 T 78 HDG P A T AL B L, Se Al i e A 3 ok
W, T 5 R B BE 2R FH S 1) B BU SR FH B AL o R 8 3043 58 (1 B BRI R [17] . W 52 B 55 (2019) R 1 3
AR, RIS R T B S B AR S 2R E RS PR R A ]
MR IR R, 4 B AL 5 58 10 BT T8 R A S RS PR B Al (1945 5 22 A 18 0% S s kAT
TWHIE[18]. AT, A A S REAT N R Cavusoglu 45(2014)iz FH 2R IR LAY 4047 T 4
W iZ iz F 1DS AT HORBCE, HF 78 A B Ak X SRR 050 2 2 N A2 1% 1DS AR TC B At AE 6 71 SRk
#1[19]. Gao %(2014)iz T/ 80, BEIT 7 M Se g e B AR S T 22 e B s fE B = 1 3)
A, RIS AL R AT U I 8 A 1R 9 A e SR sg i A5 B 5 IANME[20]. Hausken (2017) N2
S BILE MR R, RIS By E H 28 2 28 R, BT R BT 5 S B 2 IR B A1 5 n 1
R AR A, B T RAE B IR AEA LR, MK T 07 B R AR [21]. Wu

DOI: 10.12677/mse.2025.141014 126 RS T


https://doi.org/10.12677/mse.2025.141014

BROCHE, R5

S5 (2022) MR B A My H B, R B NIE SRR AE SR A RR %, RS T IR B AT,
T IR PRSI ) R 2 (RS T, WU R, AR ET B IS AN R G R %47 9[13]
N T FERZA VAR B A RE i TR RS A — B0 B ) % 255 RO i R, 5 it S B AL
R B R A BB B L. Wu 258 (2015) -7 1 — MEZREIS AT R F 00 1 STENLRIAN % 42{5 B3E =
AU, CLB Al I AN R Beads AL 1R 22 443 98 [22] . Qian %5(2018)id i 4 @ ah 354, 6 53 Se Tk
AN5E B R =R, BT T A AR T A5 SIS P AN, IR T R Ak Bt
SRS PR P AP AN AL [10] o Wu 55 (2021) R FH 2355 77 (AL AN T STAR AU B LA R AR o AE 25 S8 A5 2 587 Pk I
FIHE AR B IEH0 T Al 8] fRF4058 22 10 /B [23] o X 253555 (2023) 56 T AN HEA K FR LA B AL T 2 b
HELVHCT (5 B L AR A, WETUREL, A RO Oy AL SRS I, FERAR 5 1 1k 22 SR LU AT
A Ml 75 B SE IR AL T 45 B B I EE A [24] . Gao %5:(2024) i 1 A4 gl T & AR Al 5 5 mes 2.7 2 T (1)
EFEFRRR, BT T AT B L 2 4R SR BIL S, BRI, 8 i A RO AMEEBIL AT
DU A A Ml A 22 2453 2% RAF AR AT I S AN B8, 5L by 13 ERE BT, ML 2 3 n Al 1 0 AR [25] o

3. ElEEEE SRBE T
3.1 R

ARZATH, BATPETE T SE S ARSI 2 [ g, Rl Al i Al jo A1k
T KAV R 72 S A 77 it (BRI 55) FE HLVH 9% 28 KR 7= it (BRI 55 ) R VR A 4 B2 SR A H D) S 3. 77 el
I 22 4 J

PO T — NP BUEZE. BB S FR R E R e g, el irftHZ4e%), id
s s, [, SRS R 2 RSB IR A S Al N I i 55 70, ez Mz o B BB ik R
it G R, LN p A p; o BIESERTIBTFE[6] [8], FRAVBRBLA AR 2 4255 T R HSE T E M 3k, R
R H—, AR RE T 2T, SRFEEERE. BTRS. MR, Pubyim bl &
LAY %% 38 ARG SE NS5 B 2 A ATk, R, Ak AE i e Ve sk i 75 B R B H B HIME B2 AR
H=, SN, i 2e 455 ) e sk 8 2 R A K AN, T O sk SR AR X R s 242

BATGINANE | /= S TR, IO D, o TEVER, N TET RSO, FRATE BRI HAR N
i, HIeg ot FRER AN jo D, BURT =g p et drs, TREATE
D (p.s)=a—p,+op;+g(s.5;) -

PAMEBLEER ™ G BT RZ KT B SN p MG TR p, BNk BB, Oy 1 B EBHT FU RO
WAETIFF S, FRATE AL B Sk p, %P2 735 SR ma R0 — W08 1. Ak, BT EEmi s
e, SEEXT TR p, AL 7 i TR WA BRI . BT S, B 2 o > 0 ORI AR I T
IR, S o BRI T A2 (A A 56 AR « FRATIE— DR B BTk B & 1 e I3
Wb s G Al = 5 75 SRS R EL ), R, BATH 0<w <1,

g; (Si .S ) ST il A T BN TR SR IR . N T FRATT 4R SR IR g, (Si .S ) ST WA T4k B B )22
5501 s IAISE R %55 s, 1. ZT5EH, g, (si,sj ) b s g g N, Al hn<e %57,
WIREAL B KRR . B R A WINEE, LG B REMBIR T REVERL S BRAK, FTIHHE e 5 kit
1728 5 IR, A i35 7 K ATIIASEL o > 0 KEFTR M H & 122455 77 s, 0 7= i 5 SR I 5200 .
SMAERR, BRE A S TS EAE R T H R R Bk, AT s, B H B L4255,
X R AR IR . SR, BEESEF X TR 4S5 s, I, — 5, t Tl j 324 7R 224K
SRR 7 <=t S 1 SOV ol 7/ S 1 P < S 7 s S B ol e | 4 <175 oo W e o4
| B TR SR S P R . BRATTINSHL & R AL 2 (A 22 250 S RESE . dhabh, RO MB AR T4

DOI: 10.12677/mse.2025.141014 127 RS T


https://doi.org/10.12677/mse.2025.141014

BkOCHE, R5

A E B 545577, A gE gt Al i /& SR s R, R, BATH O<e <o o BAIM es; Fom3E
Gt T2 ) s 0= S TR . BRIk, BATH g, (s,.8;) =0 —&s; -
RIE, AR AR § 7 i T R B AR S5 00

D =a-p +op; +¢s —&s;,i # |

S, bR B R GE5 A R M — PRI R RIS . A — TF A1 B S A s
SRR AR, BRI SR AT SR, FEI AR KR, L7 22 AT B A
By RS TE AW . BB, JRATF C(s,) Fom ol | B2 4% AR . 08 55 #0992 [26]-28]
AR A | 10545 Ik C(s,) BoETIRFIE: —J2 C(s ) B %A% )y s R, — &

o(s) et s g, S0 o0, TEG) Lo searn, mizc(s) Mot Soo>0

TN I A R
Al i B RN, ER IR e R ek, AR AR (WHE BB 55 B ) TS T AR
(s R AT I O E) . PRI, FRATH L T BBl A i 1d i 22 etk s, Zefikm
FEFEE ] DL MR ANV R RURE, ROy — BB R AR By, R Al 438 52 56 KRR JEE 1) 22 A 4512k [29] - (7]
W, BRI, BB ERE N BT S, WTRBRAN . FAT15IASH
a> 0 RFRBE TR fE B iy ERARIZR[L7]. 1 RS, AT BB BEER R R T
P=gz (1_Si)

TR TARTEY R LB/ T & Lo

0s

Table 1. Key symbols and meanings

F1L XEFSREX

155 4y
s, Al i 2255 )
D, Al i 7 A

~N

R o0 Kb A PG i )

D, Al i B i R T R

R ol i B R IR R

L BRI Al 1 3G R PR

a TR AP R

p W55 1 A 2 5

a TEAE A T 3 B

@ H 5 2455 I /53R IR

® W EG R

£ BAFEFIEEL

7 il i R B Al

c LA IR R
3.2. HRBEST

B, BATHE VIR RS A BLORA B S B ITER N R Y B bR, SRSLEEAT A A 22 4 %% T ik R
RO, LI, Al i AR e B AR A O L 22 A 55 ) AR R SR 2 M ) 22 4 ik o BRI, AT

DOI: 10.12677/mse.2025.141014 128 RS T


https://doi.org/10.12677/mse.2025.141014

HkSCHs, R

Af LKA i B IR S R R R
T = piDi_Csiz_PiLi

Hr, D =a-p +OP;+ @S, —€S;,1# o
TRATMBRBEIX P 5 5 4 AV H A SRR IR ARRAE « B2 DB KA B S IR R I 26y H B Al Bt 85 g ek
R S S R 5K B BT A AE SA T AR SON BA R 2 A G A . R, JRATT AT DK S
3 B U 2R R R A
=R (aL)+P(aL;)- pz} - pz}

FATE AR AN B2 (RIS PR SR o X AR A 2R 5 10 R ST 3 — 2R A (R A 25 SR
MR R oR, BATHIE A AGNEARR M . R85 B, W T e %% /s MBE% g, &
AT A Al R S5 47 AR, X AR AR R SO BR 3. BRATTAERE B 3-1 P2 1 2210777 ot
1B 2455 AR DL RS — B BL, BRATAT LAt — D45 B Al (R #4722 42 5% 00 A0 SR e (i H fr Xat
0. WAVEREBE 3-2 th R 45 T Ak AR FO DR SRS 25 1 5 A A 2 T R 5

SEH 3-1: (1) LA™ SNk 2 BEE B B 485 S R N3 i, EIJ ap' : () HuETESE

FEARRT AR, Aol (07 A K B A S 4008 T2 22 455 3 (R 884 i 365 4 5 éﬁéﬁ%ﬁfﬁxﬂiﬁﬁ? 1

6p, >0, 0<g<%
0S; 2

M7= AN B e G T e A %% B g b, B a]
ﬁ<0, @<g<go
asj

WERA: e 3-1 IR AL & 7E B 3-2 MER .
e 3-1(1), ATRI AN A= SN a2 B 5 2% 1008w g . Al oo 2 4 %%

H, il @R fEz sgin, ik, bkt ﬁLuMMfé( p' >0). EH 3-12)FaH, MKt
%Eﬁ%%%ﬁ?ﬁé%ﬁE@%(&'Tﬁﬁﬁlm?mﬂzwﬂE’J;zéﬁ-ﬁﬁﬂ“ 222 4 58 AR AR O AR
(0<g< Oy M 7 R B B e T2 A Y O IR, IR R Bl A e A
G éﬁ%ﬂ%i‘bnﬁzé%ﬁﬁi b B B Mo N 22 4255 ) DSRIGE A0 %, R4 2 B 3-1(1), LhiS
Ab 23 ™ A %ﬁé%%ﬁ&ﬁﬁﬁi&i%ﬁ(%<g<¢), AV A AN RS A T S0 T2 85 )
(RIS I/ 3 TS840 T 22 4255 IO IR ARG Al | T i 21 2 4 2R O KU (s )30, b
S PUSTE E2 E
%ﬂaa:ﬁ@m%ﬁ,ﬁﬂimw%ﬁﬁm%%
(a(-a—g+2) L —4acp)(0-2)(0+2)

p = : e s
(-a(0+2)(0-2)" )12 4p(((a)+2)( 2)')e (—a+£)(gw—2¢7))

§ = (_az(mz)( ))L2+4“p 2(“" 20) B LS
(—a(a)+2)(a)—2) )L2 4,0(( 60+2 )C— —a+5 (ga) 2(p))

. 2a(~(w+2)(w- ))c+(8a) 20)(-a-p+e)|L
(—a(a)+2)(a) 2y ) 4p(( (0+2)( )c— —a+e ga)—Z(p))

DOI: 10.12677/mse.2025.141014 129 RS T


https://doi.org/10.12677/mse.2025.141014

HRSCHs, R

o,
6—p:—55j +op; +os; +a—-2p

WERH: PSS S Al A S B A 2 e O TN A 1 — B 30 o o HKOT
a—piz—gsj +op; +9¢s, +a-2p
i
KA, FRATAT AR BN 2 24245 77 s, B AL 34T = A b, BV (1) OB, R 4L
0 =(ga)—2go)sj+(2£—w¢)si—aw—2a ?:?:50)2—2;0
i 2 S, S . _
o —4 L rieRmR s B 10 T T i, R
p_:(gw—2¢)sj+(2£—a)go)si—aw—2a oy _ 0P _2e—gw
i o —4 os, 05, -4
?>O, 035<%
) S;
mﬁ?w; : ‘
Si ﬁ<0, ﬂ<g<go

0s;

SEFE 3-1 7HIE.

BN ARARN T 2 iR K, RS2 ARY R R 28 B BOC T2 2 %5 0 ) — B S AR & R S B
MRS T UEES /I — T, BATRATA] DUAS B b o St Aol DL G B 3 i e 3

EH 3-2 131k,

N T TR B A8 AR, BRATTR X K SE 4 AR — A8k, ik — 2B il b
BRI N H bR, BCE BT A& A 22 255 SR INE L. TEERG YR IE LT, FRATATEA
KAl i I RS R ORI T

m=pD —cs? —PL +p;D; —cs? -PL,

Hrt, D =D;=a-p+op;+ps —&s,i#j.
[FIRE, FRAFEE B 3-3 h o 1RGPS Ak DA K B Y ST TR 5

p— 2 — p— pa—
SEH 3-3; (EHAWET, ol i MBI R p° = A (Ca—p+o)-dacp —,
2al* (@-1)+2p(4c(0-1)+(-p+2)')

|

Mz %% N s® = ap(-p+¢e)+al’(w-1)

, REIHE RS TN
al’ (0-1)+ p(4c(@-1)+(-p+2)’)
5 al(4c(w-1)+(—a—p+e)(—p+¢))

8pc(w—-1)+2p(-a +5)2 +2al’ (w-1) ’

WERH: e 3-3 MRS e 3-2 ek, B, X HIRATA R .

JE I P BB P SRR A UL SR R Ak A e sk, RATTTT DAAR B LR Al
ARR 3-1: M2 A SE g AR T, B SR I 2 A 8% T TR R

s"-s%<0, 0<e<g EI]{SH<SB,0£8<51
I

H
H 2 /\EF"

s"-s®>0, g <e<p

WFR . ARIEER 3-1 fIEM 3-2, JA1H {

st >s®, g <e<p
wa(w2—2w+4)
&= 50>
o +20° -8w+8
fir i 3-1 1341 .
il 3-1 KW, EEESEREN T, SEAEREML, Je2m P REA RN, Al T 5%

DOI: 10.12677/mse.2025.141014 130 RS T


https://doi.org/10.12677/mse.2025.141014

BROCHE, R5

AR B, BATANRA ARG R T I %455 8 T R [30]. £ €M%
PR N(0<e<eg), IEWMBUHARIBEE, FATHHSL R IR G P F T I B0 22 285 01 T Bl R
BIEUE R 3-1(2), M RETEFEELA NGNS, AT i i B 55 40 T 22 455 7 RO HG i 4
m, Ak 2N E 255 F7 . IR, BEETEF RN N (6 <e <o), BATRKI T 5EHEM RIS
W HRMRFMLL, AR TR RES N RIMEMR. KRR S R Zaif B EnRE — B3
Pt FHEIN 2 ABTT7, WA I (7 2% 25 R XU (s, )80, BRI, k208 1 R4S SE AL 34 M
REEEREBE . IR A DRI A B AL RN A R ] T 38 Ak I EE LB, PRk S B SRR S EE
G AP

4. BLBERRAS TR
ESERATIHE T AU a tt i A5y s | B SR pt R T 85 21 i

o 4L MRS ST L S B o RIS 2 SRR R
s, 02 >0, P_so, &
oa oa a

T A4 50 s L BB ks o RIS B ) 20 IR a RS, RATH

@ —p((—(a)—i-2)((0—2)2)C+(—a—go+5 (sw—2¢))(m+2)(a)—2)2 L?

= ’

>0,

oa 4M?

o _—p((—(a)+2)(a)—2)2)c+(—a—go+g)(ea)—2¢)))(a)+2)(a)—2)(—¢)+g)L2

oa 4M? >0

EZ p((—(a)+2)(a)—2)2)C+(—a—¢)+5)(5a)—2¢)))L((—(a)+2)(a)—2)2)C+(—¢+£)(5a)—2¢))) 0. %
oa 2M?2 e

. M :(—p(a)+2)(a)—2)2)C+[_a(w+2‘2(w_2) ]L2+p(—(0+5)(ga)—2(p)o

i 4-1 154

R 4-1 R, I 2245501 s L B A pt MR IS B LTS5 ) 2 BRI
AR ) IG AN E N . 0T RS UL, NSRS ) — Oy 2 R RN, X R AR T
T2 S ECE ST A, XTI BEE RRARIR M, BRIGBCLTSERE TS LA

H

%%&A%m,E%Fi%ﬁﬁ%%ﬁi%ﬂﬁoﬁ%,%%ﬁ%ﬂ%%ﬁﬁ%ﬂ%;>moﬁﬁﬁg
H

KE,ﬁﬂﬁ%ﬁ%%?é%ﬁ%%ﬁﬁ%%%%@%>m,ﬁﬁ,ﬁﬂéﬁﬁﬁﬁﬁﬁﬁiﬁﬁéﬁ

H
A (P> 0).
oa

BTk, BAVHT T BBk Lo Al i 22 4285 73 s™ o B i AR pt R R B i i 85 75 2"
IS o
R 4-2: VI A5 70 ST L BB A pt AR T MG BS 0y 2" RO B Bt R

H H H
s, w0, P, P oo,
oL oL oL

UEM: VA2 42550 s o B iR pt RUR S BTG 8% 0 2 R aRE Lk, BATA

DOI: 10.12677/mse.2025.141014 131 RS T


https://doi.org/10.12677/mse.2025.141014

HRSCHs, R

P —ap((—(a)+ 2)(50—2)2)C+(—a—(p+g)(ga)—2¢))(a)+2)(a)—2)2 L

o 2M? -0
op" —ap((—(a)+ 2)(60—2)2)C+(—a—¢+5)(gw—2¢7))(a)+2)((0—2)(—¢)+g)L
o 2M? 70

a((—(a)+2)(0)—2)2)c+(—a—(p+£)(5&)—2¢)))[(—p(a)+2)(@—2)2)c+[a(m+2)4(w_2)J L2+ p(~p+&)(s0—20)

a"_ -0
o 2M?

Jof, M =(-p(o+ 2)(w_2)2)CJ{“"‘(C‘”?—)(w—Z)2

2 JL2+p(—¢7+g)(ga)—2gp) .

G 4-2 184,

WRTFTE, L AT A A, RSB T AT ol | % 4k . T U
BE, Ao 4-2 FI, DAL AURRORIN, AR A TR %A ) DL Gt 5 S A (R4 A

H H

%ﬁﬁﬁ%ﬁ%d%on»@w,ﬁﬂ%%%ﬁ%ﬁ%%ﬁﬁ&ﬁ%i@%»oﬁﬁ%gzxm,—ﬁ
T T AR A5 7, e A E AR T4, KRR 2 T o R T A, 2 PR
Wiy 57T, B E AR, IR LN, R B, B S A BRI, i

AT FRAT HINASTIG T, AR EE I 5 3 fr, A, Eﬁiﬂiﬂbﬂﬁlﬁl%%ﬁ(a@i >0).
BETOR, BATVEGERTT 1 13 G DR 3R 20 A0k Aol A S B ST R WAC 2l PRS2
RE 4-3: BERIYI B R SO R A B AR 2 A BUR O T n, - B a;: >0, 671“ >0.

WERH: R MHIE S AT a, LRSS FRATA
om, al’p® ((—(a)+2)(a)—2)2)C+(ga)—2(p)(—(x—go+g)) ((—(a)+2)(50—2)2)C—i—(sa)—Z(p)(—(p—i-g))

oa R® >0
Qﬂi_aip«4w+zxw_ajc+@w_zmcﬂ_¢+g»1«_qw+zxw_aﬂc_qa_gxwpa¢»p+mqm+zxw_aj i
a R? g

i 4-3 154IE

W 4-3 KW, MEE RIS R B AR IR 22 A 0 (R 0 g 1A . AR S 1 R A 2 bR
BT, xFRRSRYL, — AR BLER 2 AR I INgs AR T AN, xR R 5
— 4 A 4-1 Fif i 4-2, BRI B S5 ) i A AR LA R 22 A UR I3 i i, DALk, AR
N L2 AR R B BG N [F] B I 25 BB R T B R RRUAS, IR T AR . BB AR I A 22 A 41 2R 1 1S
MR EFINRLESS ), Bk R g, Bk, R R AR 21

PR, BATE LA SEO6 Ak (1 BB & bR AL 7z, B IR a A2 Ak L IR A1 DLtk 474K
B €=5, ¢=10, @=02, a=20, ¢=100, p=70 (HUASIXLESEHUEATIIR AT LATS B0 1 25
).

B LRI, Al A BRI A R B AR R A e AU B I gD . [ R 4-1. dr Rl 4-2, 4
MV 38 2 A% g P L PR SRR ptt RN B I 3 1 T 4% 7 2 il AR I SRR e A A5 AR 1 1 i v 4
b, DR, R AR, ANAR I DT SR AUSON S ISR R 22 42 5% B0 SR B RAR b KNI Al
SRR AL R AL F A R R R o AR T FRR 22 A A5 R R I 5 1 R IR B 55 7y, Rk, ARG N2
IR HEE RS, HILA R RA kN g, Bk, Al 2 b .

DOI: 10.12677/mse.2025.141014 132 RS T


https://doi.org/10.12677/mse.2025.141014

w(i*ﬁ)

oHO
bt

126
124
122
120

118
1161
1141
1121

0 02 04 06 08 1 -
a L

() =, Bt a AL (b) 7 BEH L AL

Figure 1. The variation of 7, with respect to changes in a and L
Bl ~bEEafLTRIER

5. HlHhTT

B, BATHERG R N 2% 01 UM SRl @ %% 71, il 3-1 R, {EERES 51
PO, AR SE G LB AT 2 A R, e AR A% R . O 7RI — e, AR
Pt TR T A 2 %% 1 A ENLRISR P A A R E B . SAENLE SRV 2 %5 0 —T7 X7
VIR — EHE I, R IR W2 dl, MRS A T2 s, Walhi fEfT 24
JEAS cs? BRI 3R Al j BOEC R IR & s, o RATH & (fj)ﬂ%ﬁﬁﬁﬁfé'ﬁﬁ@%ﬁﬁ AMVAT 22 4
BN . RIS BB I NG, FRATHS R a6 R B O

m, = D, —cs! —PL, +&;5 &S,

Hrft, Di=a-p +op;+ps —&s),i#]o

N T RERSHERAAL SR B 7 b 22 455 0y, VB T LI NE =M. AR e A%
JIRT DA MR, A SR T AR SR =7 S0 UE . ELR (R aE T 5 AL RS B A S U7 e [31] . AESEER
IT SCHE AR S5 FHEs DX 4N 53 8 22 6 57 M I Ao lb (1 22 42 %% ) . RosettaNet Fil GS1 & A BRARUEAL LY, AT N
bz (B 8 AE T AOE AT &, DASEILES 20 23 (HE 2 76 A 3RV B ) I IMERI 22 5 B Ak o 3% SEAR AT H A
IT SCRERIIR S BT Semt i A5 A B sh ik B 15 [32]. thah, AR J7dH A48 X A 51 E W48
7o BRI, HEUFSF[33]. BRI, SEEER B 7 122 4 %% T DA W A58 IE o

AR, WM 7 Al (1 22 42 85 Fy e s Aty KA R I ROA . BATTHE IS M RAR 1L @ o FEF-LEAH LR,
WSR2 A% I, AR AR W AR 2 T e TS, LR AL AT 2 A S5 AR, AR Ak

FRZHWENE] . Fit, AT T W ESA O 35 2455 7 38 i m 8 o (R Z—?Z 0)MIIE N, BT
M, ¥ O WNELILRBEIASECEAC EE M. Fit, A0 © W HE S 7RI s 0
I ESCAS S, FRATTKs B EE i 2 R B S O

7, = pD, —cs? —PL +&5, -6, -
Heft, Di=a-p +op;+ps —es;i=jo

ISR, BRI T RS S e kIR L2 Mg, BATRI G =&, =¢ - EH5-
1845 T RATHIWE TR I -

DOI: 10.12677/mse.2025.141014 133 RS T


https://doi.org/10.12677/mse.2025.141014

BkOCHE, R5

EHE5-1: S1ENLHIT, HBEFEN =0, MRt aRIZE% .

?:—851- +op;+¢s;+a—2p,
E%:ﬁﬁMﬂT,ﬁﬂ%%%WE@ﬁ%?%%%*MQ%(ﬁ - Xt

—— =S top; +¢s; +a—2p;
i

(s0-2¢)s, +(2¢6 —wp)s; —ab-2a

TR LRAEE Ty , NI SN | b —4 o R p, Al p; AN
0 (e0-2¢)s, +(2¢ —wp)s; —ab-2a
=

b* -4

7 SRR P A R AR R R, AR R A% s =5 = . R 3-
ap(-p+e)+al’(w-1)

al’ (0-1)+ p(4c(@-1)+(-p+2)’)

3HH, MR ELE N = o s =5, TREINHA

E>0 0<e<g wqo(w2—2w+4)

) C g~
& <0, g<e<ep w” +20° -8w+8

6,=0,=0=6. I, ?ﬂiﬂ‘]ﬁfﬂ{
SEHE 5-1 F5HIE
RE 4-4: MESFEEHT AR, REHFENIE, YESEEMHSE RN, XEENm, Rl
E>0 0<e<g
£ <0, gl£g<¢)o

UEBA: il 4-4 R AR AL 7R 2 B 5-1 ER .

100

0* 501

_50.

-100-

Figure 2. The variation of 8" with respect to changes in 8"
E 2. = 0" bEE 0 HTLIFER

EH 5-1 R, EBRESSIHLT, SENHIRT LS| S A R w2455 )1, AT fg k%
EE IR R HAh, R 4-4 RW], MR A BRI, BERONIE, Rz, REFEN
Bo [T RR 3-1, 24224 s AR FEARXT AR, ARG R F M 224585 R T3l e, e, oA
TIERI w2 4% ), b RARRE R, AT BB shil. ke, H7eTE5 128N
XHECEIR, AbE PARRF T LS T TRCE R, R, O TR S m i e et T, kiR

DOI: 10.12677/mse.2025.141014 134 RS T


https://doi.org/10.12677/mse.2025.141014

Mi*ﬁ)

WHO
pii

BT, AT Mk R R Z AL -

PR, BATLENBUE P BB P IR ARG RRRE . & 2 JROR T AR &S Z e S R
e MBAIERL, =10, ®=02, a=20, ¢=100, p=70, a=0.1 (K AXLESEIATIR AT LA
RO ER).

6. Zit5RE

B (S R MZIEESOR AR, AL mE B E B 2 athii. mTiimeiam, mlkirs
MIHBR A, b2 WA R R TE S . BB P G B e MR AW EE T, Al (8]
ST RIT I IR S SRR M 22 e O e 4. TR, ASSCHINGRIE B2, M T ik 224
XU FE SR Al AN BR 2 R R EASAREAY, BITTT 13 2R AR DU O B S (3 2B U e F AR IR 318
R, Ft— PR T BRI, PR EZ OB ZON T A SRR B R 1 . IbAh, 8
DA Al AE B R SRR 5 DRI IR ORI T X HE, BATARIURE S 5T, e PR S A%
EF I . R, ASGRM 7T R G ENROR IR 255 7, NIk B2 i
2L Behh, AT T —BEFEFoR, AP SR P i B S B L R R

KRIHETE T AE B S 5 R Al 22 4 WUE 55 4 (0 Aol A0 BB TR g L3l RV IR i FL 45101
AR RIE, HAAAAE S R/RIE. Flan, FAMRBCRE AL P fh SRR ), (HSCErp
P I F AR S E RS A . N 7RIS E S MLAR, AR FURT LA DR A E S
TS IIZNAMK R, NG 2 A WA

SE

[1] PR S . 2024 4 bR 4 i 58 XU 5 %4 & [EB/OL].
https://www.thepaper.cn/newsDetail_forward_27963751, 2024-07-05.

[2] 1BM %A (2024 fFEHH M AR ) s Al Bt 2 eAS BT s, Al R E S AL RO B O TR R I [R]. 2024

[3] Anderson, R. and Moore, T. (2006) The Economics of Information Security. Science, 314, 610-613.
https://doi.org/10.1126/science.1130992

[4] WER, xR, 32 FE 2P AR E bRaR T A I]. o E{E 8224, 2013(10): 68-71.

[5] Gordon, L.A. and Loeb, M.P. (2002) The Economics of Information Security Investment. ACM Transactions on Infor-
mation and System Security, 5, 438-457. https://doi.org/10.1145/581271.581274

[6] Cezar, A., Cavusoglu, H. and Raghunathan, S. (2017) Sourcing Information Security Operations: The Role of Risk In-
terdependency and Competitive Externality in Outsourcing Decisions. Production and Operations Management, 26,
860-879. https://doi.org/10.1111/poms.12681

[7] Gao, X. and Zhong, W. (2016) A Differential Game Approach to Security Investment and Information Sharing in a
Competitive Environment. IIE Transactions, 48, 511-526. https://doi.org/10.1080/0740817x.2015.1125044

[8] Gal-Or, E. and Ghose, A. (2005) The Economic Incentives for Sharing Security Information. Information Systems Re-
search, 16, 186-208. https://doi.org/10.1287/isre.1050.0053

[9] Kolfal, B., Patterson, R.A. and Yeo, M.L. (2013) Market Impact on IT Security Spending. Decision Sciences, 44, 517-
556. https://doi.org/10.1111/deci.12023

[10] Qian, X,, Liu, X., Pei, J. and Pardalos, P.M. (2017) A New Game of Information Sharing and Security Investment be-
tween Two Allied Firms. International Journal of Production Research, 56, 4069-4086.
https://doi.org/10.1080/00207543.2017.1400704

[11] Wu, Y., Feng, G. and Fung, R.Y.K. (2018) Comparison of Information Security Decisions under Different Security and
Business Environments. Journal of the Operational Research Society, 69, 747-761.
https://doi.org/10.1057/s41274-017-0263-y

[12] fESE, 1PERfR, Mewkik. T Stackelberg F{ZRMIALRIEE AL AME B 22 APk T[], 1EiRA&, 2012, 31(2): 178-
182, 167.

[13] Wu, Y., Xiao, H., Dai, T. and Cheng, D. (2021) A Game-Theoretical Model of Firm Security Reactions Responding to

DOI: 10.12677/mse.2025.141014 135 RS T


https://doi.org/10.12677/mse.2025.141014
https://www.thepaper.cn/newsDetail_forward_27963751
https://doi.org/10.1126/science.1130992
https://doi.org/10.1145/581271.581274
https://doi.org/10.1111/poms.12681
https://doi.org/10.1080/0740817x.2015.1125044
https://doi.org/10.1287/isre.1050.0053
https://doi.org/10.1111/deci.12023
https://doi.org/10.1080/00207543.2017.1400704
https://doi.org/10.1057/s41274-017-0263-y

Bk, =

5

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]
[22]
[23]
[24]

[25]

[26]

[27]

[28]
[29]

[30]

[31]
[32]

[33]

a Strategic Hacker in a Competitive Industry. Journal of the Operational Research Society, 73, 716-740.
https://doi.org/10.1080/01605682.2020.1854631

Luo, S. and Choi, T. (2022) E-Commerce Supply Chains with Considerations of Cyber-Security: Should Governments
Play a Role? Production and Operations Management, 31, 2107-2126. https://doi.org/10.1111/poms.13666

BMIRE, ) 3C, ARSCHF, XIMghE. 2 Re m 2 i A B gk b 8] (5 8 22 & AL 2R A [J]. B se ik 5A
7, 2020, 50(16): 285-291.

HHAE, BRI, AN, MR R T G B a0 E WA RIS A sk A i [3]. B ER R A2, 2021,
29(6): 70-81.

Gao, X. and Zhong, W. (2015) Information Security Investment for Competitive Firms with Hacker Behavior and Secu-
rity Requirements. Annals of Operations Research, 235, 277-300. https://doi.org/10.1007/s10479-015-1925-2

WERE, AP ARMR, Megkik. ARG RAR XU POG B Al A5 2 S BRI 0], RS A2, 2019, 34(4):
497-510.

Cavusoglu, H., Raghunathan, S. and Yue, W.T. (2008) Decision-Theoretic and Game-Theoretic Approaches to IT Security
Investment. Journal of Management Information Systems, 25, 281-304. https://doi.org/10.2753/mis0742-1222250211

Gao, X., Zhong, W. and Mei, S. (2014) A Game-Theoretic Analysis of Information Sharing and Security Investment for
Complementary Firms. Journal of the Operational Research Society, 65, 1682-1691.
https://doi.org/10.1057/jors.2013.133

Hausken, K. (2017) Information Sharing among Cyber Hackers in Successive Attacks. International Game Theory Re-
view, 19, Article ID: 1750010. https://doi.org/10.1142/50219198917500104

Wu, Y., Feng, G., Wang, N. and Liang, H. (2015) Game of Information Security Investment: Impact of Attack Types and
Network Vulnerability. Expert Systems with Applications, 42, 6132-6146. https://doi.org/10.1016/j.eswa.2015.03.033

Wu, Y., Wang, L., Cheng, D., et al. (2021) Information Security Decisions of Firms Considering Security Risk Interdepend-
ency. Expert Systems with Applications, 178, Article 1D: 114990. https://doi.org/10.1016/j.eswa.2021.114990

XNER, RE. ZRBFHELR T IEE 220 AMER K ——E T AR R A L] & ER S TR
2023, 12(1): 1-18.

Gao, X., Zhang, Y., Zhong, B., Wang, X. and Wang, Y. (2024) A Duopolistic Analysis of CEO Competitive Aggres-

siveness with R&D Investment. Production and Operations Management, 33, 1083-1098.
https://d0i.org/10.1177/10591478241238971

Kim, B.C., Chen, P. and Mukhopadhyay, T. (2011) The Effect of Liability and Patch Release on Software Security: The
Monopoly Case. Production and Operations Management, 20, 603-617.
https://doi.org/10.1111/j.1937-5956.2010.01189.x

Nagurney, A. and Shukla, S. (2017) Multifirm Models of Cybersecurity Investment Competition vs. Cooperation and
Network Vulnerability. European Journal of Operational Research, 260, 588-600.
https://doi.org/10.1016/j.ejor.2016.12.034

Yang, M., Jacob, V.S. and Raghunathan, S. (2021) Cloud Service Model’s Role in Provider and User Security Investment
Incentives. Production and Operations Management, 30, 419-437. https://doi.org/10.1111/poms.13274

Ponemon (2019) Cost of a Data Breach Report 2019. Poneomon Institute.
https://doi.org/10.1016/S1361-3723(19)30081-8

Qian, X,, Liu, X., Pei, J., Pardalos, P.M. and Liu, L. (2017) A Game-Theoretic Analysis of Information Security Invest-
ment for Multiple Firms in a Network. Journal of the Operational Research Society, 68, 1290-1305.
https://doi.ora/10.1057/s41274-016-0134-y

Swaminathan, J.M. and Tayur, S.R. (2003) Models for Supply Chains in E-Business. Management Science, 49, 1387-
1406. https://doi.org/10.1287/mnsc.49.10.1387.17309

Erhun, F. and Keskinocak, P. (2011) Collaborative Supply Chain Management. Planning Production and Inventories in
the Extended Enterprise: A State of the Art Handbook, 1, 233-268. https://doi.org/10.1007/978-1-4419-6485-4 11

Choudhury, V. and Sabherwal, R. (2003) Portfolios of Control in Outsourced Software Development Projects. Infor-
mation Systems Research, 14, 291-314. https://doi.org/10.1287/isre.14.3.291.16563

DOI: 10.12677/mse.2025.141014 136 ERRES TR


https://doi.org/10.12677/mse.2025.141014
https://doi.org/10.1080/01605682.2020.1854631
https://doi.org/10.1111/poms.13666
https://doi.org/10.1007/s10479-015-1925-2
https://doi.org/10.2753/mis0742-1222250211
https://doi.org/10.1057/jors.2013.133
https://doi.org/10.1142/s0219198917500104
https://doi.org/10.1016/j.eswa.2015.03.033
https://doi.org/10.1016/j.eswa.2021.114990
https://doi.org/10.1177/10591478241238971
https://doi.org/10.1111/j.1937-5956.2010.01189.x
https://doi.org/10.1016/j.ejor.2016.12.034
https://doi.org/10.1111/poms.13274
https://doi.org/10.1016/S1361-3723(19)30081-8
https://doi.org/10.1057/s41274-016-0134-y
https://doi.org/10.1287/mnsc.49.10.1387.17309
https://doi.org/10.1007/978-1-4419-6485-4_11
https://doi.org/10.1287/isre.14.3.291.16563

	黑客参与下企业信息安全投资与定价决策研究
	摘  要
	关键词
	Research on Firm Information Security Investment and Pricing Decision with Hacker Participation 
	Abstract
	Keywords
	1. 引言
	2. 文献综述
	3. 问题描述与模型建立
	3.1. 问题描述
	3.2. 模型建立

	4. 比较静态分析
	5. 机制设计
	6. 结论与展望
	参考文献

