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Abstract

The situation of cybersecurity has become complicated and extensive in recent years, which puts
forward higher requirements for response decision-making. The existing cybersecurity knowledge
graph can only provide static expertise, but cannot present the dynamic evolution of cybersecurity
events. Event evolutionary graph provides better decision support for cybersecurity by tracking
and analyzing event evolution path. First, the event ontology model was constructed based on the
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characteristics of cybersecurity events and related standard classification, then the event expres-
sion was obtained by using template matching and dependency parsing to extract event and event
relationship, and the cybersecurity event evolutionary graph was visualized by using Gephi. Finally,
the decision support of cybersecurity situation prediction and response scheme were realized
based on the event evolutionary graph data. The cybersecurity event evolutionary graph can effec-
tively present the possibility of the evolution of cybersecurity events, and provide some reference
for cybersecurity governance and emergency response decision-making. This paper builds the
event evolutionary graph based on cybersecurity events which expands its application field.
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Figure 1. Construction process of cybersecurity event evolutionary graph
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Table 1. Types and elements of cybersecurity events
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Figure 2. Cybersecurity event ontology knowledge model
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Figure 3. Flowchart of cybersecurity event classification
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Figure 4. Dependency parsing example
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Table 3. Examples of event extraction and representation
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Figure 7. Examples of APT-C-35 in the cybersecurity overall event evolutionary graph
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Figure 8. An example of a cyber-attack in the cybersecurity overall event evolutionary graph
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