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Abstract

Traditional cybersecurity emergency decision-making primarily relies on the accumulated personal
experience of security personnel, lacking systematic knowledge support, which makes it difficult to
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cope with the complex new cybersecurity landscape. Event evolutionary graph technology can pro-
vide more efficient decision support at various stages of emergency response. This paper focuses
on the event retrieval mechanism in the event evolutionary graph. Based on the knowledge repre-
sentation modeling of cybersecurity incidents, the BERT-wwm-ext model is employed for vector-
ized semantic processing of event elements. Additionally, a method combining cosine similarity cal-
culation and dynamic programming is proposed for event similarity computation, enabling rapid
and accurate detection of highly correlated events. The paper also presents a decision support ap-
plication framework for cybersecurity response, aligned with the PDCERF emergency response pro-
cess. This paper provides fundamental ideas and implementation methods for applying event evo-
lutionary graph technology in the cybersecurity domain.
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Figure 1. Types of cybersecurity event
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Table 1. A example of cybersecurity event case
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Figure 2. Cybersecurity event evolutionary graph structure diagram
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Figure 3. Semantic representation of BERT model
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Figure 4. Event case retrieval algorithm flow
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Table 2. Cybersecurity event case matching
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Figure 5. Cybersecurity emergency response decision support method
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