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Abstract

To address the trade-off between high computational complexity and significant hardware resource
consumption in real-time high-definition video encryption, this paper designs and implements a light-
weight hyperchaotic Chen synchronization video encryption system based on FPGA. The system uti-
lizes a four-dimensional hyperchaotic Chen system as the key source. To reduce the hardware over-
head of high-dimensional algorithms, a lightweight chaotic engine based on a time-division multiplex-
ing state machine is proposed, which compresses eight multiplication terms into a single hardware
multiplier. Meanwhile, tailored to the characteristics of the underlying hardware RGB565 video
stream, a bit-level XOR stream encryption scheme is designed. Verification results from MATLAB
and ModelSim co-simulation, alongside physical tests on the Cyclone IV platform, demonstrate that
the system achieves 60fps zero-latency video encryption and decryption while consuming only 23%
of logic resources and 48% of multiplier resources. The correlation between adjacent pixels in the
ciphertext is as low as 0.0012, and the histograms of all color channels exhibit an ideal uniform distri-
bution. This research provides an efficient hardware solution for real-time vision security in resource-
constrained environments.
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Figure 1. Block diagram of the overall hardware architecture of the system
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Figure 2. State transition logic diagram of the hyperchaotic engine FSM
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Figure 3. Comparison chart of encryption and decryption effects in joint simulation
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Figure 4. Physical connection diagram of the hardware experimental platform
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Figure 5. Real-time video encryption and decryption hardware test results
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Table 3. Comparison table of correlation coefficients of adjacent pixels in images
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Figure 6. Scatter plot of the correlation distribution of adjacent pixels in the G channel
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Figure 7. Histogram statistics of the ciphertext image in R, G, and B channels respectively

& 7. #xEf% R, G. BHiBEEASES%IT

MEEPE] 7 AT R B — AR EL S %0 Ry B IEIE B 5 RERE LN G s — 5. X HARm
FEREAYY, A A SR R JE R4 RGBS65 4 2 A% s\ ks T 4E 3. HA A @ B S r

(1) BEEGE: A SR 512 < 512 FriEEE, SR AECN N =262,144 /.

(2) R. BilliEsrfi: 7 RGB565 /&, R 5 Bilif&4 & 5-bit fr5s, HEILRES N 25 =32%. 4
AR VR I A SR AR (G B ATVRE S, ARSI IR 1/32. Rk, SR TS SREON A
E,=FE, =262,144+32=8192 ,

3) G HIENA: G WIE L 6-bit fL%, ELREH N 26 =64 . [FH, HERHEIAEER:
E, =262,144 =64 = 4,096 .

SEIS A S PR T I S W . S B ITE AU A5 R LR BT 2 LRI S
3, XAFEARKEABENLT SISt Rt

SEIGHEEA S HAEI T, AR SCUTT BRI 5 SR A5 £ 6T RGBS65 FUATR 1) i 210 12 48 S A
WHIRYE . WS A OYE T FIIR 3] 7 BRI B O 51 ARaEs, IR ER 1 IR a8 W SO R St
FRIE. IXFpIE T 2 ks UG BC RN Sms, 1 R & 7 R MPUR g4 i Bk (1 e

6. &it

ASLH LI T —FEHET FPGA KBRS RS . Wil 5 A2 EHIREHL, B
YT BRI R SR FPGA (0 7 1 B SR ok i, STIL T 22 A o 5 R A T4 11

SEIGEE R, RGEATE WYGA@60 Hz ALARAT, I FE e g . Zi5 s, %
SCEME AT B 7 WA SCRIALSERRE,  HAEAHAIMR 2 AH OGP 23 3@ 18 B 7 B o A S G it 4R bs LR B
Fo BRI N RGB565 142 A& 2R 270 A (8192 X 4096) Ik IR IR, A JJHBIE I T Sk i =it
KAGERELEN . SERHE R LR E 2 4 M0 7 T AA B 7 P8 B bs, RS A i 00
W RGNE B A RBEIR AL T — PR SN A R LAV

E&InE
AW FAFE] T HI2ERE 2025 FFERFK KA NI ZR iR H (W H 465 : X202510380032).

DOI: 10.12677/0jcs.2026.15209 109 5 R4


https://doi.org/10.12677/ojcs.2026.15209

W AF

HU2ERE 2024 SERPECFSCEESHIRTUE U H %55 : x24jyxm02). AV BFLFE AT AT HE “F TR
V5 AT ) S N 2 AR 9T S FPGA SEBL(IH 45 . hxkt20240285)” « bR FEH A I KA 17 1 H
CHTHLER ST I BUR 4 S I B RE AT 7T (I H 45 . hxkt2511021)7 30 HF.

W

— —
N =
— —

(7]

(8]
(9]
(10]

%3k

FIGHE. HT FPGA 1) AES-RSA RGN RGcH A [D]: (Wi L2408 3] fRsE: kK, 2025.
B R, T VU4 R M RSN 28 AR5 R 48 5 FPGA B6E[D]: [l L0018 3], PR/RIE: BBl K2E, 2025.

BB, SeEE, XFP, 45 BT FPGA DU 4ERRIE RS AENUTIN S KR [)]. PRI B AR,
2024, 41(5): 623-630.

JEHI. £ FPGA (iR Chen [N KRG W T LI D]: (Wt 220018 3C]. MR/RIE: IRV R, 2021.
R, Ak, skiste. 2K Chen RGN K H: FPGA SE2HI[)]. B 5THE TOK54K, 2015, 39(3): 323-329.

Zhat, ¥RV, ILER. 2T Chen BRI DNA 4ahd ) EUE N B[], BB K2 H AR #224k, 2020,
37(5): 602-609.

FUURH . T RSA BLiJAN Chen R RS E 7 BB INE BT FE[T]. W /K IEIMTE R 2 H AR BHE 244, 2024, 40(3):
56-62.

. TR AU BN 3 5595 [ FPGA SEIUT FE[D]: (W22 A0 18 30]. BAR: My RHKE, 2025,
KROEHE. 2T FPGA MR INE THE I T 3 ih 5 SCBL[D]: (Bl L2243, el A BHOR S, 2023.
KR, T o5t Chen’s TRV UGN S FVEDEFC[D]: WL 24001050, Bt WLIMYE K2, 2023.

DOI: 10.12677/0jcs.2026.15209 110 5 R4


https://doi.org/10.12677/ojcs.2026.15209

	基于FPGA的超混沌Chen同步视频加密系统设计与实现
	摘  要
	关键词
	Design and Implementation of Hyperchaotic Chen Synchronization Video Encryption System Based on FPGA
	Abstract
	Keywords
	1. 引言
	2. 超混沌系统模型与离散化方案
	2.1. 四维超混沌Chen系统模型
	2.2. 硬件友好型算法优化
	2.3. 同步控制律设计

	3. 硬件逻辑架构设计
	3.1. 视频全链路通路设计
	3.2. 轻量化超混沌引擎与同步控制实现
	3.2.1. 时分复用FSM架构设计
	3.2.2. 同步控制器与步长优化

	3.3. 位级视频流加解密逻辑与交互实现
	3.3.1. 针对RGB565的位级流加密映射
	3.3.2. 交互控制状态机与多路选择逻辑


	4. 系统测试与联合仿真分析
	4.1. ModelSim-MATLAB联合仿真验证
	4.1.1. 验证流程与数据预处理
	4.1.2. 仿真结果分析

	4.2. FPGA硬件资源消耗分析
	4.3. 综合性能对比与优势分析
	4.4. 硬件实物验证与实时处理效果
	4.4.1. 实验平台搭建
	4.4.2. 实时热切换效果演示


	5. 图像安全性深度分析
	5.1. 相邻像素相关性分析
	5.2. 基于RGB565格式的直方图统计特性分析

	6. 结论
	基金项目
	参考文献

