Open Journal of Legal Science ¥%:2%, 2023, 11(6), 5206-5212 Hans Y
Published Online November 2023 in Hans. https://www.hanspub.org/journal/ojls
https://doi.org/10.12677/0ils.2023.116744

AVEYR TH 1% B 5% 150 e K% B T PR BE

—L “@/MT Al REEEIR” A6

X B
SNREEEERE, M SEEH

Wk HiA: 202348 H21H; FHHEM: 20234F9H4H; KA H#: 20234F11H13H

HE

ATHEBEARRRHRNERT —RIIERRK S, #2REDTHHABREAT VERWRRITA
BRAEE, HHEURELE, AR . AU “ENTARREERSR” A6, TN THROHE
FEMAL, 2ATHAVERERY RiERIRS, EHIBREAREER. HEEMENRESTE. hiEs
PHEAH SRS BER . 1A, ARBAUTIA PR R RE BERHIEIH AR, ASCRHHET MR E
BEAT AT, RAREEMSISHRRIRR, W AR A AQRSR AT A REE A R R #EAT MM, BY
HENCHIERE. WESEF KIRTE, WTHEEAR R EIR. B, FEN TP
AREFB SR RS RE, ULERTERTRINYE, NI RAE S AR T TR MR o

XK ia

ANIERE, ARG, METHRE

Criminal Law Problems and Intervention
Limits Faced by Al Fraud

—Taking “Fuzhou Al Face-Changing Fraud” as an Example

Xiao Wu

College of Law, Guizhou University, Guiyang Guizhou

Received: Aug. 21“, 2023; accepted: Sep. 4”’, 2023; published: Nov. 13th, 2023

Abstract

The development of artificial intelligence technology has brought about a series of legal risk prob-
lems, and many criminals that use Al technology to commit fraud crimes are common, and fake and
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real, so that people are impossible to prevent. This paper takes the case of “Fuzhou Al face-changing
fraud” as an example, denies the criminal subject status of artificial intelligence, and analyzes that
Al fraud involves not only the crime of fraud, but also the crime of violating citizens’ information,
the crime of helping information network criminal activities, and the crime of forging identity docu-
ments. In addition, in order to promote the orderly development of the Al industry and the innova-
tive development of information data, this paper analyzes the intervention limits of criminal law and
proposes that criminal law, when regulating such new crimes, can regulate the use of Al crimes by
types and according to different degrees, that is, carefully identify crimes in the process of data
acquisition and collection, and strictly crack down on crimes in the process of data utilization. In
addition, the regulation of this kind of neutral technology should be prudent in criminal law to
maintain the modesty of criminal law and give full play to the regulation role of other departments
of law.
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AT L) 0 e A B R R M IR AR 7 — BRI R R i . 3T FAR M T — R R AL “ i
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R FELAS P 45 SO A2 SR R A — A P 8 i AL B AT 1 RS T 26 Vi 22 . AR M T — A I I AR 3 sl
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TVEG . AR B E], VEDR S TEET, 4 AW L

Ui T AR LB N, TEALSS T G Wi A, T &, I SR H 82 SR
00753 05 BRI 05 8. TR 3 A, AL, FRMER KR F S ORGSOk, ToREr
FRVEBRTE . Al VESR ™ B0 7 AN =R 28, 0SREE2 TR R, (ER2, I 2K S o A7 18 F 5 2,
AR A TR AL Bt BT R BVETRIEAN, AT J9 A 75 I T I At PP 2 95
S? JP AT B R A R AR R B T R RE 2 A SO b AL 15— IR TS A .

2. NI ARRER
2.1 ALgaeREAR
N5 RE(Artificial Intelligence), fRifR Al. N TR RERE— TR TiHENR ZEGIS. T4, [FRR.

Y2 WALSK TN R e T W R T AR €10 4k, 001 336 TIU0! AR A E Nk 7 3. Pibk:
http://gaj.baotou.gov.cn/jffb/article/detail?articleld=852244673606062080, 2023 ££8 H 10 Hijjl.

DOI: 10.12677/0jls.2023.116744 5207 N


https://doi.org/10.12677/ojls.2023.116744
http://creativecommons.org/licenses/by/4.0/
http://gaj.baotou.gov.cn/jffb/article/detail?articleId=852244673606062080

DR B S L A RHRA S E R . i B 1956 4F Dartmouth KR4 E, i« N TR REZR”
FR(McCarthy) Je —HEOFIF R . HURF S RIEH 2. B (Marvin Minsky) & N T8 G810 BI26 A2
—, A BL “LENLES TR EN R R TAEM AR —AE MRS TN DR e, N LR R K
ooy s N TR e 599 N TRRE, M N LR RERA BRI J6e )7, Befs sl 2 i AR m 8 )
YO = A R . 55 N TR Re ) Be7E A BV B &2 i A0 e AR Be o[1]. MBAERIHEAKRE, A TH
REMISZIL R —Fh EA RIS, {H 2022 4E Chat GPT FIMF & E AT N TR AR S E AN, AN TH
REFITE AL 2 A K . BRI EAR )R ORI HESD T N TR ReEAR MBI K e, s N T8 Rt
ARO& BRI SRR B ERI REF . RERA. BARESRHE.

22, “REHQE” HAR

FEBEN TR REMIQIHT KR, MR N EBIhaE 2 — /) “IE b 7 (Deep Fake)® Hi A th 452 53 . %I
HARRZT 2014 47, ERAFRKMEK, ZRHNARZ OB ZFE « %% (lan Goodfello) [2]. Al
FIHFEE AL EEE, XM 553 Bk, JFRHEMRE, ERASAR AL
o TXANHAR AT S GG UE I AR 1) P RS R (07, LUK I LA R R JRGZE [3] . IEAnFRAT]
FREEIE) Al G A, HM AR “ZA0” . “Fake App” « “Deep Face Lab” %5, —% F£u (#1531
KA 2 DRI S HRE . AL 3R IS B R T B2 a0 A e A il 3500 (48 L4 Haar R 0 548 . HOG
FHIE + SVM 3 K28 55) AT NI, SN IRARAE . 58 BORHE s 8 7 e AT AC O BT, B fe AT
G BUE G TR . I EOR B R NS RS B A, T S A N 4 e, 1S
% T BRI EA S ORI, RULUMEELE, W E A B AR, “IRBEONIE” £
RIEAL G 7R HRA . SO BRI & AR [4]. AL U EOR, R Al AT 22 ST 5 (A 75 35 4
fE, bendEE S A, B EESERHE, @ISR S R, A ORI 5RE E ANARAR AL S
B, BLMEARURALE .

“WRIEEDRIE” BRI — B ARKE . JLHZSHELIK, Chat GPT Al GPT-4 SHOR MM,
BT T ENURHE AU R # s, B0k T AT AL ER B2 AN o a4 PR BE A TR FE A R R 1T
BOFIR,  FIFHRFEG AR = AR S H ad i 2, ANTEZFIH — & B rT DURIE Al #/5 . Al #
R ECE . BRI, ZERE HEBILTE S TR, HEMRILA REERGE

3. ATEBEMEEMAZEE

MNIE R F B R N R REHVE R AL, R AR 5 N TR B BOR R AR S VR I ) o . R T
N LR BENLES AR S DA T AR BT 5 5 2 SRR BORF UL, € IR 32 3 2 404 15 Al BLds
ANSTENEBEFET « 2R THRI MK R B 320 A p s 0 8 B R B 1 b St /8 T Ak 2 AT,
HEAYHARIER R ), BANHESE T AMAL, RN STE[5]. FFZoll AU FE 2R N2 AR
FRAHIR SR, R ERL “ NTRERE” AR R, XNEROMTABRRE, ZOoWE8h
RN LR BEALEE N TR S 53 AE E AR A . X ZE BB E e iRt ATM HLANLES N, ATM HLAE AT RERE
Bw[6]. fhikJy ATM HLEARBIThEE, WArge™ AN iRE . tAh, EF R gt A TR R
DIST BB IR SR, RMSZ R AR, AT DURIEIN S 5T E . MRt “HLas NrTRescon” RO AR
FH ATM HURICI PR AT N BEA R & 1 O SR B ARHE, AR & ERRIED I “dbrmil” EHER,
J& kA A T] .
PHL R N TR 8. BURAIARR)Y , hitps://www.cas.cn/zjs/201902/t20190218_4679625.shtml, 2023 4F 8 A 3 Hijjlil.

¥ “PRPEDyIE” (Deep Fake)— il ¥ T~ 2017 4735 [F 21t o0 25 A1 Py it USRI (F 5 (00 WBFR . J5 R RIBLIRE AR M 2 7R Hoa SCRIREY: 2]
i,
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“HLERABER N AN ERFTIEATT & B0 A RE W AL DRI “ BT
MBI AR s ig.

KT NLEREMIF LA, FRATS BT LR LA

1) HmAAsk= “ B HRES” B AL SEREVERAT NI STE .

TUERE) M B H RS, A RSB PHARE AR B I . — DA B S,
EWREMEAT VAR M E 57 K, R AT ORI RN, IR B B ST A B RS B AR,
H AT Al R REDGE — RIVFE RIS F A R, HAT NRATIERE R Ra) TS, ExE o
HIAT R TCVEAE B S AC BB AT, sh A2 CERI B ). Bk, EARA BEE A
HEE. AMAENE, ERENE “ITh7 75t SEEAA EEMIRRERR RN Z K. k= “H

BE” MTUEEARIFRER SRR, BN HEAIRE . EHERSUE.

2) 3 Al BT R HIRE I MEA R % STEASHRE I, S VESRAT N IO SUE A AR & .

RIMEAE AR N TR et vl M A SRS, RERIA R HRAIZ ] B SR MR . e ThxELLA
HIERE ST, BIONSUERENAMS A RSB EFEA K, E5EEHRERRERR . WR Al BEEAE
—FHEREATEEER, A RA KR EITERRE ). FOVBAEESROAN TR NS, X
FLtAT SR B W, e BRI O S 2 TR, SRR B T B TR S A RERK
SRR R N EE 5T SR . I SR RO AR CE . .

3) KK Al R B4 AT NRE D 5 SUEREINT, SEREVEYRAT ARAF “ARAMIERE]” #9528,

H AT AL R AE NSRRI 1 2 AR AT N U BOE 7 ZAEVE R BN TR R VA AR
“HHEE” SR EE LA BNRE, ERRA BB AR LT AL BB, BT ALBRE T
W8, BERTCLIER A, Wiy NI RS, i E L] Al BoRMESRLI R, RfLETR
Al B ARF fRESTE, IR IERRIR M. & ERIERE, Rk Al FR R A7 8/ 5 TUERE
JIE, TS VEE P IT AR BLRN T AL BT BE R AR AN . BRI SUESFRIBEASIY), B
G5 CRNAIRRE”, RIRIA AL FESEEERE T N i I OE R BB, A A RLIBOR] I F AR S E A B
MDA, EFER AL FEREARER, 5ERNIAZEEER, B FF 2 AR R, Mia&ist
(7S PAYNIEF

4. Al VSR T s HO FHU B S R 5]

FEHIFN TR GEHE BRI 5, BATNZINE B Al VEG i Red KR uaR. 78 Al VESR 1T
L AT AR AL ECRTGEBCEN, R A SR E RHOR A, SR HE NS T AT
EUHARESAENEE, SOEVERM AT, B EUMRSR A A FESER T, TECE N
W, A NP AEVARER R TAAREHR A W7, 3 BRAEE N 8k, 45 & IR L5 266
VRS IRHIM BREA  BRIE, M AL BORBEAT VRS TCBER VRS TR, BRAGBTE SN RSN, HTFBAT NS
H AT ey AR AR .

41 FRITAMERIELRMAERRE. hESEHE

AT RAFH ALK ETCH SR FE D it 2~ BRAG S 75 545 B JORR SR 253 252 — 35 =FE: “ oIl
B DLHAR T B ARE IR A R NG R, MERRILARDMAEEIR" o R4 N RIER S s AR
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RS GEATAT 0 R AR ¢, A RAS S B SR B IR B WURE & AR B B LU TE B B0 3% Pl 5
el S R RA NG TR, A LSO R AR E AP S35 B I RN, ToRefE T . B,
R AL SRR BAEER, LT AL ERAERKNE . BEEE SR e NI ASEE R R
A BRI, RENS S Bl 25 5 FAAE SRR S E AW B 1 B S MRy & NIIR s oL, T3 %48
NIREARS ) 2 A NAB BTG [8]. #AT A AR Al IR L0 i B KB TEEA RAN N ST REMs iz
BARMMNEEIE.  “ARMTT AL IRAGTER " — 5, AT NN Al TfiEgFE N, EAA3r G IR
WENCRRKMER. FEER, UAHZERET A HEARABIAR. 7 &5 830 H LR E A
b, BT ARDAEE . AT AAF AL BB R A S PEE NEATRUEIAELE, R
R, MEFReA R TOGRERRE M, SE k. X fed, T8 ANBRM s ER SR LA, 3k
B RAS NS BT BAT WIE AL T AR 253 k2 — MUE IR IL A RA NG 2R

URAN, PEBE R A R, 0 R B RSB, aERAT APPL SIATE . R SE ERIE R M
ESCAAEMITE, BRI SEAIE RO T A B I . V2 AR R AT SE AL DR BR
R IEA REAR SR o SANE 2> TR VGIEI RS P e AT B 78 B8 5, BRI )e 5oR R
TAE BEAT VE SRS 3o A AT TUSCER A N LSRR E 4 L SR IE S0 45ME 5, SR Al e 55“ UR P2 Dy ik ”(Deep Fake)
TRt N B EPE A Fr s B 2R AGAE . DABERLIEE T & SEA4 I B, oAl AR 4y B ©A
Fi OB NEIRAE. IXRAT NG & A RN AR S e, A2 B A S SE B i R R D
AMXYiE T E N S EF R E BT, RIS TREER AR . B, S ANRER R AR
R e DL 2 B R G R AT CEIL ) 58 6 A NZAT AT G RIVESS — i )\ 20 58 = 2 D B e
TRIEAR BB, IR S R B AT AT LA HE By i B i UE AR 8 TO AR S 5TAT: °

4.2. BRTAY R BENEEMEILREFE

ITANAESRBUE R A E GRS, A XS B 5 - SO IEEIRKE. T ARER
RGN 1708, mTEAHEEYE, 5508 IE R MU RE RS ERIEZH L. HE
M LR SR 7 o Hrh SRBEAE TAT N I B G RAT O N WISt N St PR X 2% VE B
R, SRR 5 S IR A LA T VR EAR, B T B SE R VE S AT S IR T B
JEREAHVIAR, FAT RS AT N EA RS ORI, NI ENEER 266 2% 2 ERWIRINFHEIL. A
OORRIETHNE SNSRI LG, JEFEDUAR NI A0SR, 45 B R IE R S R 0 B IE R S T
FRAT N HE RIS VR IC IR T3 B M5 S AL E S TR MR ik ok, 2947 0 N WIS B N St vk
WARTE, Dy HARUEH B, ROZIAE A VER TR B BRI AN F A E N HE TR W RAT I N DU R
W St P 4 3 iR ARG B, BB HAR BERE B, ROAE N — B AR BITRNE 3 287 % 2 #Bh{E M40
TRIEBIIE[9] -

5. ALEEERHE Al VEIREOTSE T FbRE

THRE TN N T BEACTRIZ B LR, FEA FTRE N LR AT A S0 A IR, B R T IR, i
TR ge o AAE R R AR . N TR R M Al ZEAT VEIR A & fa 5 B AR N BT
THRARARRN, 2 ORKF— R ORI, ASRE—WREEAT ™ D747 o XIZEBCEE ABEEH, N TR fem
EESY Pt AR NI EROUb % = OrN R AT DA€ FIE/N: VSR iR UE SR SVIE S R RRTTEAE/ D E/R: EIE S
AR, FTRE 2 PG HE QR 5 R FE[10]. SEH DML R LAy RALAL BEAS ] (1 AL VESWIE AR - 40 L Frid,

25 11,2017 45 5 7 Je e N IRVE R 5 5z e N A 58 BT ARA 19 €O T 03 R AL A RA N A 2T S SR Ao PV R K 4 I R R VR )«
S, 2021 4 6 H 22 AR NRIERE . S N RAEERE . A 2IIBRARATI (O T 700 o {5 9025 VF U 55 1 2 8138 TV A 1 1)
BIE () 586 %
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Al VESR — R FBUT 8 5 H AT AU IRE, FBAT N BOv R R Wiede. frfd s, HKiT
A BONEE AR R AR e TR T I AN R 2R R AR AR AT D B 2 22 SR AN [ R B R R

5.1 EBRIAERERN. L. FitdEPryILE

Al VEG BT BAT 9 — OB AR, WAk AR i, TS JS B0 1 A Ji I AN T 0l i i 4 54
oo U5 REHEILERA, KRB E BB DOE I M2 AR, R A A AR T AR Rz
RIIIDNAT D, AHATRVE AN BE 48 20 K M A P i ORI B o 4 30 V51 R SR AR 4B, 0 T ARV FR L
Wt . AFRERIAT R B EAE o RANEIL T I0OX — 1R, R BRE BRI A 5k %, 5
FRE K I HEBI N T REROR AR M BCRANE T o (A0 SHE 1 B2 et 2R B A BE AT 0 1) 38 A 4 T 58l
HHaIHr, ey MAs TR, HEShAt 2 SR R R . KB NSRIUCEE A 208 7 RIS L
L HH B R T 5, X IR R EF AR E R Fik, Ry B A RIS i
i (e E S HR R AUET S AR A& e R S B R P (1], THEER T A E B IR BGE
FEFF LR

5.2. N ELHEFIASESAIILSE

Al VES ) H BIAT 9 — RO B BRI R, — okl g R EERE R, T A
AR IS — RO 2 AT D0 T bR B Ak o G SRR R H 8 27 20 B oK 5 0 Bt 5 B AT BRI, f7 i, —
AN S B R AR TAE BRI R R, W4 B ATT AN NEE (S BRI 53K, TR EA
A T2 EAR AT ANEE S, ARER B ARER A . T IRbEH & 2 5Tk R
MR, TR EER B HEAT MU o 0 R B (03X — Rl R — A i 245 B il , (HIX —id X
WG KB IIAERIR, R TR BRI BA R S e E A5, T A RS £
EiEy [ 2 e RS P VA P AN 1 5 €S| VRPN S SRR (R

5.3. FAEX I HRAR N RIFHRAIE

Al A FE AR T LR, ARFAEREARK RS REREERR, BAIAREIOGE %
REREEE IR VETIBR$ BAE 1L X RAT N, ENA BIHRARA B TH 2R RROBIE L. PartkER
BORA R 5 JRARAL , TR FeAF MU SE ORI K e B e B33y, 0 17 [ 50K HEBh B A FRe RO SR
THATE, RAENNNE SRR LGNS WP BUR], A AR TR [12] . £ 1R 2 78 70 K
PEHA AR T TERORHIE ] . N TR REX H M BRI HIEA R AR BT S0k, W2 HRIERAT N
AL [ RFAM Gy AT EOE T, B4 00575 R A LA T8 22 (1 RV BT BOE S M. ikl (R IE) 5
111 ZRHUER “ RN NG S REARY, AR NARARE L, R4 AT A A
R RIEINRBUG 2 A RH BB FAABUA L R SN 5 1023 25500 H AR N 35 (e ) R 9
o BLAh, ATEUIGRATBOE T AR E TR, STOA RERT TN G insa i s, M AGE B M
e B, AT NG BAHEH] AR 22 A 2 A G BUT I . R, AR B TAE, RIEAR
RFEEL . Bz, A D7 EHRE R LS SLEORI 324 82 R i A Heth BN . SN TR 4R
SO R 53 AT LLIE B[R FE AR H 6

6. L5RIB

FEREE KR RS E B AR, NTERIAR RS EnRE. FMATERERERT AR
A Al “H” 5 “HE7 BRIRBE CAMRm, WAREWENEE, LA Tk
R R B LSRR . th T SIRIR T BT NS B AT NI R R K2 R4, DR LA SR
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ITADRIRI H IR, ARG, SRt 2 fRiES Al KR . HXNZISHNEOR, B2
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R WAL EEGER, ANLEAITES A S AT MEE, BRIl S S E R A
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