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Abstract

The pervasive utilization of smartphones in contemporary society has facilitated the compilation of
comprehensive individual profiles through the data stored within them, thereby serving as pivotal
evidence in criminal investigations conducted by law enforcement agencies. However, it is im-
portant to note that these devices also contain sensitive personal information pertaining to their
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owners, and if investigators search for such data without restriction, it would be relatively simple
to violate citizens’ privacy rights. The call for the protection of personal information has gradually
risen, it is of paramount importance to strike a balance between citizens’ right to privacy and the
state’s law enforcement powers in order to build a socialist rule of law in China. The study found
that China lacks systematic legal regulation in the aspects of smartphone search approval, scope,
supervision and relief, that is, the legitimate basis of the search power is very weak, and the protec-
tion of privacy rights during searches is inadequate. Currently, common law countries have con-
ducted a series of studies on the balance between the right to privacy and law enforcement powers,
and have had fruitful outcome. This paper initially addresses the current controversial issues per-
taining to the domain of smartphone search, subsequently analyzing the deficiencies of China in this
field from both legislative and practical perspectives. And then a series of measures are proposed
on the basis of exploring the useful experience and practices abroad, such as the establishment of
approval mechanisms, the limitation of search scope, the establishment of a supervisory system and
the broadening of relief channels. These solutions are to enhance the design of the system and re-
inforce the rights protection, thereby achieving a better balance between the individual’s right to
privacy and the national interest.
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